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Mpeancnosue

Llenv w»n npuHumnel cTtaHgapTudaumm B Poccuinckon ®depepaumm  yCTaHOBMEHbI
depepanbHbiM 3akoHOM OT 27 gekabpsa 2002 r. N 184-d3 "O TexHU4ecKoM perynmpoBaHun”, a
npasuna MpUMEHEeHUs HauuoHanbHbIX cTaHgaptoB Poccunckon Pepepauumn - TOCT P
1.0-2004 "CtaHgapTtusaums B Poccuinckon ®epepaunmn. OCHOBHbIE NONOXeHUA".

CsepeHus o cTangapTe

1. PaspabotaH ®PepepanbHbiM rocyaapCTBEHHbIM yuypexaeHnem "[ocynapCTBEHHbIV
Hay4YHO-UCCNeaoBaTeNbCKUN  UCMbITATENbHbIA  MHCTUTYT Npo6fieM TexXHUYecKon 3alunTbl
nHopmauun PegepanbHOM CNYXKObl MO TEXHUYECKOMY M IKCMOPTHOMY KOHTposw" (Pry
"THAW NT3N dCTIK Poccun").

2. BHeceH YnpaBneHMEM TEeXHWYECKOro perynupoBaHus W  cTaHgapTusaumm
depeparbHOro areHTCTBa Mo TEXHUYECKOMY PEryniMpoBaHuO U METPONOrNN.

3. YtBepxgeH u BBeaeH B pgeucteue [lpukaszom ®PegepanbHOro areHTcTBa Mo
TEXHUYECKOMY perynupoBaHuio 1 meTporiorum ot 27 gekabps 2006 r. N 373-cT.

4. B HacTosllemM cTaHaapTe peanu3oBaHbl HOpMbl PeaeparnbHbIX 3aKOHOB OT 27 uions
2006 r. N 149-¢3 "O6 wHdopmauun, MHEPOPMALMOHHBIX TEXHOMNOMMAX W O 3awuTte
nHdpopmauun” n ot 29 mnonsa 2004 r. N 98-d3 "O kommepyeckon TanHe".

5. BsameH TOCT P 50922-96.



NHdbopmaumss 06 M3MEHEHUAX K HacTosiwemy cTaHgapTy nybnuvkyeTcss B eXerogHo
n3gaBaeMomM MHpopMauMOHHOM yKasaTene "HauuoHanbHble cTaHgapThl”, a TEKCT U3MEHEHUI
N MOMpPaBOK - B €XeMeCAYHO Mn3gaBaeMblX UH(OPMAaUMOHHBLIX yKadaTensx "HauuoHanbHble
ctaHgapTbl". B cnyyae nepecmoTpa (3aMeHbl) WM OTMEHbl HacTosLWero craHgapTta
cooTBeTCTBYlOLLlee YyBedomreHne Oyaetr onybnukoBaHO B e€XeMEeCSYHO uM3JaBaemMoMm
MHpOpPMaLNOHHOM yKkasaTene "HauuoHanbHble cTaHaapTbl". CooTBeTcTBYIOLWAsA
nHdopMauus, yBeaoMIIEHNE N TEKCTbl pasMeLLalnTca Takke B MHGOPMAaLMOHHOW cuUcTeMe
obuiero nonb3oBaHus - Ha oduumanbHom cante PegepanbHOro areHTCTBa NoO TEXHUYECKOMY
perynmpoBaHuio n MeTponorum B cet IHTepHeT.

Besenerune

YcTaHOBMNEHHbIe HacCTOALUM cTaHOapToOM TEPMMUHbI pacronoXeHbl B
CMCTEMAaTU3NPOBAHHOM MOPSiAKE, OTPaXKaloLEM CUCTEMY NMOHATUIN B AaHHOW 06nacTy 3HaHUS.

[ns Kaxgoro NoHATUS yCTaHOBJ1EH OA4WUH CTaHﬂ,apTVISOBaHHbIVI TEPMUH.

Hannuune kBagpaTHbIX CKOGOK B TEPMUHOSOMMYECKOM CTaTbe O3HAYaeT, YTO B Hee BXOOAT
ABa TepMuHa, MMmewwmux obuwune TepMMHOAanemeHTbl. B andaBuTHOM ykasatene faHHble
TepMuHbl NpuBedeHbl oTaenbHo. Lndpa, 3aknioveHHas B KBagpaTHble CKOOKW, O3Havaet
CCbISIKY Ha JOKYMEHT, NPUBEAEHHLIN B CTPYKTYPHOM anemeHTe "bubnuorpadpus”.

3akno4eHHas B Kpyrnble CKOOKM 4YacTb TepMuMHa MOXeT ObiTb onyweHa npu
NCNonb30BaHMM TEPMUHA B AOKYMEHTax MO CTaHgapTu3auuu, npyv 9TOM He BXOoAsuwas B
Kpyrnble CkoOkM 4acTb TepMmuHa obpasyeT ero kpatkyto ¢opmy. 3a cTaHOapTU30BaHHbIMU
TepMMHaMn NpuBeAeHbl OTAENEHHbIE TOYKOM C 3ansiTON UX KpaTkue hopMbl, NpeacTaBeHHble
abbpeBunaTtypon.

anBeﬂ,eHHble onpepgeneHna MOXHO Mnpu HeobXxoaUMOCTN U3MEHNATb, BBOAA B HUX
NPOn3BOAHbIE MPU3HAKKU, pacCKpbliBad 3HA4YE€HUA WCMNOJIb3yeMbIX B HUX TEPMUHOB, YKa3blBas
00beKTbI, BXOAALLME B 0ObEM onpenenAaemMoro noHATUA.

N3meHeHUss He OOMKHbl HapywaTb OGbeM M codepXaHue MOHATUIA, onpedeneHHbIX B
HacToslLeM cTaHgapTe.

CTtaHOapTU3oBaHHble TEPMUHbI HaGpaHbl MONYXUPHbLIM LIPUAPTOM, UX KpaTkue PopMbl,
npeacTaBneHHble abbpeBnaTypoi, - CBETNbIM, 8 CUHOHUMbI - KyPCUBOM.

TepMuHbl 1 onpeaeneHust OOLWETEXHUYECKNX MOHATUIA, KOTOpble Heobxoaumbl Ans
NMOHMMaHUS TeKCTa OCHOBHOW YacTu HACTOosILLIEro cTaHaapTa, npuseaeHsl B MpunoxeHun A.

1. ObnacTtb NpuMeHeHust
Hactoswmn ctaHgapT ycTaHaBnvMBaeT OCHOBHbIE TEPMUHbI C  COOTBETCTBYHOLLUMMU
onpeaeneHnsaMn, NpuMeHsieMble Npu nNpoBefeHun paboT no craHgapTMsauum B obnactu

3aWmTbl MHGOPMaLUK.

TepMI/IHbI, YCTaHOBJI€EHHbIE HACTOALLMM CTaHOApPTOM, peKoOMeHOYyeTCA MUCNOoJIb30BaTb B
I'IpaBOBOIZ, HOpMaTI/IBHOIZ, TEXHNYECKOMN n OpFaHI/I3aLl,I/IOHHO-paCI'IOpFI}J,I/ITeJ'IbHOIZ



AOKYMEeHTauuun, HayyHown, y4ebHOM 1 cnpaBoYHOM nutepaTtype.
2. TepMuHbI 1 onpeaeneHus
2.1. O6Lue noHATUN

2.1.1. 3awumTta uHcpopmauum; 3/: deatenbHoCTb, HanpaBneHHasa Ha npeaoTBpalleHne
yTeYKM 3awmaemMon UHGOpPMauMM, HECAHKUMOHMPOBAHHLIX W HenpegHaMepeHHbIX
BO3ENCTBUI Ha 3alLmLLaemMyto MHopMaUuHo.

2.2. TepMuHbI, OTHOCALLMECS K BUAAM 3almThl MHOpMaLmn

2.2.1. npaBoBas 3awmTa uHdopmauuu: 3awmta nHopMaLnmM NpaBoBbIMM MeToAaMM,
BKINoYaroLwas B cebs pa3paboTky 3aKOHOAATENbHbIX M HOPMATMBHbIX NPABOBbLIX AOKYMEHTOB
(aKkTOB), perynvpyloLwwmnx OTHOLWEHUSI CYyOBEKTOB MO 3awuTe UHGOPMALMKU, NPUMEHEHUE ITUX
AOKYMEHTOB (aKTOB), a TaKkKe Haa30p U KOHTPOSb 3a UX UCMNONHEHUEM.

2.2.2. TexHu4yeckas 3awmta wuHpopmauun; T3WN:. 3awuta unHDOpmMaLUW,
3aknyaowancas B obecneyeHMn  HekpunTorpaguyeckumm metogamum  6e3onacHoOCTU
WHopMauuKn  (gaHHbIX), nognexawen (nognexawmx) 3awurte B COOTBETCTBUM C
AENCTBYIOWNM  3aKOHOL4ATENbCTBOM, C MNPUMEHEHUEM TEXHUYECKUX, MNPOrPaMMHbLIX W
NPOrpaMMHO-TEXHUYECKUX CPEACTB.

2.2.3. kpuntorpaduyeckana 3awmrta MHcpopmauuu: 3awmnTta nHpopmauum ¢ NOMOLLbIO
ee KpunTorpaduyeckoro npeobpasoBaHuS.

2.2.4. ¢pm3mnyeckana s3awmTta nHhopmaummu: 3awmnTta nHopMauun nNyTeMm npuMeHeHus
OpraHn3auUmoHHbIX MEPONPUATUA N COBOKYMHOCTU CPeACTB, CO3[aloLMx NpensaTcTBusa Ans
NPOHWKHOBEHWS UMW AOCTYrNa HeYNnoSTHOMOYEHHbIX (PU3NYECKMX NAL, K OO BbEKTY 3alUnThl.

Mpumevanunsa. 1. OpraHM3auMOHHbIE MeponpuaTua no obecneyeHnto  OU3NYECKON
3aWMUTLl  MHGOPMaUUM  NpeaycMaTpuBalOT — YCTAHOBMEHWE  PEXWUMHbIX,  BPEMEHHBIX

TeppuTopuanbHbIX, MNPOCTPAHCTBEHHbLIX OrpaHWYEeHWn Ha YCMOBUSA WCMOMb30BaHUA W
pacnopsiaok paboTbl 06bekTa 3awmThbl.

2. K obbektam 3awmtbl MHGOPMaLUM MOryT ObiTb OTHECEHbI: OXpaHsieMas TeppuTopus,
3aaHve (CoopyxeHue), BblAeneHHoe nomelleHre, UHdopmMaums n (Mnu) MHOopMaLMOHHbIe
pecypcbl 06bekTa nHopMaTU3auum.

2.3. TepMUHbI, OTHOCSILLMECS K criocobam 3alumThbl MHpopmaLmm

2.3.1. cnocob6 3awmtbl wuHdopmauun: [lopsagok KW npasBuna MNPUMEHEHUS
onpeaeneHHbIX MPUHLKMNOB N CPeACTB 3aluTbl HopMaLnu.

2.3.2. 3awmTta uMHcpopmauum OT yTeyku: 3awuTta WHGOpMauuu, HanpasrieHHas Ha
npegoTepalleHe HEKOHTPONMMPYEMOro pacnpocTpaHeHnsa 3alumuiaemMon MHgpopmaumm B
pesynbTtate ee pasrnaweHuss U HeCaHKUMOHMPOBAHHOIO AOCTyna K HeW, a Takke Ha
UCKMOYEeHNE (3aTpygHEeHMEe) nonyyvyeHus  3awumaemon  uHdopmauum  [MHOCTPaHHbIMMI]
passegkamv 1 opyrmmm 3avMHTEPECOBaHHbIMU CyObeKkTamu.



MpumeyaHue. 3anHTEpPecoBaHHbIMW  cyObekTamu  MOryT  ObiTb:  FOCydapcTBO,
topuanyeckoe nuuo, rpynna usanyecknx nuu, otaenbHoe usanyeckoe nmuo.

2.3.3. 3awmTta uHdopmMmauum OoT HeCcaHKUMOHUpPOBaHHOro Bosgencreus; 31 ot HCB:
3awmTa nHpopmaumn, HanpasrneHHaa Ha NpegoTBpalleHne HeCaHKLMOHMPOBAHHOMO AocTyna
N BO3OENCTBMS Ha 3aliuiaeMyro MHGOPMaUUIo C HapyLeHNneM YCTaHOBIIEHHbIX MpaB U (Mnn)
npaBun  Ha W3MeHeHue uHOoOpMauMu, MPUBOAALMX K PaspyLIEHUIO, YHUYTOXEHMUIO,
NUCKaXXeHnto, cbor B paboTe, He3aKOHHOMY MepexBaTy M KOMMPOBaHWUIO, BGIIOKMPOBaHMIO
AOCTyna K WHdopmauumn, a Takke K yTpaTe, YHUUTOXEHMIO Unn cOol (PyHKLUMOHMPOBAHUSA
HocuTensa nHdopmMauuu.

2.3.4. 3awmta wuHoOpmMauuM OT HenpeaHaMepeHHOro Bo3geucTBuA: 3awuTa
WHOpMaUuK, HanpaeBfeHHas Ha npegoTBpalieHMe  BO3OEUCTBMS  Ha  3awuuiaemyto
nHpopmauuio ownbok ee nonb3oBaTend, cOOA TEXHUYECKMX M MporpaMMHbIX CpencTB
WH(POPMALMNOHHBIX CUCTEM, MPUPOAHbLIX SBMEHUA WU WUHbIX HeueneHanpaBneHHbIX Ha
N3MeHeHne MHopMaL MM CoBbITUA, NPUBOASALLMX K UCKAKEHUIO, YHUUTOXEHUIO, KONUPOBAHMIO,
OnokmpoBaHMO O0CTyna K WHopmauun, a Takke K yTpaTte, YHUMTOXEHuo wunu cboto
PYHKLUNOHNUPOBAHUA HOCUTENSA HAOPMaLUW.

2.3.5. 3awumTta nHdopmMmaumm ot pasrnaweHus: 3awmra nHgopmauum, HanpasneHHas
Ha npefoTBpalleHne HeCaHKUMOHWPOBAHHOIO [OOBEAEHWUs 3awuuiaemMon WHgopmauuun [o
3aMHTEpPECOBaHHbIX CyObLeKToB (noTpebutenen), He wuMelWMX npaBa [OCTyna K 3TOM
nHdopmMauuu.

2.3.6. 3awmTa uH(popmauum OT HecaHKUuuoHupoBaHHoro poctyna; 3/ ot HC[:
3awmTta wHGopMauun, HanpasfieHHass Ha npefoTBpalleHne MOofyyYeHus 3aluaemMon
WHOPMaUUN  3aMHTEPECOBaHHbIMW  CyObekTaMn C  HapyleHWemM  YCTaHOBMEHHbIX
HOPMaTUBHLIMWU 1 NPABOBbIMU AOKYMEHTaMKn (aktamn) unu obnagatensaMmm nHgopmaumm npas
U1 NpaBun pasrpaHNYeHnsa OCTyna K 3awuwaeMon nHopmMauuu.

MpymeyaHme. 3aunHTepecoBaHHbIMM cybbekTamu, OCYLLIECTBNSALLNMU
HECaHKUMOHMPOBAaHHbIN AOCTYN K 3alyuiaemMon MHdopmaumu, MoryT ObiTb: rocygapcrBso,
lopuanYeckoe nuuo, rpynna uU3M4ecknx nuy, B TOM 4Yucre obLiecTBeHHasi opraHusauus,
oTAenbHoe cusnyeckoe NULO.

2.3.7. 3awmTta wmHdopmauum OT npegHamepeHHoro Bo3geunctBusa; 3 ot [M[OB:
3awmTa nHpopmauun, HanpasneHHasa Ha nNpeaoTBpaLleHne npeaHamMepeHHOro BO3AENCTBIS,
B TOM 4uCrie O3NEeKTPOMarHUTHOro M (Mnu) BO3AEUCTBUS OpYron u3n4eckonm npupoabl,
OCYLLIECTBNAEMOrO B TEPPOPUCTUHECKUX NN KPUMUHAMBHbIX LEnsX.

2.3.8. 3awmTta uHcdopmauum ot [MHOCTpaHHOM] pas3Beaku: 3awmta MHGPOpPMaLuUK,
HanpasreHHas Ha npefoTBpalleHne nonyvyeHus 3almwaemon nHgopmMmaumm [MHOCTpaHHOM]
pa3BeaKon.

2.4. TepMUHbI, OTHOCSALLMECS K 3aMbICIy 3aLLMTbl MHGOPMaLNK
2.4.1. 3ambicen 3awutbl uMHdopmaummn: OcHOBHas uaesi, packpbliBaloLwasi COCTas,

coAep)aHue, B3aUMOCBSI3b W  MOCNeaoBaTeNlbHOCTb  OCYLLECTBINEHUS] TEeXHUYECKUX U
OpraHM3auUMOHHbIX  MEeponpuUATUA, HeobXxoauUMbIX AONst  OOCTUXKEHUS  Uenu  3awuTbl



nHopmauyun.

24.2. uenb 3awmTtbl UH(poOpmMauumu: 3apaHee HaMEYeHHbI pe3ynbTaT 3awuThbl
nHdopmMauuu.

MpumeyaHue. PesynbTatom 3awmTtbl MHGOpMauum moxeT ObITb nNpegoTBpaleHue
yuwiepba obnapgatento uHGOpMaumMm Kn3-3a BO3MOXHOW yTeYkM WHopmauun un (unu)
HEeCaHKUMOHUPOBAHHOMO U HeNpeaHaMepeHHOro BO3AENCTBUS Ha MHOpMaLMIO.

2.4.3. cncrema 3awmTtbl MH¢popmaummn: CoBOKYNHOCTb OPraHoB U (UN1) UCMOMHUTENEN,
NCNONb3yeMON MU TEXHUKN 3aLLnTbl MHGOPMaLnUn, a Takke 0O0BHEKTOB 3amUThl MHGOPMAaLIUK,
OopraHmsoBaHHass W YHKUMOHMPYKOWAa Mo npaBunaMm UM HOpMaM, YCTaHOBMEHHbIM
COOTBETCTBYHLMMM AOKYMEHTaMKN B 06nacTu 3awmnTbl MHGPOpMaumm.

24.4. nonutuka OesonacHoctn (uHdopmauum B opraHu3saumm). COBOKYyNHOCTb
AOKYMEHTUPOBAHHbLIX MpaBwus, npouenyp, MNPakTUYECKUX MNPUEMOB WU PYKOBOOSALLMX
npuHuMnos B obnactu 6e3onacHOCTU  WMHopMauun, KOTOPbIMKM  PYKOBOACTBYETCS
opraHusaums B CBOeN OeATeNbHOCTH.

245. o©e3sonacHocTb WHpopmaumnm [AaHHbIX]: CocTosiHME  3aLUULLIEHHOCTU
WHpopmauun [aaHHbIX], nNpu KOTOopoM obecnedeHbl ee [Mx] KOHUOAEHUNANbHOCTb,
AOCTYMNHOCTb U LLeNOCTHOCTb.

2.5. TepMuHbI, OTHOCALWMECH K OOBEKTY 3alUmnTbl MHpOopMaLnn

2.5.1. 06beKT 3awmnTbl MHpopMaLmu: NHpopmauusa unm HocuTenbe MHAOPMaLMK, UK
WH(OPMALMOHHBIA NpPoLEecC, KOTOopble HeobGXoAMMO 3alMuwaTb B COOTBETCTBMM C LEMbHO
3awWmThl MHoOpMaLmN.

2.5.2. 3awumwaemana wuHdopmauua: WHdbopmauus, saBRgaloWAsca npeameTom
COBCTBEHHOCTM W noanexawass 3almte B COOTBETCTBUM C TpeboBaHMAMM MNpaBOBbIX
AOKYMEHTOB nnu TpeboBaHnsaMK, yCTaHaBNMMBaEMbIMU COBCTBEHHUKOM MHAbOpPMaLU.

MNpumeyaHme. CobCcTBEHHUKAMU MHpOpMaLUMM MOryT ObiTb: rOCydapcTBO, topuanveckoe
n1uo, rpynna pusnyecknx nuy, otaenbHoe duanyeckoe nuuo.

2.5.3. HocuTenb 3awuwaemMon uHdpopmaumumn: drusnyeckoe NULIO UM MaTepuanbHbIN
0OBEKT, B TOM Ymncre pusnyeckoe norne, B KOTOPOM UHPOPMAaLMA HAXOAUT CBOE OTPaXeHue B
BMAE CMMBOIOB, 0Opa3oB, CUIrHaNoOB, TEXHUYECKNX PELUEHUA N NPOLECCOB, KOMNMUYECTBEHHbIX
XapaKkTepucTuK OM3NYECKUX BEMNMNYUH.

254, 3awmwaembin o006bLeKT uHpopmaTusaummn: OO6bekT nHbDOopMaTU3aumK,
npegHasHa4yeHHbIn ons obpaboTkm 3awmuiaemMon MHopMaumm ¢ TpebyembiM ypoBHEM ee
3aLUNLLIEHHOCTMW.

2.5.5. 3awumwaemas wuHdopmaumoHHaa cuctema: VHpopmaumoHHaa cuctema,
npegHasHayeHHass ona obpaboTku 3awmwaemMon nMHgopmMaummnm ¢ TpedbyemMbiM ypOBHEM €€
3aLUNLLIEHHOCTMW.

2.6. TepMuHBbI, OTHOCSALWMECH K yrpo3am 6e3onacHOCTU MHGopMauum



2.6.1. yrpo3sa (6e3onacHoctu uHcpopmaumm): COBOKYNMHOCTb YCNOBUIA U (PaKTOpPOB,
CO30AKLWMX MOTEHUMAnbHYI WM peanbHO CyLECTBYIOLLYIO OMAacCHOCTb  HapyLUEHUS
6e3onacHOCTM MHOpMaLMK.

2.6.2. akrop, BO3AEACTBYWOLWMUA Ha 3awmwaemMyr uHdgpopmauumio: fsBneHue,
AeNncTBMe NnNu npolecc, pesynbTaToM KOTOPOro MoryT ObiTb yTeuka, UCKaXKeHUEe, YHUUTOXEHNEe
3awmiaemon nHpopmaumn, 6noknpoBaHme JOCTyNa K Hen.

2.6.3. UICTOYHUK Yrpo3bl 6e3onacHocTn MHcpopmaummn: Cyobekt (dumsmyeckoe nuuo,
mMaTepuanbHbii  OOBEKT uNM  (OU3NYECKOE HABMNEHUE), SABNAIOWMNCA HENOCPEeACTBEHHON
NPUYMHON BO3HWKHOBEHWS YrpO3bl 6€30NacHOCTM MHAOPMaLMK.

2.6.4. YA3BUMOCTb (vHdopmaumoHHOU CUCTEMBI); bpeuws: CsowncTteo
WHOPMALUNOHHOM  cUCTeMbl, ObycnosnuBalrollee BO3MOXHOCTb — peanusauun  yrpos
©e3onacHocTn obpabaTtbiBaemMon B Hen MHpopmaumn.

Mpumevanus. 1. YcnoBuem peanusauumn yrposbl 6esonacHoctn obpabaTbiBaemMon B
cuctemMe uHGoOpMauuMmM MOXeT OblTb HegocTaToK uMnmn cnaboe mMecTo B MH(OPMAaLMOHHOWN
cucTeme.

2. Ecnn ysi3BMMOCTb COOTBETCTBYET Yrpo3e, TO CyLLIeCTBYET PUCK.

2.6.5. BpeaoHocHasa nporpamma: [porpamma, npegHasHayeHHasa a5s OCyLeCTBNEeHNs
HEeCaHKLUMOHMPOBAHHOIO OOCTYyNa K MHdopmauummn n (Mnu) BO3LENCTBUSA HA MHopMauunio unm
pecypcbl MHPOPMALMOHHON CUCTEMBI.

2.6.6. HeCaHKUMOHMpPOBaAHHOEe BO3JeucTBMe Ha MUHcpopmauuk: Bosgencteume Ha
3awmuaemyo MHOPMaUnIo C HapyLeHneM YCTaHOBMEHHbIX NpaB 1 (1) npasun goctyna,
npuBosee K yTeuyke, WUCKaXXEHWUI, nogaenke, YHUYTOXeHUo, OnoknpoBaHuio JocTyna K
WHOPMaUUK, a TakkKe K yTpaTe, YHUYTOXEHUIO UM COOoK (PYHKUMOHMPOBAHUS HOCUTENS
nHdopMaLuun.

2.6.7. npepHaMepeHHOe CUIIOBOE€  3JIeKTPOMArHUTHOe BO3OAENUCTBUE  Ha
uHdopmauuto: HecaHKUMOHMPOBAHHOE BO3OAENCTBME Ha WHGOPMaUUIo, OCyLlecTBgemMoe
nyTem NpuMeHeHNs UCTOYHMKA 3MEeKTPOMarHUTHOro nons Ans HaseneHust (reHepupoBaHus) B
aBTOMaTU3NPOBAHHBIX MHPOPMALIMOHHBIX CUCTEMAX 3MEKTPOMArHUTHOM SHEPTUN C YPOBHEM,
BbI3bIBAKOLLMM HapyLUleHNe HOpMarnbHOro YHKUNMOHUPOBaHUSA (cbor B paboTe) TEXHUYECKUX U
NPOrpaMMHbIX CPEACTB 3TUX CUCTEM.

2.6.8. mogenb yrpo3 (6esonacHoctu nHhpopmaummn): dPnsnyeckoe, MaTtemMaTMyeECKOE,
onucaTenbHOe npeacTaBrieHMe CBOWCTB WM XapaKTepuUCTUK  yrpo3  BesonacHocTu
MHopMauuu.

MNpymeyaHune. Buoom onucartensHOro npeacrasneHns CBOMCTB UMW XapakTepucTuk yrpos
6esonacHOCTU MHpopMaLMK MOXKET BbITb crieuuanbHbii HOPMaTUBHBIN [JOKYMEHT.

2.7. TepMUHBbI, OTHOCALLMECS K TEXHUKE 3aLLNTbl MHopMauum

2.7.1. TexHuKa 3awmTbl HPopmauun: CpeacTtea 3awmnTbl MHPOPMALMK, B TOM Yucne



cpeactBa  (PU3MYECKOM 3awuTbl  MHAOpMaLMK, KpunTorpaduveckMe cpeactsa  3aluTbl
nHdopMauuKn, cpencrTBa KOHTPOSS 3PMEKTUBHOCTU 3alUmMTbl MHOpMauMn, cpenctsa wu
CUCTEMbI yNpaBsneHus, npegHasHavyeHHble Ans obecneyenns 3awmTbl nHpopmauun.

2.7.2. cpeacTeBo 3aWuUThbl MHcpopmauum: TexHnyeckoe, nporpamMmMHoe,
nporpaMMHO-TEXHUYECKOe CPeAcTBO, BeLeCcTBO U (Mnn) maTtepuan, npegHasHavyeHHble unuv
ncnonb3yemMble Ans 3aWwmnTbl MHOPMauun.

2.7.3. cpenctBo KOHTponsa 3dcekTMBHOCTM 3awuntbl UHbpopmauuun: Cpeacrtso
3aWmnThl MHPOPMaLNK, NpegHa3Ha4YeHHoEe U UCNoNb3yeMoe Afst KOHTPorns 3EKTUBHOCTH
3awmTbl tHGOPMaLUWK.

2.74. cpepctBo du3nyeckom 3awmTtbl MHMopmaumn: CpeactBo  3aWMThI
MHpopmauun, npeaHasHadeHHoe unm ucnonbdyemoe gnst obecnedeHnss u3nN4eckon 3allmThbl
obbekTa 3awmTbl UHGOPMaLUK.

2.7.5. KkpunTtorpaduyeckoe cpeacTtBo 3awuTbl UHdopmauun: CpeacTBO 3aWnThbl
MHpopmauun, peanusyloliee  anropuTmbl KpunTorpadguyeckoro  npeobpasoBaHus
nHdopmMauuu.

2.8. TepMUHbI, OTHOCSLLMECS K CNOcO6aMm OLIEHKM COOTBETCTBUS
TpeboBaHUsIM No 3almTe nHopMauum

2.8.1. ouyeHKa cooTBeTCTBUA TpeboBaHMAM nNo 3awute MHcpopmauuu: Npamoe nnu
KOCBEHHOE orpefeneHve creneHun cobniogeHns TpeboBaHWi MO 3awmTe MHGOPMaLumK,
npeabsBrsemMblX K 00bEKTY 3aLlMTbl MHpopmauun.

2.8.2. nuueH3upoBaHue B obGnactm 3awmTbl UHdoOpmauun: [JeAaTenbHOCTb,
3aKknoyarLascs B rnpoBepke (dSKCnepTr3e) BO3MOXHOCTEN HOPUONYECKOrO Nuua BbIMOMHATL
paboTbl B 0611acTu 3awwmTbl MHPOPMaLUN B COOTBETCTBUN C YCTAHOBIIEHHbIMU TpeboBaHUAMM
1 BblAaye paspeLleHns Ha BblNOSIHEHUE 3TuX pabor.

2.8.3. ceptudmkauma Ha COOTBETCTBME TpebOOBaHMAM nNO 0Oe3onacHOCTU
uHopmauun: dopma OCyLECTBNAEMOro OpraHoM Mo cepTudukauun noaTBEPXOeHUS
cooTBeTCTBMA OObEKTOB  oOueHkn TpeboBaHmsim no  BesonacHOCTM  MHGOPMaLWK,
YCTaHOBMEHHbBIM TEXHUYECKUMU pernaMmeHTamu, ctTaHgapTaMmmn unm ycrnoBusmMu 4OroBopos.

MpumeyaHune. K obbektaM OUEHKM MOryT OTHOCUTLCS: CPeAcTBO 3alumTbl MHopMaumu,
CpeaCTBO KOHTPOSSA 3EKTUBHOCTN 3aLLMUTbl MHGOPMaLINA.

2.8.4. cneumanbHoe wuccnegoBaHue (ob6bekTra  3awmTbl  UHopMauun):
WccneposaHue, nposBoaMmoe B UendxX BbIABNEHUA  TEXHUYECKUX KaHasroB  YTeYku
3awmaemMon MHoOpPMaLMM M OLEHKM COOTBETCTBMS 3awuTbl MHGOpMauun (Ha obbekTe
3aWmThl) TpeboBaHMSM HOPMATUBHBIX W MPaBOBbLIX AOKYMEHTOB B obnactu 6e3onacHocTn
nHdopMaLuun.

2.8.5. cneuwanbHas npoBepka: [lpoBepka oObekTa WHopMaTM3auunM B LENAX
BbISIBMIEHNSA N U3BATUSA BO3MOXHO BHEPEHHbIX 3aKIafo4YHbIX YCTPOUCTB.

2.8.6. ayauTopckas npoBepkKa MH(OpPMaLUMOHHOW Ge30MacHOCTU B OpraHusauuu;



ayoum uHgopmayuoHHol beszonacHocmu 8 opeaaHusauyuu: Nepuoanyecknii He3aaBUCUMbIA U
AOKYMEHTUPOBAHHbIA NPOLIECC MONyYEHUs1 CBUOETENLCTB ayauTa U OOBLEKTUBHOM OLEHKU C
Lenblo OnNpeaennTb CTENeHb BbIMNOMHEHUS B OpraHu3aumMy yCTaHOBIEHHbIX TpeboBaHuiA no
obecneyveHnto MHOPMaLNOHHON 6e30MacHOCTH.

MpumeyaHue. AyguT unHPOPMaUMOHHOM 6e30MacHOCTM B OpraHu3auunm  MoxeT
OCYLLECTBNATbCA HEe3aBUCUMOW opraHusaumen (TpeTberW CTOPOHOW) MO  JOroBopy C
npoBepsieMon opraHusauvMen, a TaKke noapasgeneHnem Wnn  OOMKHOCTHBIM - NNLOM
opraHmMsaunm (BHyTPEHHUIN ayauT).

2.8.7. MOHMUTOpUHr 6Ge3onacHocTn wuHcpopmaummn: [locToaHHOe HabnogeHve 3a
npoueccom obecneyeHns 6esonacHOCTN MHpoOpMaLMK B MHPOPMALIMOHHOM cUCTEME C LeNbto
YCTaHOBUTbL €ro COOTBETCTBME TpeboBaHNAM 6e30nacHOCTM MHOpMaLMK.

2.8.8. akcnepTn3a fOKYMeHTa no 3awmte MHpopMauum: PaccMoTpeHre OKyMeHTa no
3awmTe uMHopMaumm U3MYECKMM UNKU  OPUONYECKMM NULOM, MMEKLWUM MpaBo Ha
npoeeneHne paboT B gaHHOM obnacTu, ¢ Lenbio NoaroTOBUTL COOTBETCTBYIOLLEE IKCMEPTHOE
3aKno4veHmne.

anMe‘-IaHVIe. SKcnemesa OOKyMEeHTa Mno 3aluTte VIH(*)OpMaLI,I/IVI MOXeT BKNo4aTb B cebs
Hay4YHO-TEXHNYECKYIO, MNpPaBOBYHO, METPOJIOrM4eCKyto, NaTeHTHYK0 U TEepMUHOIIOINM4eCKyro
JKCMNepTU3bI.

2.8.9. aHanu3 wuHpopmMaUMOHHOro pucka: CucremaTmyeckoe WCNONb30BaHNE
WHpopMmauun  ana  BbiABAEHUs  yrpo3  6e30macHOCTM  MHGOPMaLMK,  YSA3BUMOCTEN
WHPOPMALNOHHON CUCTEMBI U KONUYECTBEHHOM OLIEHKN BEPOATHOCTEN peanusauuu yrpos C
NCMONb30BaHMEM YA3BUMMOCTEM W MNOCMEACTBUMM peanusauuun yrpo3 ana uHgpopmaumm u
MHGOPMAaLMOHHOW CUCTEMbI, NpeaHa3HavYeHHon ansa obpaboTku aTon MHopmaumn.

2.8.10. oueHka UMH(OPMALMOHHOrO  pUCKa: Ob6wmn npouecc  aHanusa
NMHOPMaLMOHHOIO pMUCKa 1 ero oL eHMBaHUS.

2.9. TepMuHbI, OTHOCALWMECH K 3PEKTUBHOCTU 3aLLMThl MHOpMaLmn

2.9.1. achbpekTuBHOCTb 3awnTbl MHPopMmauun: CTeneHb COOTBETCTBUA pe3yrbTaToB
3aWmnTbl UHOPMaLUK LIEeSNK 3alnTbl MHpopMaLmn.

2.9.2. TpeboBaHue no 3awmTe MHpopMauuK: YCTaHOBMEHHOE MNPaBUIIO UMK HOPMA,
KoTopass [ofmkHa ObiTb BbIMNOMHEHA MpUM  OpraHM3auMM W OCYLUECTBMEHUM  3aluuThl
WHoOpMauuK, wunuM  gOnNycTMMoe  3HadyeHue nokasaTtens  9(peKkTMBHOCTM  3alnTbl
MHopMauuu.

2.9.3. nokasatenb 3¢h¢deKTMBHOCTU 3awutbl UHMoOpmaumn: Mepa uvnu
XapakTtepucTunka onsa oLeHKN apekTUBHOCTU 3aLLnTbl MHGOPpMaLUK.

2.9.4. Hopma 3deKTUBHOCTM 3awWunTbl UHpopmauun: 3HayeHMe nokasaTens
apPeKTMBHOCTN 3almTbl MHEMOPMALMK, YCTAHOBMEHHOE HOPMAaTUBHbIMKU U MNPaBOBbIMU
AOKYMEHTaMMU.

AndaBUTHLIN yYKka3aTesrb TEPMUHOB <*>



<*> 3pecb 1 ganee kpaTtkMe popMbl TEPMUHOB BblAeNeHbl CBETNbIM LPUATOM

aHanus3 NH¢opMaLMOHHOro p1cka

ayoum uHgopmayuoHHou be3ornacHocmu 8 op2aHu3ayuu
6e3onacHOCTb AaHHbIX

6e3onacHOCTb MH(popmaLum

bpewnb

BO3A4eNCcTBME Ha MH(hOpMaLIMIO HECAaHKLIMOHUPOBaHHOEe

BO3AeMACTBME Ha UH(IOPMALIUIO INeKTPOMarHUTHOe CUMNoBoe
npegHamepeHHoe

3amMbicen 3awmTbl MHPOpMaLUn
3awmTa nHopmaumm
3awmTa MHpopmMaLumm OT MHOCTPAHHOMN pa3BegKun

3awmTa uHcopmauum Kpuntorpacgpuyeckas

3awmra uHpopMaLUmM OT HeCaHKLMOHUPOBAHHOIO BO3O4EeNCTBUA

3awmTa uHcpopmaumum oT HenpegHaMepeHHOro Bo3AencTBuUs
3awmTa nHcpopmaLmm oT HeCaHKLLMOHUPOBAHHOIO AOCTyNna
3awmTa uHcpopmauum npaBoBas

3awmTa uHcpopmMauum oT npegHaMmepeHHOro Bo3aencTBus
3awmTa nHcpopmaumm oT pasBeaKu

3awmTa uHcpopmMauum oT pasrnawieHus

3awmTa uHcpopmMauum TexHu4eckas

3awmTa nHcpopmaumm oT yTeuku

3awmrta nHopmauumm pumsnyeckas

3"

31 ot HCB

2.8.9
2.8.6
2.4.5
24.5
264
2.6.6
26.7

241
2.1.1
2.3.8
223
2.3.3
234
2.3.6
2.2.1
2.3.7
2.3.8
2.3.5
2.2.2
23.2
224
2.1.1
233



31 ot HCO

3N ot MNAB

MHc¢popmauma 3awmuiaemas

uccnepgoBaHue o6bekTa 3awmTbl MHoOpMaLum cneymanbHoe
nccnegoBaHue crneumansHoe

MCTOYHMK Yyrpo3bl 6e3onacHocTu nHpopmaummn
NUuUeH3npoBaHMe B ob6nacTu 3awmuTbl MHopmaumm

MoZAesb yrpos

Moaenb yrpo3 6esonacHocTu nHcpopmaumm

MOHUTOPUHI 6e3onacHoCcTU nHopmaumm

HopMma 3 heKTMBHOCTHU 3almnTbl MH(hopmaLummn

HOCUTesNb 3awuwaeMon nHpopmaumm

06 BbEKT 3awWmnThbl MHOpMaLUmn

06 bEeKT MHhopMaTU3auum 3almLaeMbIn

oueHKa UHOpMaLMOHHOro pUcka

OLeHKa COOTBeTCTBUA TpeboBaHUAM No 3awmTte Hdopmauum
nokasatesnb 3¢pPeKTUBHOCTU 3aUTbl MH(poOpMaL K
nonutuka 6esonacHocTn

nonuTtuka 6esonacHocTu MHopMaLmm B opraHmsaumm

npoBepKa MH(opMaLMOHHON 6e30NacHOCTM B OpraHusaumm
ayauTopckas

npoBepKa cneuunanbHas

nporpaMma BpefoOHOCHas

cepTudmkauusa Ha cooTBeTcTBMEe TpeboBaHMAM NO 6e30NacHOCTMH

nHdopmaummu
cuctema 3awmtbl MHopMauumn
cuctema uHcopmaunoHHas 3awmaemas

cnoco6 3awmTbl MH(popMmaLum

2.3.6
237
252
2.8.4
28.4
26.3
2.8.2
26.8
26.8
2.8.7
294
253
2.5.1
254
2.8.10
2.8.1
293
244
244
2.8.6

2.8.5
2.6.5
2.8.3

243
255
2.3.1



cpeAcTBO 3aWmUTbl MH(hopMauum 2.7.2

cpeAcTBO 3awWmnTbl MH(OopMauum Kpuntorpadmnyeckoe 2.7.5
cpeacTBo KOHTponA 3ch¢peKTMBHOCTU 3aWuTbl MH(hopMaLum 2.7.3
cpeacTBo hn3nyeckon 3awmnTbl MHpoOpMaLum 274
TeXHUKa 3aWwmTbl UHPOpMaLUN 2.7.1
T3 222
TpeboBaHMe no 3awuTe nHpopmaummn 2.9.2
yrposa 2.6.1
yrpo3sa 6e3onacHocTu uHdopmauum 2.6.1
YA3BUMOCTb 264
YA3BMMOCTb MHPOPMaLMOHHON CUCTEMbI 26.4
c¢hakTOp, BO3AEUCTBYHOLMIA Ha 3aluuLLaeMyro MHopmaLumio 2.6.2
uenb 3awuTbl MHopMmauuu 2.4.2
3KcnepTu3a AOKYMeHTa no 3awurte nHdopmauumm 2.8.8
3¢ heKTMBHOCTb 3aWmUTbl MH(hopMaLUum 2.91

MpunoxeHne A
(cnpaBo4HoOE)

TEPMUHbI Y ONPEQENEHNA OBLETEXHUYECKUX MOHATNN

A.1. WNHpopmauusa: ceegeHns (cooblieHnsa, AaHHble) He3aBUCUMMO OT (OpMbl  UX
npegcrasnenus [1].

A.2. [JlokymeHTMpoBaHHast MHpopMaunsa: 3adpuKkCcMpoBaHHasi Ha MaTtepuanbHOM HocuTene
nyTeM JOKYMEHTUPOBaHUSA MHGOPMAUUA C PEKBU3UTAMK, NO3BONSAIOLNUMN ONPeaennTb Takyto
MHdOpMaLMIO, UNN B YCTAHOBIIEHHbIX 3akoHoAdaTenbCTBOM Poccunckon denepaumm cnyyasx
ee maTepuarnbHbI HocuTesnsb [1].

A.3. WHdopmauus, cocTaBnsowas KOMMEPYECKYd TaWHy: Hay4YHO-TeXHUYecKas,
TexHosornyeckasi, Npon3BoAcTBEHHAs!, (PUHAHCOBO-3KOHOMMUYECKaa Unn nHas nHgopmaums (B
TOM 4uCne COoCTaBnswlas CekpeTbl MNpouM3BOACTBa  (HOy-xay)), KoTopasi uMmeeT
AENCTBUTENbHYIO MW NOTEHLUManbHYI0 KOMMEPYECKYI0 LEHHOCTb B CUITy HEM3BECTHOCTU ee
TPETbMM NMUaM, K KOTOPOM HET cBOOOAHOro AOCTYyNa Ha 3aKOHHOM OCHOBAHWW M B OTHOLLIEHWN



KoTopown obnagarenem Takon nHdopMauum BBEAEH PEXUM KOMMEPYECKOW TanHbI [2].

A.4. [laHHble: dpaKkTbl, MOHATUS WX KOMaHObl, NpeAcTaBfneHHble B dOpMann3oBaHHOM
BYAE M MO3BOMSAIOLIME OCYLIECTBNATL MX nepedady unu obpaboTKy Kak BpPyYHYH, Tak M C
NOMOLLLbIO CPeaCcTB aBTOMaTU3aLmu.

A.5. Hocutenb nHgopmaumm: matepuarnbHbii O6BbEKT, B TOM vncne umsmyeckoe none, B
KOTOpPOM MHOpMaLMs HaxoguT cBoe oTobpaxkeHue B BUAE CUMBOSOB, 06pasoB, CUrHanos,
TEXHUYECKUX PeLUEHNA N MPOLIECCOB, KONMMYECTBEHHbIX XapakTepUCTUK (PU3NYECKNX BENUYH.

A.6. WHpopmaumoHHaa cuctema: COBOKYMHOCTb codepxalwiencs B 6asax [AaHHbIX
WHopMauunm un obecnevmBarowmx ee 006paboTKy WMHPOPMALMOHHBLIX TEXHOMOMMA U
TexHu4eckux cpencts [1].

A.7. ObnagaTenb MHopmMaumn: NMUO, CaMOCTOATENBHO co3aaBLuee MHdopMauuo nmMdo
nosiyyMBLlee Ha OCHOBAHWW 3aKOHa WNM [OroBopa MNpaBO paspellatb UM OorpaHuYmMBaTh
A0CTyN K MHpopmMaumm, onpegendemMon no kakum-nnbo npuaHakam [1].

A.8. MNMonb3oBaTenb MHoOpPMaUuKn: CybbEKT, NONb3YOLWNNCS MHOPMaLnen, NoNy4YEeHHOM
OT ee cobOCTBEHHWKa, Bnagenbua WNU NOCPeaHuKa, B COOTBETCTBMM C YCTAHOBMEHHbLIMU
npaBamMu 1 nNpasunamMmm goctyna K nHopmaumm nnbo ¢ nx HapyLLIEHNEM.

A.9. [Joctyn K wuHOpMaUMKU: BO3MOXHOCTb MOMyYeHUa WHpopmaumm un ee
ncrnonos3oBaxus [1].

A.10. MpaBo gocTyna K 3aluMiiaeMon MHdopmaumu; npasBo AOCTyna: COBOKYMHOCTb
npaBun OoCTyna K 3aluiiaemMoin MHPOPMaLUKN, YCTAHOBMNEHHbIX NMPaBOBbIMU [OKYMEHTaMM
NN cOGCTBEHHNKOM, BriagenbLem nHdopMaLun.

A.11. lNMpaBuno goctyna K 3awuwaemMon nHpopmMaunm; npaBmmno JocTyna: COBOKYNMHOCTb
npaeBun, YyCTaHaBnMBaKOLWMX MNOPSAOK M YCNoBMS [[OCTyna CyObekta K 3awuiaemMomn
MHOpPMaLUKN U ee HOCUTESSM.

A.12. KoHduaeHumnanbHoCTb MHopMaumm: obasatenbHoe AN BbINOMHEHUSA FULOM,
NOMy4MBLUMM OOCTYNn K ONpeAernieHHon WHgopmauuu, TpeboBaHMe He nepefaBaTb TaKyko
MHdopMauuio TpeTbUM nNuuam 6e3 cornacua ee obnagatens [1].

A.13. T[lpepoctaBneHne WHMOpMauUnn: [OENUCTBUSA, HanpaBlieHHble Ha noslyvyeHue
MHOpMaUUKn onpeaesnieHHbIM Kpyrom nvy, unu nepegady nHdopmMauumn onpeaesieHHoMy Kpyry
nny [1].

A.14. PacnpocTtpaHeHne WHpopMaunn: [EeNCTBUSA, HanpaBfieHHble Ha noslyvyeHue
MHdOpPMaUUKN HeonpeaeneHHbIM KpYyromMm fny, unu nepegady mHgopmauum HeonpeaeneHHoMy
kpyry nuy [1].

A.15. Onepatop MHGMOOPMALMOHHON CUCTEMbI: FPaKOaHWH WNU OPUANYECKOE NULO,
ocyLlecTBndALLee AedaTeNbHOCTb MO 3KcnnyaTtaunm nHPopMaLMOHHOM CUCTEMbI, B TOM YnUcne
no obpaboTke nHGopmMauumn, cogepxallenca B ee basax gaHHbix [1].

A.16. JdocTynHoCTb MHGOpMaLMM [pecypcoB WMH(POPMALMOHHOW CUCTEMBbI]: COCTOsIHUE
MHdopMauumn [pecypcoB MHMOPMALMOHHON CUCTEMBI], NPU KOTOPOM CYObEKTbl, MMeloLme



npasa A0CTyna, MOryT peanu3oBaTb UX 6ecnpensaTcTBeHHO [3].

MpumeyaHne. K npaBam p[ocTyna OTHOCATCA: MNpaBO Ha YTEeHWEe, W3MEHeHue,
KOMMpOBaHNE, YHUYTOXEeHMEe MHGOPMauMK, a Takke NpaBO Ha M3MEHEeHMe, UCMOoNb3oBaHue,
YHUYTOXEHne pecypcos [3].

A.17. LlenocCTHOCTb: COCTOSiHME WHOPMauuK, NpU KOTOPOM OTCYTCTBYeT ntboe ee
n3MeHeHne nmMbo WU3MEHEeHWe OCYyLEeCTBNAETCA TOMbKO MpeAHaMepeHHO cybbekTamu,
UMELNMM Ha Hero nNpaso.
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