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1. O6wWwume nonoxeHus

1.1. Hactosawasa MeTtoamka oOUeHKU yrpos
©esonacHocTn uHdopmaumn (ganee - Metoguka)
paspaboTaHa B COOTBETCTBMM C MOANYHKTOM 4
nyHkTa 8 MNMonoxeHus o PenepanbHon crnyxbe no
TEXHWYECKOMY U OJKCMOPTHOMY  KOHTPOMHO,
yTBepxaeHHoro Ykasom [NpesngeHta Poccuinckon
depepaunn ot 16 aerycta 2004 r. N 1085.

1.2. MeToauka onpegensieT MNoOpsigok u
cogepxaHue paboT NO OnpedeneHnio  yrpos

6e3onacHoCcTu nHdopMaumu, peanusauus
(BO3HMKHOBEHWE) KOTOPbIX BO3MOXHa B
NHAOPMALIMOHHBIX cucTemax,

aBTOMaTNU3NPOBaHHbIX CUCTEMax YynpaBlieHus,
VIH(*)OpMaLIMOHHO-TeJ'IeKOMMyHI/IKaLIMOHHbIX ceTdx,



MHPOPMALIMOHHO-TENEKOMMYHUKALMOHHBLIX
MHPPaCTPYKTypax LEHTPOB 06paboTky AaHHbIX U
obnayHbIX UHPACTPYKTypax (aanee - CUCTEMbI U
cetn), a Takke no paspaboTke Mogenen yrpos
6e30nacHOCTN MHOPMALMK CUCTEM U CETEN.

1.3. MeToauka npumeHsieTcs ans
onpeaenenuns yrpos 6e3onacHOCTU MHopMaLmK,
peanusaums (BO3HMKHOBEHNE) KOTOpPbIX
BO3MOXHa B cUCTEMaxX U CEeTsAX, OTHECEHHbIX K
rocyJapCTBEHHbIM n MYHULMNANbHLIM
MHOPMALMOHHBLIM cuctemam,
WHPOPMALIMOHHLIM ~ CUCTEMaM  MEPCOHarbHbIX
OaHHbIX, 3Ha4YNMMbIM OOBbeKTaM KPUTUYECKOWN
MHGOPMaLIMOHHOW MHMpacTpyKTypbl Poccunckom
depepauun, MHOPMaLMOHHBLIM cuctemam
yrnpaBfieHns npou3BOACTBOM,  MCMOMNb3yeMbIiM
opraHmsaumsmm 0060POHHO-NPOMbILLNIEHHOMO
KOomnrekca, aBTOMaTU3NPOBAHHbLIM CUCTEMaM
yrnpaBneHns NPOn3BOACTBEHHbLIMMN "
TEXHONMOMMYECKUMM MNpoLeccaMmm Ha KpUTUYECKM
BaXHbIX OObekTax, MoTeHUManbHO OMnacHbIX
obbekTax, obbekTax, npeacTaBnALLNX
NOBbILUEHHYK OMACHOCTL ANS XWU3HW U 340pPOBbS
No4en 1 ansa okpyKatowen NpupoaHon cpenbl.

B uHbIX cniyyasx peleHue O MpUMeHeHun
HacTosLen MeTtoaunkn NpUHUMaeTcs
obnagatensmn nHdopmauum unum onepaTtopamu
CUCTEM U ceTen.



1.4. B [oKkymMeHTe He paccmaTpuBaroTcs
MeTOAMYECKME MNOAXOoAbl MO  OLEHKe yrpo3
6esonacHocTM  MHoOpMaLMKW,  CBA3aHHbIX C
HapylleHvem ©e30MacHoCTM  LWMdpPOoBarnbHbIX
(kpunTorpaduyeckmx) cpencTs 3aLmnThI
MHbopMaUMKN, a Takke Yrpo3, CBSA3aHHbIX C
TEXHUYECKMMU KaHanamu yTeuku MHopmMaLmu.

1.5. MeToauKka OpUEHTMPOBaHa Ha OLEHKY
AHTPOMOreHHbIX yrpos 6esonacHocTu
MHcbopMaumu, BO3HWKHOBEHMWE KOTOPbIX
06YyCrnoBMeHO AeNCTBUSIMU HapYLLUUTENEN.

1.6. Ha ocHoBe HacTtoswen MeTtoaumku
MoryT paspabaTbiBaTbCa oTpacnesble
(B€AOMCTBEHHbIE, KOPMOPAaTMBHbLIE) METOOUKM
OUEHKM yrpo3 GesonacHOCTU  UHOpMAaLMMK,
KoTopble y4MTbIBaOT ocobeHHoCTH
PYHKLMOHMPOBAHNA  CUCTEM U CceTeh B
COOTBETCTBYIOLLIEN obnactu [EeATENbHOCTN.
PaspabaTbiBaemble oTpacnesble
(B€AOMCTBEHHbIE, KOPMOPAaTMBHbLIE) METOOUKM
OueHKkM yrpo3 6e3onacHoCTM WHopmauum He
JOIMKHBbI NPOTUBOPEYMNTL NOMNOXEHUsAM
HacToawen Metoguku.

1.7. B MeToanke ncnonb3yTcs TEPMUHbBI U
onpegeneHns, NpuBedeHHble B NpUNoxeHun 1 K
HacToswen MeToauke, a Takke TEpPMUHbI U
onpefgenexus, YyCTaHOBMEHHbIE



3akoHogatenbcTBoM Poccuinckon depepaumm un
HauuoHanbHbIMKM  CTaHgapTamm B obnactu
3aWmThl MHdopmMaumm " obecneyeHus
MHOopMaLMOHHOM Be3onacHoCTH.

1.8. [llonoxeHus HacTodwen MeToamku
NPUMEHSIIOTCA OISl OLEHKM Yyrpo3 6e3onacHoCTM
MHopMaumMm B cucTemMax U ceTsX, peLleHne o
Cco3gaHuM  unu  MoaepHusaumn  (pasBUTUM)
KOTOPbIX MPUHATO MNocrne AaTtbl ee YTBepXaeHus,
a Takke B 3KCNNyaTUpyeMbIX CUCTEMAX U CETSX.

Mogenu yrpo3 6esonacHoCcT! MHGOpPMaLnn
cucTtem " ceTen, pa3paboTaHHble "
YTBEPXKOEHHbIE [O YTBEPXOAEHMS HacToAWen
MeToaunku, npogoskawT  gencteoBaTb "
nognexat W3MEHEeHUI B COOTBETCTBUM C
HacTosALLEen MeToaukon npu passuTun
(MmogoepHM3aLmMmM) COOTBETCTBYHOLLMX CUCTEM W
ceTen.

B cBga3M c yTBepxaeHWeMm HacTosLero
MEeTOOUYECKOro AOKYMEHTa He NPUMEHATCS Ans
OUeHKn yrpo3 BesonacHoCTM  MHGOPMaLUn
MeToavka onpegeneHuss akTyanbHbIX — Yrpo3
6e30MacHOCTN MepcoHanbHbIX AaHHbIX MApU KX
obpaboTke B  WH(POPMALMOHHBLIX  CUCTEMaXx
nepcoHanbHbIX gaHHblx (PCTIK Poccun, 2008 r.)
n MeToauka onpegeneHus akTyanbHbIX Yrpo3
GesonacHoCTM  MHOpMaUMM B KMOYEBbIX
cuctemax WHGOPMaLMOHHON UHAPACTPYKTYPbI



(PCT3K Poccuu, 2007 r.).

2. Mopsapok oueHKU yrpo3 6ezonacHoCcTH
nHcpopmauum

2.1. OueHka yrpos BGesonacHocTH
NMHGOPMaLMN NPOBOAMTCA B LiENsx onpegeneHus
yrpo3 6e3onacHocTn MHopmauun, peanu3aums
(BO3HMKHOBEHME) KOTOPbIX BO3MOXHA B CUCTEMAX
N ceTax C 3agaHHOW apXUTEKTYpOM U B YCIOBUSX
X (YHKUMOHMPOBAHUS - aKTyalbHbIX Yrpo3
6e3onacHOCTM MHopMaLmK.

2.2. OCHOBHbIMM 3agadamu, pellaemMbiMn B
X0[e OLEHKM yrpo3 6e3onacHocCTU MHGopMauun,
ABMNATCA:

a) onpegerneHne HeraTUBHbIX NOCNEACTBUMN,
KOTOpble MOFyT HacTynuTb OT peanusauuu
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
WHG opMaLmu;

6) WHBEHTapusauusi cucteM U ceTel W
onpegeneHve BO3MOXHbIX 06bEKTOB
BO3AEWCTBUS yrpo3 6e30nacHOCTU MHOpMaLnK;

B) OnpedeneHne  WCTOMHUKOB  Yrpos3
6esonacHocTU MHcbopMaLmm " oLieHKa
BO3MOXHOCTEW HapylimuTenen no peanvsauum
yrpo3 6e3onacHoOCTV MHopMaLmu;



r) OoLuEeHKa crnocoboB peanusaumm
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
WHG opMaLmu;

O) oueHKa BO3MOXHOCTW  peanusauuu
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
MHpOPMaUMM U1 onpedeneHne  akTyanbHOCTU
yrpo3 6e3onacHoCcTv MHpopMauuu;

€) oueHKa cueHapueB peanusauum yrpos
6e30nacHOCTN MHOPMALMK B CUCTEMAX U CETAX.

2.3. WcxogHblMM  AaHHbIMKM - ONS OLEHKU
yrpo3 6e30nacHoOCTV MHopMaLIMK ABNSHOTCA:

a) obwun nepedeHb yrpo3 6He3onacHocTu
WHpopmaummn, cogepxawmnca B GaHKe AaHHbIX
yrpo3  ©6esonacHoctn  uHdopmauum  PCTIK
Poccun (bdu.fstec.ru), mMoaenm yrpos
B6esonacHoCcTn uHpopmauumm, paspabaTbiBaemble
®CTIK Poccumn B cooTBETCTBUM C NOAMNYHKTOM 4
nyHkTa 8 MNMonoxeHus o PepepanbHon crnyxbe no
TEXHUYECKOMY U OKCMOPTHOMY  KOHTPOMHO,
yTBepxaeHHoro Ykasom [NpesngeHta Poccuinckon
depepaunn ot 16 asrycta 2004 r. N 1085, a
Takxe oTpacrnesble (BeOOMCTBEHHbIE,
KopnopaTtuBHble) Modenu yrpo3 6e3onacHocTu
WHG opMaLmu;

6) onucaHus BEKTOPOB  (wabnoHbl)



KOMMbIOTEPHLIX aTak, coAepxawuecsi B 0asax
AaHHBLIX U MHBIX UCTOYHUKaX, OnybrMKOBaHHbLIX B
cetn "UHtepHet" (CAPEC, ATT&CK, OWASP,
STIX, WASC u agp.);

B) OOKYMEHTauusi Ha cucTeMbl U ceTu (a
MMEHHO: TexXHWYeckoe 3afjaHue Ha co3gaHue
CUCTEM U ceTeil, YaCTHoe TexHWYeckoe 3apaHue
Ha co3gaHMe CUCTeMbl 3alMTbl, NporpammHas
(KOHCTpYKTOpCKasi) n 3KCnnyaTaumMoHHas
(pykoBOACTBA,  WHCTPYKUMM)  OOKYMEHTauus,
codepxallasi CBEAEHMS O HasHayeHun u
(PYHKUMAX, COCTaBe M apxXUTEKType CUCTEM W
ceTeil, O rpynnax nofib3oBaTenen M ypoBHE WX
MOMIHOMOYMIA M TWNax AOCTyna, O BHELUHWUX W
BHYTPEHHMX WHTepdeiicax, a Takke UHble
AOKYMEHTbl Ha CUCTEMbl M CceTu, paspaboTka
KOTOPbIX NpedycMoTpeHa TpeGoBaHUsSIMU MO

3awuTe NHpopmaLmm (obecne4veHnto
Ge3onacHocTm) nnm HaLMOHanbHbIMK
cTaHgapTamm);

r) [OOroBOpbl, COMMalWeHNs1 WM  UHble
OOKYMEHTHI, coaepxaliue ycrnoBus
NCMoSib30BaHUSA
NHOPMAaLIMOHHO-TENEKOMMYHMKALIMOHHON
NMHpacTPYKTYypbl LeHTpa 0b6paboTkn A4aHHbIX UK
obnayHo WHMpacTpPyKTypbl MNOCTaBLUMKa YyCryr
(B cnyyae (pYHKUMOHUPOBAHUSA CUCTEM U CETEN
Ha Oase
MHOPMAaLIMOHHO-TENEKOMMYHMKALIMOHHON



NHGPACTPYKTYpbI LieHTpa 06paboTkun AaHHBIX Unn
obnayvHon NHPaCcTPYKTYpbl);

a) HOpMaTUBHbIE npaBoBble aKThbl
Poccunckon depepaunn, B COOTBETCTBUN C
KOTOpbIMW  €O30alTCA U PYHKUMOHUPYIOT
CUCTEMbl K CeTW, cogepxawme B TOM u4uchne
onucaHue HasHayeHus, 3agad (PyHKUWUA) cucTem
n ceTen, coctaB obpabaTbiBaeMon MHGOpPMaLUn
N ee NPaBOBON PEXNM;

€) TexHornorndyeckme, npPoOu3BOLACTBEHHbIE
KapTbl WNU WHble OOKYMEHTbI, cogepxalume
OonucaHue ynpasrieHYeCKMX, OpraHn3auMOHHBbIX,
NPOV3BOACTBEHHbIX Y UHBIX OCHOBHbIX MPOLLECCOB
(busHec-npoueccoB) B pamKax BbINONHEHUS
YHKUMIA  (MONMHOMOYMA) MMM OCYLLECTBIIEHMS
BMAOOB AesTenbHOCTU obrnagaTtens uHdgopmaumu,
onepatopa (ganee - OCHOBHblE (KPUTUYECKUE)
npouecchbl);

X) pesynbTaTtbl OLEHKN pUCKOB (ywiepba),
npoBedeHHon obnagatenem uHdopmauum u
(vnn) onepaTtopom.

YkasaHHble  UCXOAHble [AaHHble  MoryT
YTOYHATBCA WM OOMOMHSTBCA € Y4EeTOM
ocobeHHocTell  obnactu  fesiTenbHOCTU, B
KOTOPOWN (PYHKLIMOHUPYIOT CUCTEMbI U CETH.

2.4, OueHka yrpos BGesonacHocTH



VIH(*)OpMaLIMM AOIMKHa HOCUTb cCUCTeMaTU4ecKuin
Xapaktep W OCyWwecCTBNATbCA KaK Ha J3Tane
co3[aHna CUCTEM U CeTel, Tak U B Xode UX
aKcnnyatadun, B TOM 4Yucne npun pas3snutumn

(mogepHuM3aummn) cucTem n ceTen.
CncrtemaTnyeckMn NOAXOA K OLEHKe  yrpos
6e3onacHoCcTu NHdopmaLmm no3BONUT

nooaepXxuBaTb afekBaTHYlO W 3PdEKTUBHYIO
CUCTEMY 3alUUTbl B YCINOBUSIX U3MEHEHUSI Yrpo3
6e3onacHOCTM MHOpPMaLMN U MHPOPMALMOHHBIX
pecypcoB M KOMMOHEHTOB CUCTEM U ceTen. Yuet
N3MeHeHnn yrpo3 6Ge3onacHOCTM MHdOpPMaLUn
obecneunt CBOEBPEMEHHYIO BbIpaboTKy
afekBaTHbIX M 3PEKTUBHLIX Mep MO 3almTe
MHopmaumm (obecneyeHuto GesonacHocTn) B
cucTemax u ceTax.

2.5. Ha aTtane cosgaHus cuctem U ceTen
oueHka yrpo3 GesonacHoCcTM  MHGOPMaLUn
npoBOOUTCA Ha OCHOBE UWX npeanonaraeMbix
apXMTEKTYpbl W YCAOBUA  (PYHKLUOHNPOBaHUS,
onpegeneHHblx MNo pesynbTataMm MU3y4YeHus W
aHanusa WCXOOHbIX AdaHHbIX Ha Hux. B xope
aKcnnyaTtaumm CUCTEM N ceTelr, B TOM Yucne npu
passuTun (MoAepHM3aLuMKn) cucteMm U CceTew,
oueHka yrpo3 6GesonacHoCcTM  MHGOPMaLuUn
npoBoAUTCSA ANs pearnbHOW apXUTEKTypbl CUCTEM
n ceten n ycnoBun wux QYHKLNOHMPOBAHUA,
Nony4YeHHbIX MO pe3ynbTaTtaM aHanmsa UCXOAHbIX
OaHHbIX, WHBEHTapm3aumm  UH(OPMALMOHHbLIX
pecypcoB, aHanusa ysa3sBuMocTer K (Mnwu)



TECTUPOBAHMUST HA MNPOHUKHOBEHME CUCTEM U
ceTen, a TakKKe WHbIX MEeTOOOB WccneaoBaHUN
YPOBHSl  3aLUMLLEHHOCTM CUCTEM W CETEN U
cogepxawiemnca B HUX NHpopmauyuu.

2.6. lNo pesynbTatam OuUeHKW, NPOBEAEHHON
B COOTBETCTBMM C HacTtodwen MeTtoaunkon,
OOMKHbI OblTb BbIABNEHb! aKTyarbHble Yrpo3bl
BGesonacHocTn NHpopmMaLmu, peanunsauus
(BO3HWKHOBEHME) KOTOPbLIX MOXeT MpuUBECTU K
HapyLweHuio GesonacHocTn obpabaTbiBaemon B
cucTemMax u ceTax MHgopmauun (HapyLleHuo
KOHUOEHUMansHocTH, LerioCcTHOCTH,
OOCTYNHOCTWN, HEOTKa3yeMOoCTW, MOL4OTYETHOCTH,
ayTEHTUYHOCTU N AOCTOBEPHOCTN MHOPMAaLUN U
(vnn) cpepcte  ee obpaboTtkn) u (Mnn) K
HapyLLIeHW0, MNpeKkpaLleHntio PYHKLUNOHUPOBAHUS
CUCTEM U ceTen.

Ha oaTane co3gaHusa cucteMm U ceTewn
pesynbtatbl  OUEHKUM  yrpo3  6es3onacHoCTM
WHopMaumm JoMmkHbl BbiTb HanpaBneHbl Ha
obocHoBaHMe BblbOpa  OpraHM3auMOHHBIX W1
TEXHWYECKMX Mep No 3awmte uMHGopmauun
(o6ecneyveHnto 6esonacHoCcTK), a Takke Ha BbIGOp
cpeacTB 3aWmnThbl WHpopmaLmm " nx
JYHKLNOHaNbHbIX BO3MOXXHOCTEWN.

Ha aTane aKCcnnyataumm cuctem u ceten
pe3ynbTaTbl OLEHKM yrpos BGesonacHocTH
VIH(*)OpMaLIMM DOIMKHbI  BbITb HanpasneHbl Ha



OLEHKY 3(MEKTUBHOCTU MPUHSATBLIX TEXHUYECKUX
Mep, B TOM u4uClle WCMOMb3yEMbIX CPEACTB
3aLWmnTbl MHopMaLUN.

2.7. OueHka yrpos BGesonacHocTH
NMHpOpPMaLMN NPOBOAUTCS NoApasfeneHneMm no
3awmTe NHdOopMaLmm (oToenbHbIMK
cneumanucTamu, HasHa4YeHHbIMK

OTBETCTBEHHbIMU 3a obecrne4vyeHne 3alluThbl
WHpopmaumm  (obecneveHne  GesonacHOCTH))
obnapatenss uWHdopmMauMm WM onepartopa c
yyacTmemMm noapasgeneHnn unuv cneuunanmcros,
OTBETCTBEHHbIX 3a 9JKCnryaTtauuio CUCTEM U
ceTen (WT-cneynanuncTos, crneunanncToB
aBTOMAaTM3MPOBaHHbIX  CUCTEM  YMpaBreHus,
cneumanuctoB CBA3M U Op.), OCHOBHbIX
(npodunbHbIX)  NogpasgeneHnn  obnagartens
WHopMaumm nnu onepatopa. s OUEHKM yrpos
©e3onacHOCTM  MHoOpMaUMM MO PELUEeHUIo
obnapatenss uWHdopmMauMm unM onepartopa B
COOTBETCTBUM C 3aKoHOOaTeNbLCTBOM Poccumnckon
depgepaunn MoryT npuBrekatbCs CneunanucThbl
CTOPOHHMX OpraHun3auui.

ans OLIeHKM yrpos 6esonacHocTu
MHcpopMaLmm pekomeHayeTcs npuBnekaTb
cneumanucToB,  obnagalwmx  crneaylolwmmm
3HaAHWSIMU Y YMEHUSIMUA:

a) OCHOB OLI€HKM PUCKOB, a TakXe OCHOBHbIX
PUCKOB OT  HapyleHus  (PYHKLMOHMPOBAHUS



cucTemM © ceTed U HapyweHuss 6esonacHocTu
obpabatbiBaemonn  MHopmaumm  (ganee -
NH(OPMALIMOHHBIE PUCKN);

©) yrpo3s ©GesonacHocT uHGOpPMaUUN U
cnocoboB nx peanusaumm (BO3HUKHOBEHMS);

B) TakTMK M TEXHUK  NpoBedeHus
KOMNbIOTEPHbIX  aTak  (peanu3auum  yrpos
©e30nacHOCTN MHopMaLmK);

I') OCHOBHBbIX TMNoB KOMMNbIOTEPHbIX
MHUMOEHTOB U NPUYNH X BOSHNKHOBEHUA;

,D,) OCHOBHBbIX yﬂ3BVIMOCTel7I CUCTEM U ceTeu;

€) HOpPMaTuBHbIX MNPaBOBbIX aKTOB MO
CO30aHMI0 U (PYHKUMOHMPOBAHUIO CUCTEM M
ceTen, 3awute WuHopmaumm (obecneyeHumio
©e30MacHOCTN) B HUX, OCHOBHbLIX (KPUTUYECKMX)
npoueccoB  (6uaHec-npoueccoB) obnagatens
WHopmaumm 1 (unn) onepaTopa;

) OLleHMBaTb MHPOPMALIMOHHbIE PUCKMU;

3) KnaccuduuMpoBaTh U OLEHMBATL Yrpo3bl
6e3onacHOCTN MHOPMaLUK;

n) onpegendatb  cueHapum  (TaKTUKW,
TEXHWKM) peanu3auum  yrpo3 6HesonacHocTu
WHG opMaLmu;



K) onpegendatb  UCTOYHUKM U MPUYUHDI
BO3HUKHOBEHUA KOMMNbIOTEPHbLIX NHUNOEHTOB,

.I'I) npoBOoANTb MHBEHTaApu3auurd CUCTEM U
ceTen, aHanus yFISBI/IMOCTel;l, TECTMpoBaHME Ha
NPOHMUKHOBEHNE CucTemMm n ceTen C
ncnosfib3oBaHNeEM COOTBETCTBYHOLLNX
aBTOMaTNU3NPOBaHHbIX CPEeACTB,;

M) OLIEHKY YPOBHS1 3allMLLEHHOCTM (ayguT)
CUCTEM U ceTen un codepxkawenca B HUX
MHGopMaLumn.

2.8. OueHka yrpos BGesonacHocTH
MHpOPMaLMM NpPOBOAUTCA C WUCMONb30BaHUEM
3KCnepTHOro MeTtoga. B wuHTepecax CHwxeHus
CYOBbEKTUBHbIX (pakTOPOB MNpW OLEHKE Yrpo3
6e3onacHoCTM  MHGOPMaUMM  pekoMeHayeTcs
co3gaBaTb 9IKCMEepTHyt rpynny. PekomeHgauun
no OpMMPOBaHMIO  IKCMEPTHOM rpynnbl U
NPOBEAEHND  IKCMEPTHOM OLIEHKM yrpos
Ges3onacHoCTM  MHOpPMauun  npuBedeHbl B
npunoxeHun 2 kK Hactosiwen MeToauke.

2.9. Tllpn oueHke yrpo3 6GesonacHoCTK
NHdopMaLmm moryT NCNonb30BaTbCA
nporpaMMHble cpencTsa, nossonsLme
aBTOMATU3MPOBaTb AAHHYIO OEATENbHOCTD.

Ona nonyyeHus (YyTOYHEHUS) OTAENbHbIX



MUCXOOHbIX  AaHHbIX  (Hanpumep, 06bLEKTOB
BO34ENCTBUSA U X MHTEPAENCOB, YA3BMMOCTEN) B
MHTEpecax  OLEHKK yrpos BGesonacHocTn
WHopMaLMM Ha aTane aKcnnyaTauum cuctem u
ceTen  NPUMEHSIOTCA  aBTOMAaTU3MPOBaHHbIE
CpeacTBa WHBEHTapM3auuMu cucteMm U ceTewn,
aHanusa  ys3BMMOCTENW, TeCcTMpOBaHuUS  Ha
NPOHMKHOBEHNE CUCTEM W CETEeN, a TaKkkKe WHble
CpeacTBa, uvcnonb3yemble Ans WUCCregoBaHWi
YPOBHSA  3aLUULLIEHHOCTU CUCTEM W CeTen M
cogepxawiemnca B HUX nHpopmauyuu.

2.10. B cnyyae oueHkn yrpo3 6e3onacHocTu
MHG opmaLmn ansa cuctem " ceTen,
OYHKLNOHMPYOLLNX Ha base
WH(POPMAaLIMOHHO-TENEKOMMYHMKALMOHHON
WHPpacTpyKTypbl LeHTpa 06paboTkn AaHHbIX UMK
obnayHom WH(PpPaCTPyKTYpbI, yrpo3sbl
6esonacHoCcTN MHGOPMaLUK oNpeaensoTcs Kak
ana  camux cuctem W ceTen, Tak W ang
WMH(OPMAaLIMOHHO-TENEKOMMYHMKALMOHHON
WHQPaACTPYKTYpPHI, Ha KoTOopou OHU
PYHKLMOHMPYIOT (PUCYHOK 1).



P MpanKua oyeHKn yrpos
e ‘\m LA BEIONACHOCTH MO PMALMK
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PucyHok 1. OueHka yrpo3 6e3onacHoCcT
nHdopmaumnm
B MH(pOpMaLMOHHOM MHAPACTPYKTYype Ha Gase
LueHTpa
006paboTkM AaHHbIX

2.11. MNpun pasmMeLLeHnn CUCTEM N CeTEN Ha
6ase MHMOPMALNOHHO-TENEKOMMYHUKALMOHHOM
WHPpacTpyKTypbl LeHTpa 06paboTkn AaHHbIX UMK
obnavyHo WHQPACTPYKTYpbl, NpUHaZnexallemn
MOCTaBLUMKY YCnyr, oueHKa yrpo3 6e3onacHocTu
WHopMaumMm  npoBOAMTCA  OnMepaTopoM  BO
B3aMMOAENCTBUUN C NOCTaBLLUKOM YCHyr.

B cnyyae pasmelyeHuns cuctem u ceten Ha
6ase MHdOPMALNOHHO-TENEKOMMYHUKALMOHHOM
WHPpacTpyKTypbl LeHTpa 06paboTkn AaHHbIX UMK
obnavyHo  MHQPACTPYKTYpbl, AN KOTOPOW
MOCTaBLUMK  YCryr  He  oueHwn  yrposbl
6e3onacHOCTN MHOpMaLMM UnNn He nNpeacTaBun
pe3ynbTaTbl TAKOW OLIEHKW, onepaTop Npu oueHKe
yrpo3 6esonacHocT WHOpMaLMM UCXoauT wu3
npeanonoXeHus, yTO
NMH(POPMaLIMOHHO-TENEKOMMYHMKALMOHHASA
WH(ppacTpykTypa ueHTpa 0b6paboTkn AaHHbLIX UMK
obnayHas WH(ppacTpyKTypa, sABnsoLLascs
cpegon OYHKUMOHMPOBAHUS ANA ero cuctem u
ceTen, noaBepxeHa Yyrposam Ge3onacHOCTU
NHopmMaLmm (ckomnpomeTupoBaHa
HapywuTenem C  MakCUManbHbIM  YPOBHEM



BO3MOXHOCTEWN).

2.12. PesynbTathl OLIEHKM yrpos
BGesonacHoCTM MHGOpPMaLMKM  OTpaxalTca B
Modenu yrpos, KoTopas npeactaenseTr cobon
OonucaHue CUCTEM U CETEeN M aKTyarbHbIX Yrpo3s
BGesonacHocT WuHpopmaumn. PekomeHayemas
CTPYKTypa Mogenu  yrpo3  GesonacHocTu
WHopMaLmmM npuBedeHa B nNpunoxeHun 3 K
HacToawen MeTtoguke.

2.13. Mo peLleHnto obnapartens
WHpopMaLUMM WM  onepaTtopa MOAENb Yrpos
©esonacHocTn uHGopMauun paspabaTtbiBaeTcs
KakK Ons oTOenbHOM CUCTEMbI UK CETU, Tak 1 Ans
COBOKYMHOCTU B3aMMOOENCTBYIOLLUMX CUCTEM MU
ceten onepartopa. [lpu paspabotke Moagenu
yrpos ©e3onacHocTn MHopmMaLmm ans
OTOENbHOW CUCTEMbI U CEeTW, OHa [OJTKHa
cogepxaTb onucaHne yrpo3 ©6e3onacHoCTu
MHopMaLmK, aKTyasnbHbIX ans
MHOPMaLIMOHHO-TENEKOMMYHMUKALNOHHON
WMHPaACTPYKTYpbl, Ha 6a3e KOTOpOW 3Ta cucTema
unm cetb YHKUMOHMPYET, a Takke yrpos
0esonacHOCTU  WHdOpMauuMn, CBSA3AHHbLIX C
UHTepdencamm B3aMMOLENCTBUS CO CMEXHbLIMU
(B3aMMOOENCTBYOLLMMWN) CUCTEMAMM U CETAMMN.

[lonyckaeTca paspaboTka OfHOM MoAenu
yrpo3  6esonacHocT  WHdopmauuu  ans
HECKOJIbKMX OOHOTMUMHbIX CO34aBaeMbIX CUCTEM U



ceTeii obnagaTens MHGOpPMaLuuM Unu onepaTopa.

2.14. Mogenb yrpo3  6e3onacHocTu
MHOPMaUMN  OOMKHA  NOAOEPXKMBATLCA B
aKTyarnbHOM COCTOSIHUN B npouecce
YHKLNOHMPOBAHNSI CUCTEM U CETEN.

BenoeHne wmogenun yrpo3 GesonacHOCTH
WHpOopMaLMM N NogaepxaHue ee B akTyanlbHOM
COCTOSIHUM MOXeT OCYLLECTBNATLCSA B
3MEKTPOHHOM BMAE C Y4eTOM MpUNoXeHus 3 K
HacToawen MeTtoguke.

N3ameHeHne mogenu yrpos BGesonacHocTH
VIH(*)OpMaLIMM OCYLLECTBNAETCA B Clly4asax:

a) n3aMeHeHusi TpeboBaHM HOPMATMBHbLIX
npaBoBbLIX akToB  Poccuickon  degepauun,
metoamndecknx pokymeHtoB PCTIK Poccun,
pernaMmeHTUpPyLWmNX BOMPOCbI  OLEHKU  Yrpo3
©e30nacHOCTN MHpOPMaLIMK;

6) W3MEHEeHWIn apxXUTEKTYpbl W YCrOBUiA
(PYHKUMOHMPOBaHMS CUCTEM U CETEW, pexuma
06paboTkn MHpopMauMK, NPaBOBOrO pexuma
MHcbopMaumu, BIUSIIOLLINX Ha yrposbl
6e3onacHOCTN MHOPMaLUK;

B) BblABJ1€HUA, B TOM vyucne no
pe3ynbTataM KOHTPOJIA YpPOBHA 3alUULLEHHOCTU
cucTem u cetenm wu co,qepmameﬁcn B HUX



MHcpopMaLmm (aHanusa ySI3BMUMOCTEWN,
TECTUPOBAHUIA Ha MPOHUKHOBEHWE, ayauTa),
HOBbIX Yrpo3 Ges30nacHoOCTM WHGOPMaLUU UK
HOBbIX CLIeHapueB peanusaumn CyLLeCTBYHOLLMX

yrpos;

r) BKMOYEHUS B 0OaHK [OaHHbIX Yyrpos3
6esonacHoctn uHbopmauun GCTIK Poccum (
bdu.fstec.ru) cBegeHMn O HOBbIX Yyrposax
BGesonacHocTn UHpopmauumu, cueHapusax
(TakTuKax, TEXHMKAX) UX peanusauuu.

2.15. OueHka yrpo3  6e3onacHocTu
NHGOPMaLMK BKIOYAET cnegytoLime atanbl:

1) onpeageneHve HeraTMBHbIX NOCNEACTBUN,
KOTOpble MOFyT HacTynuTb OT peanusauuu
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
WHG opMaLmu;

2) onpegeneHne BO3MOXHbIX OOBLEKTOB
BO34ENCTBUS yrpo3 6e3onacHOCT MHpopmMauuu;

3) oOueHKy BO3MOXHOCTM  peanusauuun
(BO3HMKHOBEHNS) yrpos BGesonacHocTH
NHGOPMaLMKN 1 ONpeaeneHne nx akTyanbHOCTH.

OO6waa cxema NpoBeOEHWUs] OLEHKM Yyrpo3
Ges3onacHocTM MHoOpmMauuM npuBegeHa Ha
PUCYHKe 2.
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PucyHok 2. ObLias cxema NpoBedeHNst OLEHKM

yrpos
6e3onacHoCTU MHOpMaLm

3. OnpepeneHne HeraTMBHbIX NOCNeACTBUNA OT



peanusauum
(BO3HMKHOBEHUA) yrpo3 6e30MacHoOCTU
nHcpopmauum

3.1. B xome oueHkn yrpos 6e3onacHoOCTU
WHopMaumMmM  OOMKHbI  ObITb  onpedeneHsbl
HeraTMBHble  MOCNEeACTBUS, KOTOpble  MOryT
HacTynuTb OT peanu3aunn  (BO3HUKHOBEHUS)
yrpo3 6e3onacHoCT MHGOPMaLUN.

3.2. NcxoaHbiMuU JaHHbIMU ans
onpegeneHnss HeratuUBHbIX  MOCNeACTBUA  OT
peanusaumMm yrpo3 6esonacHoctu WHdopMaLmm
ABMNATCA:

a) obwun nepedeHb yrpo3 6He3onacHocTu
WHpopmaumm, cogepxawmnca B GaHKe AaHHbIX
yrpo3  ©6esonacHoctn  uHdopmauum  PCTIK
Poccun (bdu.fstec.ru), mMoaenm yrpos
B6esonacHoCcTn uHopmauumm, paspabaTbiBaemble
®CTIK Poccumn B cooTBETCTBUM C NOAMNYHKTOM 4
nyHkTa 8 MNMonoxeHus o PenepanbHon crnyxbe no
TEXHUYECKOMY U OKCMOPTHOMY  KOHTPOMHO,
yTBepxaeHHoro Ykasom [NpesngeHta Poccuinckon
depepaunn ot 16 aerycta 2004 r. N 1085, a
Takxe oTpacrnesble (BeOOMCTBEHHbIE,
KopnopaTtuBHble) Modenu yrpo3 6e3onacHocTu
WHG opMaLmu;

o) HOPMaTMBHbIE npaBoBbIe aKTbl
Poccunckon depepaunn, B COOTBETCTBUN C



KOTOpbIMW  €O30alTCA U PYHKUMOHUPYIOT
CUCTEMbl K CeTW, cogepxawme B TOM u4uchne
onucaHue HasHayeHus, 3agad (PyHKUWUA) cucTem
n ceTen, coctaB obpabaTbiBaeMon MHGOpPMaLUn
N ee NPaBOBON PEXNM;

B) OOKYMEHTauusi Ha CeTu U cUCTeMbl (B
YacTU CBedEHUA O HasHayYeHUn u  YHKUUSX
CUCTEM W CeTENW, O COCTaBe U apxXuMTeKType
CUCTEM U CeTEN);

r) TexHonorvdeckue, npPOU3BOACTBEHHbIE
KapTbl WNW WHble [OKYMEHTbI, coaepXaiune
onncaHMe OCHOBHbIX (KPUTUYECKMX) MPOLLECCOB
(6unsHec-npoueccoB) obnagaTtena wmHdopmauuu,
onepaTopa;

0) pes3ynbTaTbl OUEHKM puUCKOB (yuwepba),
npoBedeHHon obnagatenem uHgopmauum unu
onepaTopom.

YkazaHHble UCXOAHble AaHHble MOryT ObiTb
[OMNOSNHEHbI MHbIMW LOKYMEHTaMU U CBEAEHUSIMU
C y4yeToMm ocobeHHocTel obnactTn AesTenbHOCTY,
B KOTOPOMN (PYHKLIMOHUPYIOT CUCTEMbI U CETW.

3.3. Ha ocHoBe aHanu3a ncxogHblX OaHHbIX
onpegensTcs cobbiTMe wnu rpynna coobITui,
HacTynneHne KOTOpbIX B pe3yrnbTate peannsauum
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
NH(OPMAaLMN MOXKET NPUBECTU K:



a) HapyLLUeHWo NpaB rpaxaaH;

©) BO3HMKHOBEHMIO yulepba B obnactu
obecneyveHnss 0BOpPOHLI CTpaHbl, Ge3onacHocTh
rocygapctea W npasonopsigka, a Takke B
coumanbHON, SKOHOMWYECKON, MONMUTUYECKON,

3KOSOrMYeCcKom chepax [AeSTENbHOCTU
rocynapcrea;
B) BO3HWKHOBEHMIO (hMHaHCOBbIX,

NPOU3BOACTBEHHbIX, PENYTALUUOHHbIX WU WHbIX
puckoB (BMaoB yuwepba) ana obnagatens
nHdopmMaumm, oneparopa.

CobbiTne unm rpynna cobbITui
OnNpenenstTcss MPUMEHUTENBHO K HapyLUEeHUIO
OCHOBHbIX (KpUTHYECKUNX) npoueccos
(6unsHec-npoueccoB),  BbINOfIHEHNE  KOTOPbIX
obecneunBatoT cuUcTeMbl n ceTn, n

NPUMEHUTENBHO K HapylueHuio 6e3onacHocTu
nHdopMaumKn, coaepxallenca B cucTemax W
ceTax.

3.4. B cnyyae otcyTcTBMs y oGnapartens
MHbopMaUMM  WUnK  onepaTtopa  pe3ynbTaToB

OLIEHKM puUckoB (ywepba), BO3MOXHble
HeraTMBHble MOCMEACTBUS OT peanu3aumu yrpos
6e3onacHoCcTu NHGopMaLmm moryT

onpenendaTbCcAa Kak Ha oCHOBe SKCI'IepTHOVI OLEHKM
cneunanncros, npoBOoAALLNX  OUEHKY  yrpos



BGesonacHOCTU MHOpMauuW, Tak M Ha OCHOBEe
WHGopMauMn, npeacTaBnNAeMon MNpoUITbHLIMA
noapasgeneHmsImMm nnu cneuumanucTaMmu
obnapgartens uHgopmaumm unu onepartopa.

3.5. OnpegensemMble B X04€e OLEHKMA Yyrpo3
©esonacHocTH MHdopmMaumm HeraTuBHbIE
nocneacTBns OOSMKHbI OblTb KOHKPETM3MPOBaHLI
NPUMEHUTENBbHO K o6nactaM M 0COBEHHOCTSM
aeatenbHocTM obnagartenss WMHdopmauun wnm
onepatopa. [Ona cuctem u ceten obnaparens
WHopMauMM unNn  onepatopa MOXeT ObiTb
onpeaeneHo ogHO MWW HECKOSTbKO HeraTuMBHbIX
nocneacTBuin.



Mpumep 1: 1) ecnu onepatop obpabaTtbiBaeT NepcoHarnbHble AaHHbIE
rpakgaH. KoTopble B cooTBeTcTBUM C PepepanbHbiM 3akoHom "O
nepcoHanbHbIX AaHHbIX" nognexaTt obsi3aTenbHoON 3aluTe, OQHUM U3
BO3MOXHbIX HEraTuMBHbIX MOCNEACTBUMMW OT peanu3aumm  yrpos
©e3onacHocTn MHdOpMaLnK aBngeTcs HapyLleHne
KOH(MAEHUMANbHOCTM  NepcoHarnbHbIX  OaHHbIX, B pe3ynbrarte
KoToporo 6yayT HapyLleHbl npaBa CyObeKkTOB NepcoHanbHbIX AaHHbIX
N COOTBETCTBYIOLIME 3aKOHOLATElbHblE aKkTbl; 2) ecnu onepartop
obecneunBaeT TPAHCMOPTUPOBKY HeMTU, OAHMM U3 BO3MOXHbIX
HeraTMBHbIX MOCNEACTBUA OT peanu3aumm yrpo3 ©6es3onacHocTh
MHpopmauun sBnaeTca pasnue HeddTK M3 HedPTENPOBOAA, MOBMEKLLWIA
HacTynneHuve  akonorudeckoro yuwepba; 3) ecnm  onepartop
npegocTaBnsaeT ycnyrm CBA3W, OOHMM W3 BO3MOXHbIX HeraTMBHbIX
nocrneacTevMi OT peanu3aumm  yrpo3 6esonacHocTn uHdopmaumm
ABNSETCA HenpeaocTaBneHne ycnyr csBas3v aboHeHTaMm, noBrekwee
HacTynneHue yuwepba B coumanbHon cdepe; 4) ons onepartopa no
nepeBoay [AEHEXHbIX CPeACTB OAHWM M3 BO3MOXHbIX HeraTMBHbIX




nocneacTeuii OT peanu3auum yrpo3 6GesonacHocTU WHdgopMaLmm
SIBMSIETCA XMLIEHWe [EHEeXHbIX CpeacTB, B pesynbTaTe KOTOpPOro
BO3MOXHbl (DUHAHCOBbIE U PENYTALNOHHBLIE PUCKM.




Bugbl puckoB (ywepboB) ©  TMMNOBbIE
HeraTMBHblE  MOCNEACTBUS, KOTOpble  MOryT
HacTynMTb OT peanu3aumMm (BO3HUKHOBEHMS)
yrpo3 6e3onacHocT nHdopmauuun, NpUBeaEHbI B
npunoxeHun 4 K Hactoswwen Metoauke.

4. OnpegeneHne BO3MOXHbIX OO bLEKTOB
BO34eNCTBUSA Yyrpo3
6e3onacHocT MHopMaLmm

4.1. B xooe oueHku yrpo3 6esonacHocTu
UHopMaUMM  OOMMKHbI  ObiTb  onpedeneHsbl
MHOPMALIMOHHBbIE  PEecypCbl U KOMIMOHEHTbI
CUCTEM U ceTeil, HECaHKLUMOHNPOBAaHHbIA OOCTYM K
KOTOpPbIM MM BO3OEUCTBME Ha KOTOpble B Xoae

peanusaumm (BO3HMKHOBEHNS) yrpos
©e30nacHOCTN UHOPMaLMM MOXET MNPUBECTM K
HeraTUBHbIM nocneacTBuUsM - 0b6BbeKTbI
BO3OENCTBUS.

COBOKYNHOCTb OOBLEKTOB BO3AENCTBUS U UX
nHTEepdencoB onpegensieT rpaHvubl npouecca
OUEHKM Yyrpo3 6Ge3onacHOCTM WHGOPMaLn K
paspabotkm mogenu  yrpo3  6esonacHocTu
MHopmaumm (pucyHok 1, 3).

4.2. NecxogHbiMun JaHHbIMW ansa
onpeaeneHus BO3MOXHbIX ob6beKkToB
BO3eNCTBUSA ABMAOTCA:



a) obwun nepedeHb yrpo3 6He3onacHocTu
WHpopmaumm, cogepxawenca B GaHke AaHHbIX
yrpo3 ©6esonacHoctn  uHdopmauum  PCTIK
Poccun (bdu.fstec.ru), mMoaenmu yrpos
B6esonacHocTn uHpopmauumm, paspabaTbiBaemble
®CTIK Poccumn B cooTBETCTBUM C NOAMNYHKTOM 4
nyHkTa 8 MNMonoxeHus o PegepanbHon cnyxbe no
TEXHUYECKOMY U 9KCMOPTHOMY  KOHTPOMHO,
yTBepxaeHHoro Ykasom [NpesngeHta Poccuinckon
depepaunn ot 16 asrycta 2004 r. N 1085, a
Takxe oTpacrnesble (BeOOMCTBEHHbIE,
KopnopaTtvBHble) Modenu yrpo3 6e3onacHocTu
WHG opMaLmu;

©) onncaHns BEKTOPOB KOMMbIOTEPHbIX aTak,
cogepxawmeca B 6aszax [gaHHbIX U UHbIX
NCTOYHMKAX, onybriMkoBaHHbIX B ceTn "NHTepHeT"
(CAPEC, ATT&CK, OWASP, STIX, WASC wu

Ap.);

B) OOKYMEeHTauusi Ha ceTu U cucTembl (B
YyacTu CBedeHMA O COCTaBe W apxuUTekType, O
rpynnax  nonb3oBaTenen ©M  ypoBHE  UX
MOMHOMOYMIN W TUNAx [JOCTyna, BHELUHUX |
BHYTPEHHUX MHTEepdencax);

r) [OOroBOpbl, COrMalleHNss W  UHble
[OKYMEHTb!, coaepxatyne ycrnoBus
1CNOMb30BaHNA
MHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHOM



NHGPACTPYKTYpbI LieHTpa 06paboTkun AaHHBIX Unn
obnavyHon WMHMPACTPYKTYpbl MOCTaBLUMKaA YyCnyr
(B cnyyae yHKUMOHMPOBAHMSA CUCTEM WU ceTen
Ha base
NH(OPMALMOHHO-TENEKOMMYHMKALIMOHHON
NHGPACTPYKTYpbI LieHTpa 06paboTkun AaHHBIX Unn
obnayvHon NHPaCcTPYKTYpbl);

o) HeraTuBHbIE nocnencTeus oT
peanusaumm (BO3HMKHOBEHNS) yrpos
©e30nacHOCT WHOpMaLMK, OnpedeneHHble B
COOTBETCTBMU C HacTosdAlwen MeToankon.

YkazaHHble UCXOAHblE AaHHble MOryT ObiTb
[OMNOSNHEHbI MHbIMWU LOKYMEHTaMU U CBEAEHUSIMU
C y4yeToMm ocobGeHHocTel obnactn AesTenbHOCTY,
B KOTOPOMN (PYHKLIMOHUPYIOT CUCTEMbI U CETW.

4.3. Ha ocHoBe aHanmaa MCXoAHbIX AaHHbIX
N pesynbTaToB MHBEHTapM3aLUM CUCTEM U CETEN
onpegensoTcs cnegyrowme rpynnbi
MH(POPMALIMOHHBLIX PECYPCOB U KOMMOHEHTOB
CUCTEM U CeTel, KOTopble MOryT SIBNSTbCS
obbekTamy BO3AENCTBUS:

a) nHopMaunsa (OaHHble), coaepxalliasics
B cucTeMax u ceTax (B TOM yucrne sawuuiaemas
nHpopmaums, nepcoHarnbHble OaHHble,
MHGOpMaUMa O KoHdUrypaumm cuctem u ceten,
OaHHble TenemeTpuun, cBedeHud o CobbITUAX
©esonacHocTn u gp.);



6) nporpammHo-annapaTtHble  cpeacTBa
006paboTkn n XpaHeHuss uHGopMauum (B TOM
yncne aBTOMaTU3NPOBaHHble paboune MecTa,
cepBepbl, BKMOYas MNPOMbIWIEHHbIE, CpeacTBa
oTobpaxeHns MHdopmauum, nporpaMmmupyemble
fiormyeckne KOHTpONnepbl, NPOM3BOACTBEHHOE,
TEeXHOMorn4yeckoe obopynoBaHue
(ncnonHuTEnbHbIE YCTPOMCTBA));

B) nporpammHble cpeactBa (B TOM uucre
CUCTEMHOE W MpWKIIagHOe  NporpammHoe
obecneyeHne, BKIOYasi cepBepbl MPUNOXKEHUHN,
BEO-NPUNOXKEHWI, CUCTEMbI yrpaBneHus Gasamu
[AaHHbIX, CUCTEMbI BUPTYanu3auum);

r) MallMHHblE HOCUTENW MHopMaLMW,
cofepxalume Kak 3aluiiaemMyo MHdopmMaumio,
TaK 1 ayTEHTUMKALMOHHYIO MHGOPMaLWIO;

) TenekoMMyHuKauuoHHoe obopyaoBaHue
(B TOM 4yncne nporpammHoe obecnedeHue ans
yrnpaBneHus TEeNneKoOMMYHMKaLMOHHbIM
obopynoBaHuem);

e) cpeacTea 3awuTbl MHGOPMaLMK (B TOM
yucne  nporpaMMHoe — obecneveHve — Ans
LIeHTPan13oBaHHOro aAMUHUCTPUPOBaHMUS
CPeAcTB 3alWwuTbl UHopMaLmm);

X) NPUBUMErMPOBaHHbIE 7



HenpuBMNErMpoBaHHbIE MOMb30BaTENN CUCTEM W
ceTen, a Takke UHTepdencbl B3anMogencTBna c
HUMMU;

3) obecneynBaroLLe CUCTEMBI.



Mpumep 2: K OCHOBHbIM MH(OPMALMOHHBLIM pecypcam U
KOMMOHEHTaM CUCTEM N CEeTEeN MOryT OTHOCUTBCHA CUCTEMbl XpPaHEHUS
AaHHbIX (6a3bl AaHHbIX), cUCTeMbl ynpasneHus ©asamyn [aHHbIX,
Beb-caiT, NOYTOBLIN CepBep, NOYTOBbLIA KNMMEHT, aBTOMaTU3NPOBaHHOE
paboyee MecTO nonb3oBaTens, cuctema  ynpasreHuss U
agMWHUCTPUPOBAHUS, KOHTpONnep [OOMeHa, ceTeBble Cryxbbl,
npoBogHble 1 6ecnpoBoAHble  KaHanbl  nepefadv  AaHHbIX,
TenekoMMyHUKaumoHHoe obopyagoBaHue 1 T.4.




4.4, Ha astane co3gaHus CUCTEM U CeTen
00beKTblI BO3AENCTBUA ONpeaensTcs Ha OCHOBE
npegnonaraeMbiXx  apxXuUTEKTypbl W YCNOBWUWA
PYHKLMOHMPOBaHUSA cucTem " ceTen,
onpedeneHHbIX Ha OCHOBE U3y4YeHUs U aHanusa
NCXOOHbIX AaHHbIX. B xoaoe akcnnyaTaumm cuctem
n ceten, B TOM uYUCfle nNpU  pPasBUTUK
(mogoepHM3aumm) cuctem WU ceTen, OObEeKTbI
BO3JENCTBUSA ONpefenawTcsa Ana  pearbHbIX
apXUTEKTYpbl M ycrnoBuh  OYHKUMOHMPOBAHMS
CUCTEM W CETEW, MONYYEHHbIX MO pesynbTatam
aHanmMsa WUCXOAHbIX AaHHbIX U MHBEHTapusauuu
CUCTEM U ceTen.

MHBeHTapusaumna CUCTEM 7 ceten
nposoanTCs c MCnonb3oBaHNEM
aBTOMaTM3MpPOBAHHbIX cpeacTs, KOoTOpble
No3BOSIAT ONPeaeniMTb KOMMOHEHTbI CUCTEM W
ceTel, a TakKe BHELWHWE W BHYTPEHHME
NMHTepencobl.

4.5. [Ina onpefeneHHbIX NMHPOPMaLVOHHBIX
pecypcoB 1 KOMMOHEHTOB CUCTEM W ceTen
OOMKHbI BbiTb onpefeneHsl BUAbl BO3AEWCTBUSA
Ha HUX, KOTOPble MOryT MPMBECTU K HEraTUBHbLIM
nocnegctenaMm. OCHOBHbIMM  BMAAMW  TaKUX
BO3AENCTBUI ABMAIOTCS:

a) yTeuka (nepexeaT) KOHUOEHUMANBHOM
NHdopMaLmm nnu OTAENbHbIX AaHHbIX



(HapyLueHne KOHMAEHUMANBHOCTW);

6) HecaHKUMOHMPOBAHHbIN  OOCTyn K
KOMMOHEHTaM,  3aliMuiaemMort  MHopmauuu,
CUCTEMHbIM, KOHMUrypaLMOHHbIM, NHbIM
CNy>XebHbIM JaHHbIM;

B) OTka3 B OOCNYy>XMBaHUM KOMMOHEHTOB
(HapyLieHne goCTyMnHOCTN);

r) HeCaHKUMOHMPOBaHHas Moaudukaums,
nogmexa, NCKaXkeHne 3alumLaemon
MHopMaLmMn, CUCTEMHbLIX, KOHGUIrypauUNOHHbIX,
NHbIX CNy>ebOHbIX JaHHbIX (HapyweHwne
LeNTOCTHOCTN);

,D,) HeCaHKUMOHMPOBaAaHHOE WUCMNOJib3oOBaHUE
BbIHUCIIUTESIbHBIX pecypcoB CUCTEM U ceten B
MHTEpecax peeHna HECBOWMCTBEHHbIX UM 3aav;

e) HapyLueHue bYyHKLMOHMPOBAHUS
(paboTtocnocobHoCTN) nporpamMHoO-annapaTHbIX
cpeacts obpaboTku, nepejaunm U XpaHeHus
MHG opMaLumn.

4.6. O6beKTbl BO3OENCTBUSA ONpenenstoTcs
Ha annapaTtHOM, CUCTEMHOM W MPUKNAOHOM
YPOBHSIX, Ha  ypPOBHE CeTeBOWM  Modenu
B3aMMOAEWCTBUS, a Takke Ha  ypoBHe
nonb3oBatenemn (pUCcyHok 3).



MpaHuLia OLeHKK yrpo3
BesonacHocTH
nHtbopMaLuv




PucyHok 3. YpOBHU apXUTEKTYpbl CUCTEM U
ceTeil, Ha KOTOPbIX
onpeaensoTcs 06bEKTbI BO3AENCTBUS

4.7. B npouecce akcnnyaTaumm cCUCTEM W
ceTem  OOBLEKTbI  BO3AEWCTBUA U BuAbl
BO3OEWCTBUA Ha HWUX MOFyT [OMOMHATLCA U
N3MEHSATbLCA OTHOCUTENbHO MX COCTaBa U BUOOB
BO3AENCTBUSA, onpedeneHHbIX Ha aTane cos3faHus
OaHHbIX cucTeM n cetern. B atom cnyyae yuer
M3MEHEHUA [JOSKEeH nNPOBOAUTLCA B  paMKax
peanusaumMmM  MeponpuaTUA N0 ynpaBreHuto
KOHdpurypaumen cuctem n ceten n aHanuay yrpos
GesonacHocT  mMHoOpMauunm B xode  uX
akcnnyaTaumn.

4.8. Tlpn oueHke yrpo3 6esonacHoOCTH
NHdopMaLmm B cucTemax n ceTsx,
PYHKLNOHMPYHOLLMX Ha 6ase
NH(OPMALMOHHO-TENEKOMMYHMKALIMOHHON
NHMPACTPYKTYpbl LieHTpa 06paboTkun AaHHbIX Unn

obnayHon MHPPACTPYKTYpbl, 06BbEKTDI
BO3AEVCTBUSI ONPeaensitoTcsa ¢ y4eToM cocTaBa U
coaepxaHusi ycnyr, npeaocTaBnsiemMblix

NOCTaBLLMKOM YCryr (Hanpumep, MHPaCTPyKTypa
kak  ycnyra, nnatcdopma  kak  CepBuC,
nporpaMmHoe obecrneyeHme Kak CepBuc).

ApeH,u,yeMble nnn mncnonbldyemblie Ha NHOM
3aKOHHOM OCHOBaHWUK nporpaMMHo-annapaTHbie



cpeacTBa M UX MHTepdenchbl, KaHarnbl CBS3W,
nporpammHoe obecnedyeHve (B TOM uucre
nporpaMmmHoe obGecnedyeHne BupTyanusauum u
MOCTPOEHHbIX Ha ero 6ase BUPTYyanbHbIX MaLLWH,
BUPTyarnbHbIX CEPBEPOB, CUCTEM YMNpaBreHUs
BUpTyanu3auueil, BUpTyarnbHbIX KaHaroB CBA3MN U
T.4.) OTHOCATCA K OObekTam BO3OEUCTBUS,
HaxoOAWMMCA B rpaHULUe  OLEHKM  yrpos3
GesonacHocTM  uMHGoOpMauum onepaTopa. B
OTHOLLEHMU ocTasnbHoi
MHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHOM
MHPPACTPYKTYpbI LeHTpa 06paboTkM AaHHbIX UK
obnayHon NHPPaCTPYKTYpbI yrposbl
6esonacHoCTM  MHGOpMaUUM  OLeHMBatOTCS
NOCTaBLLMKOM YCIyT.

Mpumep pacnpegeneHvs  rpaHuy,  npwu
oLeHKe yrpo3 6e3onacHOCTM MHGOPMaLUN MeXay
onepaTtopoM M NOCTaBLUMKOM yCryr npeactaBneH
Ha puCyHKe 4.



HudpactpykTypa
onepaTtopa

Tpusioenis

A BLIOIHEH IS

neMenHne

Onepaumnonnas cuetema

Hudpacpyktypa
KakK ycnyra

Mpusosenis

Mannwe

[rardopma
BHPTYAIN3ALHI
Annaparnas noatdopya

Cucresa XpaHeHns
JIAHHBIX

Ceresan uudpactpyk

Tnargopma
KaK ycnyra

Cpesa suinonnenns

Casayiowee
PaMMHOE
obecnedenne

Onepaunonnan cHerema

ILnarhopa
BHPTYATHIALNK

Cerepas nudppacrpyrrypa

IHocraBimk

[Mporpammuoe
obecneueHue

KaK yeyra

Casayiomee
NpOrpaMMioe
obecreuernne

One PALHOHHAR CHCTEMA

Tnardopma

BHPTYANTHIANHN

Annaparias naatopma

CHeresa Xpatenns
JAHIBIX

Cerepas nupacrpykrypa

yr



PucyHok 4. Mpumep pacnpegenenns rpaHuL, npu
OLleHKe yrpos
©6e3onacHOCTN MHopMaLMm B MIHGOPMAaLIMOHHOM

VIHCbpaCprKType
nocTtaBLiMKa ycnyr

49. Ob6bektbl BO3gencTBUs U BUAbI
BO30EeNCTBUSA Ha HUX JOIKHbI ObITb
KOHKPEeTN3MpOBaHbI NPUMEHMNTENBHO K
apxXuMTeKkType u YycrnoBusiM OYHKUMOHUPOBAHUS
cucteMm U ceTel, a Takke obnactaMm wu
0CODOEHHOCTAM JeaTensHoCTU obnapaTens
MHdopMaumm 1 onepaTopa.



Mpumep 3: 1) pasrnaweHMe nepcoHarnbHbIX AaHHbIX U (MNK) Kux
MoauMdumKaunsa BO3MOXHbI B pesynbTaTte HecaHKLMOHUPOBAHHOIO
pocTtyna Kk 6ase faHHbIX, B KOTOPOM 3Ta UHGOpMaUUa XpaHuTcs; 2)
pa3nue HedTM U3 HedTenpoBoda BO3MOXeH B pesynbTaTte
HeCaHKUMOHNPOBAHHOIO AOCTYNa K NporpamMmmMmpyemMomMy JSIorm4yeckomy
KOHTponnepy, obecrneunBarolleMy  yrnpasrieHMe  3afBUKKamu
HedTenpoBoaa, U NOAMEHbI XPaHSLLMXCA B HEM 3HAYEHUN YCTaBOK; 3)
HenpeaocTaBneHne ycnyr cBA3n aboHeHTaMm BO3MOXHO B pesynbrarte
OoTKasza B 0OCNyXvmBaHMM MapLipyTu3aTopa YpOBHA saapa ceTu; 4)
HapylwleHne  3neKkTpocHabxeHna  noTpebutenem BO3MOXHO B
pesynbTaTte HeCaHKLMOHMPOBAHHOIO OOCTyna K nporpaMmmupyemMomy
NorMyeckoMy KOHTpOMnepy, ynpasnsoLweMy BbiknovaTenem, ¢ Lerbio
noJayv fnoXHbIX KOMaHA Ha ero OTKNYeHue; 5) XueHne OeHeXHbIX
CpeAcTB Yy onepatopa no nepeBoay AEHEXHbIX CPeacTB BO3MOXHO B
pesynbtate noameHbl (Mogudukaumm) nHopmMauumn, cogepxallencs
B 3NIEKTPOHHbIX COOBLLEHNSIX.




Mpumepsl onpeaenexHuns ob6beKkToB
BO3JEeNCTBMA W BUOOB BO3OENCTBUS HaA HUX
npuBedeHbl B MNPUNOXEHMM 5 K HacTosLewn
MeTtoguke.

5. OueHKa BO3MOXHOCTU peanusauum
(BO3HMKHOBEHMUA) yrpo3
6e3onacHOCTU MHOpMaUuUmM U onpeaeneHue
MX aKTyaslbHOCTU

5.1 OnpepeneHne NCTOYHUKOB Yrpo3
6e3onacHoCcTM MHopMauumn

5.1.1. B xoge oueHkn yrpo3 6e3onacHoOCTu
WHopMaumMmM  OOMKHbI  ObITb  onpedeneHsbl
BO3MOXHbl€ aHTPOMOreHHbIE WCTOYHMKU Yrpo3
©e3onacHocTU MHpopmaumu, K  KOTOpPbIM
OTHOCATCH Nuua (rpynna nuu), ocyLllecTBRsioLne
peanusauuio yrpo3 6esonacHocTn WHdopMaLumm
nyTemMm HeCaHKUWMOHWPOBAHHOrO goctyna u (unwu)
BO3AENCTBUS HA MHGOPMALUNOHHLIE PECYPCbI U
(M) KOMMOHEHTbI CUCTEM U CETEN, - aKTyanbHble
HapyLUMTenu.

5.1.2. NcxoaHbiMuU JaHHbIMU ans
onpegeneHns BO3MOMKHbIX aKTyanbHbIX
HapyLuMTenen ABnsoTCS:

a) obwun nepedeHb yrpo3 6Ge3onacHocTu
nHpopMaumKn, cogepxawmics B 6aHke AaHHbIX



yrpo3  ©6esonacHoctn  uHdpopmauum  PCTIK
Poccun (bdu.fstec.ru), mMoaenmu yrpos
B6esonacHoCcTn uHopmauumm, paspabaTbiBaemble
®CTIK Poccumn B cooTBETCTBUM C NOAMNYHKTOM 4
nyHkTa 8 MNMonoxeHus o PegepanbHon cnyxbe no
TEXHWYECKOMY U OJKCMOPTHOMY  KOHTPOMHO,
yTBepxaeHHoro Ykasom [NpesngeHta Poccuinckon
depepaunn ot 16 asrycta 2004 r. N 1085, a
Takxe oTpacrnesble (BeOOMCTBEHHbIE,
KopnopaTtuBHble) Modenu yrpo3 6e3onacHocTu
WHG opMaLmu;

©) onncaHns BEKTOPOB KOMMNbIOTEPHbIX aTak,
cogepxawmxca B 6asax [daHHbIX U UHbIX
NCTOYHMKAX, onybriMkoBaHHbIX B ceTn "NHTepHeT"
(CAPEC, ATT&CK, OWASP, STIX, WASC wu

Ap.);

B) HOpMaTUBHbIE npaBoBble aKThbl
Poccunckon ®depepaunn, B COOTBETCTBUN C
KOTOpPbIMKU co3aeTca U PyHKUMOHMPYET cuctema
unu ceTb, cofepXalime onuMcaHue HasHayeHwus,
3agay  (pyHKUMW) cucTeM W ceTen, cocTaB
obpabaTbiBaeMon MHopmaumm 1M ee npaBoBOW
pexum;

r) AOKYMEHTauusi Ha cetTu u cuctembl (B
YacTM CBeOEHUA O HasHa4YeHUn U PyHKUUAX,
COCTaBe W apxXuTeKType CUCTeM U ceTei, O
rpynnax  nonb3oBatenein M YpoOBHE  MX
MOMIHOMOYMIA M TWNax AOCTyna, O BHELUHWUX W



BHYTPEHHUX MHTEepdencax);

[) [OOroBopbl, COrMaweHus WM UHble
[OKYMEHTb!, coaepxatyne yCcrnoBus
MCNONb30BaHNA
MHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHOM
MHPPACTPYKTYpbI LeHTpa 06paboTkM AaHHbIX UK
obnayHon MHPaACTPYKTYpbl MOCTaBLUMKa YCnyr
(B 4acTu nepcoHana MoCTaBLiMKa  YCHyr,
MMetoLLLero AOoCTyn K 3Toi MHGpACTpyKType, ero
npaeB M 00S3aHHOCTEN, YPOBHS MOMHOMOYMIA W
TUNOB JocTyna);

€) pesynbTaTbl OUEHKN yuwepba (puckos),
npoBeAeHHon obnagatenem uHgopmMauum unu
onepaTopowm;

X) HeraTuBHblE nocnencTBus oT
peanusaumm (BO3HMKHOBEHNS) yrpos
©e30nacHOCT WHOpMaLMK, OnpedeneHHble B
COOTBETCTBMU C HacTosdalwen MeToankowu;

3) 00beKThI BO34eNCTBUSA yrpos
©esonacHocTH MHdopmMaumm 7 BUAbI
BO3JENCTBUS HA  HUX, OMpedeneHHble B
COOTBETCTBMU C HacTodAlwen MeToankon.

YkazaHHble UCXOAHble AaHHble MOryT ObiTb
[OMNOSNHEHbI MHbIMW LOKYMEHTaMU U CBEAEHUSIMU
C y4yeToMm ocobeHHocTel obnactTn AesTenbHOCTY,
B KOTOPOMN (PYHKLIMOHUPYIOT CUCTEMbI U CETW.



5.1.3. Ha ocHoBe aHanmM3a UWCXOOHbIX
AaHHbIX, a Takke  pe3ynbTaTOB  OLEHKK
BO3MOXHbIX Liefen peanusauun HapyLlumTensimm
yrpos ©es3onacHocTU NMHopmMaLmm
onpenensitoTca BUAbl HapyLMTenen, akTyanbHbIX
[0Sl CUCTeM U ceTel.

OCHOBHbIMU BUOAMM HapyLuuTenew,
noanexaLlmx oLeHKe, BsaTCA:

cneuuanbHble cnyx6bl MHOCTPaHHbIX
rocynapcre;

TeppopucTUyeckue, 3KCTPEMUCTCKME
rPyNNUPOBKMU;

NpecTymnHble rpynnb (KpUMMHanbHbIE
CTPYKTYpbI);

oTAenbHble usmyeckne nuua (xakepsbi);
KOHKYpUPYHIOLLME OpraHn3aLuu;

pa3paboTunku NporpamMmHbIX,
nporpaMmMHo-anmnapaTHbIX CPEACTB;

nmua, obecneyvBsaroLLme nocTaBky
NporpamMmmHbIX, nporpammHo-annapaTHbIX
cpeacTs, ob6ecneynBaloLLmx CUCTEM;



NOCTaBLWMKKN YyCNyr CBA3U, BbIMUCITUTENTbHbIX
yenyr,

nvua, npuBrekaemble AOnNA  YCTAHOBKW,
HacTPOMKM, WCMbITAHWI, MNYyCKOHANago4HbIX W
WHbIX BUAOB paboT;

nuua, obecneuymnBatoLLme
(PYHKUMOHMpPOBaHME cUCTEM U  ceTel  unu
obecneymBaroLLmX cuctem onepaTtopa

(aamMuHMCTpaums, oxpaHa, yoopLumkm 1 ap.);

aBTOPWU30BaHHbIE MONb30BaTENN CUCTEM U
ceTen;

CUCTEMHbIE aaMUHUCTPATOPbI n
aaMNHUCTPAaTOpPbI be3onacHocTy;

ObiBLINE (yBONEHHBbIE) paboOTHUKM
(nonb3oBaTenu).

YKkasaHHble BUAblI HapyLumTenen MoryT ObiTb
OOMOMHEHbl MHBIMW  HapyMTensMn C y4eToMm
ocobeHHocTen obnactm  OeAaTenbHOCTUM, B
KOTOpon (DYHKLUMOHUPYIOT cucTemMbl U ceTu. [On4a
OOHON CUCTEMbl W CETU aKTyanbHbIMW MOryT
ABNATLCA HAPYLUMTENN HECKOMNBbKNX BUAOB.

5.1.4. Hapywwutenu npusHarTCcs
aKkTyanbHbIMW Ons CMCTEM WU CeTen, Korga



BO3MOXHble LUenu peanusauMm UMK yrpos
6es3onacHOCTN MHGOPMaUUM MOTyT MpPUMBECTU K
onpegeneHHbIM s CUCTEM U CETEN HeraTuBHbIM
nocneacTteBnMaM U COOTBETCTBYIOLLMM — pUCKaMm
(BMpam ywepba). BoamoxHble Lenn peanunsauum
yrpos BesonacHocTn NHpopmaLmm
HapywuTensamMu npuBedeHbl B MNpUMoXeHun 6 K
HacToawen MeTtoguke.

Mpumep  cOOTBETCTBMSA  HapyliuTenewn,
BO3MOXHbIX Lenen peanusauum UMW  yrpos
GesonacHOCTM  UHOpMauUMM U BO3MOXHbIX
HeraTMBHbIX MOCMEACTBMA W  BWAOOB  PUCKOB
(ywepba) oT mx peanusaumm (BO3HUMKHOBEHMS)
npvBegeH B MPUMOXEHUM 7 K HacTosLen
MeTtoguke.

5.1.5. Hapywutenn nmewT pasHble YPOBHU
KOMMETEHTHOCTW, OCHAaLLEeHHOCTU pecypcamu U
MOTMBaLMK ANg peanu3auun yrpos 6e3onacHocTu
NMHpopmaumm. CoBoOKynHOCTb OaHHbIX
XapaKkTepucTuk onpegenset YpOBEHb
BO3MOXHOCTEN HapylimTenen no peanusauuu
yrpo3 6e3onacHoOCT MHopMaLUn.

B 3aBMCMMOCTN OT YPOBHSI BO3MOXHOCTEWN
HapyLIMTEnNu nogpasgensioTcs Ha HapyLluTenen,
obnaparLmnx;

6a30BbIMY BO3MOXHOCTSIMM MO peanu3aumm
yrpo3 6e3onacHoctu nHdopmauumn (H1);



6a30BbIMY MOBbILLIEHHBEIMU BO3MOXXHOCTSIMM
no peanusaumm yrpos Be3onacHocTu
nHdopmaumm (H2);

CpeaHVMN BO3MOXHOCTAMKU MO peanusaumm
yrpo3 6e3onacHoctu nHdopmauumn (H3);

BbICOKMMM BO3MOXHOCTAMU MO peanusauun
yrpo3 6e3onacHoctu nHdopmauumn (H4).

ansa oaHon cuUcTeMbI nnm cetn
aKTyanbHbIMM  MOTYT SBNATbCA  HapyLmnTenwu,
UMeroLme pasHble YPOBHM BO3MOXHOCTEN.

YpPOBHM BO3MOXHOCTEN HapywuTenen no
peanusaumm yrpo3 6e3onacHocTu WHopMaLmm
npvBegeHbl B NpuUNoxeHnn 8 K HacTodALen
MeTtoguke.

5.1.6. [Ons akTyanbHbIX HapyLmuTenen
OOMKHbl BOblTb OnpedeneHbl UX KaTeropum B
3aBMCUMOCTU OT MMEIOLLMXCH NpaB 1 YCNoBMIN MO
AOCTyny K cuctemam M ceTaMm, oBYyCnoBrEHHbIX
apXMTEKTYpOr U YCroBUsSMU (PYHKLMOHUPOBAHNS
3TUX CUCTEM U CeTeNn, a TakKe OT YCTAHOBIEHHbIX
BO3MOXHOCTEN  HapyLuMTenemn. Mpn  atom
HapyLlMTenu noapasfenstoTcs Ha ABe KaTeropum
(pncyHok 5, 6):

BHELWWIHNE HapywuTenun - HapywuTenun, He



nMelowmne npaB AOCTYyNa B KOHTPONMPYEMYHO
(oxpaHsiemyto) 30Hy (TeppuTopuito) un  (uUnn)
MOMTHOMOYMI NO [OCTYNy K WMHAOPMAaLUNOHHBIM
pecypcam W KOMMOHEHTaM CWUCTEM U ceTen,
TpebyoLwmnm aBTOpM3aLnK;

BHYTPEHHWE HapywmTenu - HapyLluumTenu,
umewlmMe npasa [OCTYyNa B KOHTPOMNMpPYEMYHO
(oxpaHsiemyto) 30Hy (TeppuTopuito) u  (Unn)
NOMHOMOYMSA MO aBTOMATU3MPOBAHHOMY OOCTYNy
K MHOPMaAUMOHHBIM pecypcaM U KOMMOHEHTaM
cucTeM U ceTen.



Mpannua oueHKkn yrpos
BesonacHOCTH MHGOpMa LMK




PucyHok 5. BHelHMn HapyLwumMTens npu
peanunsauum yrpos
B6esonacHoCTH nHopmauum



MpaHnua oueHKky yrpo3
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PucyHok 6. BHyTpeHHUI HapyLwunTenbs npu
peanunsauum yrpos
B6esonacHoCTH nHopmauum

BHyTpeHHVEe HapylwmTenu nepBoHavasnbHO
MOryT UMeTb pasHblii YpOBEHb MpaB AocTyna K
MH(POPMALIMOHHBIM  pecypcaMm M  KOMMOHEHTaM
cuUcTeM M ceTelr (Hanpumep, AOCTYN B JMYHbIiA
kabWHeT Ha caiTe, UCNONHeHNe 0bsi3aHHOCTEN Ha

aBTOMaTU3MPOBAHHOM paboyem MecTe,
agMUHUCTpUpoBaHMe cuctem u cetenn). K
BHYTPEHHUM HapyLMTensim oTHoCATCSA
nonb3oBaTeny, nmetoLme Kak

HenpuBMUMerMpoBaHHble (Nonb3oBaTenbCckue), Tak
W NPUBWMErMPOBaHHbIE  (aAMUHUCTPATUBHbLIE)
npaBa [ocTyna K MHPOPMaLMOHHBIM pecypcam U
KOMMOHEHTaM CUCTEM U CEeTEMN.

5.1.7. BHelwHMe Hapywmtenu peanuayloT
yrposbl BesonacHocTn NHpopmMaLmm
npegHamepeHHo  (NpedHaMepeHHble  yrpo3bl
6esonacHoOCTN MHdOpMaLnn) C UCNONb30BaHUEM
nporpaMMHbIX, nporpaMmmMmHo-annapaTHbIX
cpeactB unu  6e3  MCMOMb30BaHUA  TaKOBbIX.
BHyTpeHHVe Hapywutenu peanusyloT yrposbl
BGesonacHoCTM  WHoOpMauMmM npegHamMepeHHo
(npegHamepeHHble yrpo3sbl BGesonacHocTn
WHopMaLmMmM) C MCMoNb30BaHNEM NPOrpaMMHbIX,
nporpaMMHo-annapaTHblx cpeacts  unum  6e3
NCNONb30BaHWS TaKOBbIX UMW HenpegHamepeHHO



(HenpegHamepeHHble  yrpo3bl  6e3onacHoCTU
MHdopmaummn) bes NCNosb30BaHUSA
NPOrpaMMHbIX, nporpaMmmHo-annapaTHbIX
cpeacTs.



Mpumep 4: K HenpegHamMepeHHbIM  yrpo3am  6esonacHocTu
NMHopMaLUn MOryT OTHOCUTBLCS:

1) HapyweHue QYHKLUMOHNPOBAHUS CUCTEeMbl YynpaBneHus 6asbl
AaHHbIX 3a cYyeT BBOAA B NOSIS JaHHbIX MHOpMaLMK, NpeBbIlaoLen
A0NyCTUMbIN 06beM;

2) HapyweHue (YHKUMOHMPOBaHUA Beb-pecypca 3a CYeT TOro, 4To
CUCTEMHBIN <...>




5.1.8. B cnyyae ecnu K cuctemam n ceTsam
npeabsiBneHbl TpeboBaHWUA K YCTOMYMBOCTU U
HadexXHOCT  (PYHKUMOHWpPOBaHWA (B 4acTu
LEeNnoCTHOCTU U AOCTYMHOCTM MHAOPMALMNOHHBLIX
pecypcoB M KOMMOHEHTOB CUCTEM W ceTen),
OOMOMHUTENBHO K aHTPOMOreHHbIM WUCTOYHUKaM
yrpo3 6esonacHocTU MHdopMauum B KayecTse
aKTyanbHbIX MoryT ObITb onpegeneHsbl
TEXHOreHHble WCTOYHUKM ((puandeckme dABneHus,
MaTtepuarnbHble 00bekTbl). Yrpo3bl 6e30nacHoOCTH
WHOpMaLMK, CBHA3a@HHbIE C  TEeXHOrEeHHbIMM
NCTOYHMKaMK, BKMOYalOTCA B MoAenb Yrpos
GesonacHoCTM  MHoOpMaUMM NO  peLleHuto
obnagatens uHdoOpmauun MM onepaTopa
cucTeM U ceTen.

OCHOBHbIMW  (hbakTOpaMu  BO3HUKHOBEHUS
yrpo3 6e3onacHoOCT! MHGOPMaLuK, CBA3aHHbIMU
C TEXHOTE€HHbIMW UCTOYHUKAMM, MOTYT SABNSATLCS:

a) HegocTaTkM KayecTBa, HaOEXHOCTM
nporpaMmMHoOro obecneveHus,
nporpaMmMmHo-annapaTHbIX CpeAacTs,
obecneumBatowmx obpaboTKy UK XpaHeHue
MHdOpMaLMN, UX NIMHUNA CBA3M;

©) HepocTaTkn B paboTe obecneymBaroLLmnX
cUcTeM;

B) HeOOCTYNHOCTb  cepBucoB  (ycnyr),



npepnoctaBiideMblX CTOPOHHUMIK OpraHn3aunamn.

BO3MOXHOCTb BO3HMKHOBEHMUS TaKUX yrpos
onpegendeTcdA Ha OCHOBE CTATUCTUKM  UX
BO3HUKHOBEHUA 3a nMnpowsible rogbl. B cnyyae
OTCYyTCTBUA yKa3aHHOI71 CTaTUCTUKN BO3MOXHO
ncnosrnb3oBaHne SKCI'IepTHOVI OLIEeHKN.

BbisiBneHne - TEXHOreHHbIX NCTOYHUKOB
OOIMKHO OCYLLECTBNATLCA C y4eTOM TpeboBaHui
N npaBun, YCTAHOBMNEHHbIX YMNOMHOMOYEHHbLIMMN
denepanbHbiMM  OpraHamm  UCNOJSTHUTENBbHON
BNacTu, HaUMOHanNbHbIMK cTaHg4apTamm <1>, N He
BXoAUT B obnacTb AencteBus gaHHonm MeToanku.

<1> Hanpumep, Takumu cTaHZapTamu
ABNSOTCA:

FTOCT P 22.0.05-2020 besonacHocTb B

YypesBblyarHbIX cUTyaumsix. TexHoreHHble
YypesBblyalHble cuTyaumu. TepMuHbI 7
onpeaeneHns;

FOCT P 51901.1-2002 MeHemKMeHT pucka.
AHanns pucka TexHONorm4yeckux cuctem (c
Monpaskon).

5.1.9. Tlo pesynbTtatam onpegeneHns
NCTOYHMKOB Yyrpo3 6e3onacHocTn uHdopMauun



OOIMKHbI ObITb onpeneneHsobl:

a) BWAObl aKTyanbHbIX HapywuTenen w
BO3MOXHble Lenu peanusauumM UMW yrpos
GesonacHoCTM  WHopMauMn, a Takke UX
BO3MOXXHOCTY;

6) KaTeropum akTyasnbHbIX HapylmTenen,
KOTOpble ~ MOryT  peanu3oBbiBaTb  Yrposbl
GesonacHoCTU  UMHGOpPMauuM, B TOM 4ucre
HenpegHaMepeHHble Yrpo3bl.

Mpv onpedeneHnM  WUCTOMHUKOB — Yrpo3
6esonacHoCcTU MHcpopMaLmm HeobxoamMmo
NUCXoOoWTb U3 MNPEeanoniokeHWs O  Hanuyum
NOBbLILLIEHHOV MOTMBALMN BHELLHUX U BHYTPEHHMX
HapywuTenen, npegHaMepPeHHO peanuayoLmx
yrpo3sbl 6esonacHocTn uHgopmauummn. Kpome Toro,
HeobXoOMMO  yuuTbiBaTb, 4YTO TakMe BuAbl
HapywuTeneni Kak  cneuuanbHble  CryxObl
MHOCTPaHHbIX rOCYyJapCTB U TeppopUCTUYECKUE,
3KCTPEMMUCTCKUE FPYNNUPOBKMA MOTYT MpUBReKaTb
(BXOOWUTb B CrOBOP) BHYTPEHHMX HapyLumMTenew, B
TOM uucre obnagawLmx MNpUBKUMIErMPOBaHHLIMM
npaBamu fgoctyna. B atom cnyyae ypoBeHb
BO3MOXHOCTEW aKTyarnbHbIX HapyluuTenen oynet
ONpeaensaTbCs COBOKYMHOCTbIO  BO3MOXHOCTE
HapyLuMTenemn, BXoAALWMX B CrOBOP.

Mpvmepbl  onpedeneHns  akTyarnbHbIX
HapyLmTenei npw peanusauum yrpos



©e30nacHOCTN NHopMaLMM U COOTBETCTBYHOLLME
UM BMAbl Hapywmtenem un WX BO3MOXHOCTU
npuBedeHbl B MNPUNOXEHMM 9 K HacTosLewn
MeTtoguke.

5.2 OueHka cnoco6oB peanusauum
(BO3HMKHOBEHMUA) yrpo3
6e3onacHocT MHopMaLmm

5.2.1. B xoge oueHkn yrpo3 6e3onacHoCcTu
MHpOpMauMn  OOMKHbI  OblTb  onpegeneHbl
BO3MOXHblE cnocobbl peanusaumm
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
MHGOPMaLMKN, 3a CYET UCMONb30BAHUSA KOTOPbIX
aKTyanbHbIMX  HapywuTensamm  Moryt  ObiTb
peanu3oBaHbl yrposbl Ge3onacHocTu
NHGOPMaLMKN B CUCTEMAX U CETAX, - aKTyarnbHble
cnocobbl peanu3auumn  (BO3HMKHOBEHWS) Yrpo3
6e3onacHOCTM MHopMaLmK.

5.2.2. NcxoaHbIMuU JaHHbIMK ans
onpegerneHns akTyanbHbIX cnocoboB peanu3aumm
(BO3HMKHOBEHNS) yrpos BGesonacHocTH

MHbopMaLMK ABNSIOTCA:

a) obwun nepedeHb yrpo3 6Ge3onacHocTu
nHpOopMaumKn, cogepxawmics B 6aHke AaHHbIX
yrpo3  ©6esonacHoctn  uHdopmauum  PCTIK
Poccun (bdu.fstec.ru), mMoaenmu yrpos
6e3onacHocTu MHgopmMauun, paspabaTbiBaemMble
®CTIK Poccumn B cooTBETCTBUM C NOAMNYHKTOM 4



nyHkTa 8 MNMonoxeHus o PegepanbHon cnyxbe no
TEXHWYECKOMY U OJKCMOPTHOMY  KOHTPOMHO,
yTBepxaeHHoro Ykasom [NpesngeHta Poccuimnckon
depepaunn ot 16 asrycta 2004 r. N 1085, a
Takxe oTpacrnesble (BeOOMCTBEHHbIE,
KopnopaTtvBHble) Modenu yrpo3 6e3onacHocTu
WHG opMaLmu;

©) onncaHns BEKTOPOB KOMMNbIOTEPHbIX aTak,
cogepxawmxca B 6asax [daHHbIX U UHbIX
WCTOYHUKAX, onybriMkoBaHHbIX B ceTn "NHTepHeT"
(CAPEC, ATT&CK, OWASP, STIX, WASC wu

Ap.);

B) AOKYMEHTauus Ha cuctembl n cetn (B
YacTM CBEOEHUN O COCTaBe WU apxuTekType, O
rpynnax nonb3oBaTener M uUx Tunax JocTyna u
YPOBHEN MOMHOMOYMIN, O BHELUHUX U BHYTPEHHUX
NHTepdencax);

r) HeraTuBHbIE NOCNEACTBUSA OT peanu3auun
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
WHpopmaumm, onpegeneHHble B COOTBETCTBUMU C
HacTosawen MeTtogukon;

o) 00ObeKThI BO34eNCTBUSA yrpos
©e3onacHOCTN NMHopMaLnM U COOTBETCTBYHOLLME
UM BuObl BO3OENCTBUA, OMNpederieHHble B
COOTBETCTBMU C HacTosdAwen MeToankowu;

e) BUAbI n KaTteropmu aKTyalibHbIX



HapyLuTenemn, KoTopble MOryT peanu3oBbiBaTb
yrpo3sbl 6e3onacHocT nHopmaLmm, B TOM Yncne
HenpegHaMepeHHbIe Yrpo3bl, U NX BO3MOXHOCTH,
onpedeneHHble B COOTBETCTBUM C HaCToOALLEN
MeTtoaukon.

YkazaHHble UCXOAHblE AaHHble MOryT ObiTb
[OMNOSHEHbI MHbIMWU LOKYMEHTaMU U CBEAEHUSIMU
C y4yeToM ocobGeHHocTel obnactn AesTenbHOCTY,
B KOTOPOMN (PYHKLIMOHUPYIOT CUCTEMbI U CETW.

5.2.3. Ha ocHoBe aHanmM3a UWCXOOHbIX
AaHHbIX, @ Takke BO3MOXHOCTEW HapyLuMTeneu
onpegensTcs cnocobbl peanu3aumm
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
NMHGOPMaLMK, akTyanbHble 451 CUCTEM U CETEN.

OCHOBHbIMY cnocobamu peanu3aumm
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
NHGOPMaLMKN ABNSAKOTCS:

1) ncnonb3oBaHmne YA3BMMOCTEN
(ysisBMMoOcCTEMN koga (nporpammHoro
obecneyeHunst), YysI3BMMOCTEN apPXUTEKTYpbl U
KOH(purypaumm cuctem © CceTen, a TaKke
OpraH13auMOHHbIX n MHOroakTOpHbIX
YyA3BMMOCTEN);

2) BHeApeHWe BPpeAoHOCHOro NPOrpaMMHOro
obecneyeHus:;



3) wucnonb3oBaHWe HedeknapupOBaHHbIX
BO3MOXHOCTEN MNpPOrpamMMHoOro obecneyeHuss u
(unn) NporpaMMHo-annapaTHbIX CPeACTB;

4) ycTaHOBKa nNpOrpaMMHbIX WU  (4Nn)
nporpaMmMHo-annapaTHbIX 3aKnagok B
nporpammMmHoe obecneyeHne n (nnn)
nporpaMmmMHo-annapaTHble CPeACTBa;

5) dopmupoBaHMe U1 MCMNONb3OBaHME
CKPbITbIX KaHanoB (N0 BpeMeHu, No namaTn) ang
nepegayn kKoHuaeHUNanbHbIX JaHHbIX;

6) nepexBaTr (M3mepeHue) MNOBOYHbLIX
ANEKTPOMAarHUTHbIX  M3MyYeHUA U1 HaBOOOK
(Bpyrmx  dwmsmnyecknx nonen) gna goctyna K
KOHbnAeHUMansHom MHGopMaLmn,
cogepxallenca B annapaTHblX — CpeacTBax
ayTeHTumkauuu;

7) wvHBa3MBHble cnocobbl gocTyna K
KOHb1AeHUMansHom MHG opMaLmn,
codepxawencs B annapaTHbIX  cpeacTBax
ayTeHTUMKaLmK;

8) HapyLleHne GesonacHocTH npwm
nocTaBKkax NPOrpaMmMHbIX,
nporpaMMHo-annapaTHbIX CPeacTB u (1unu) ycnyr
Mo  YCTaHOBKE,  HaCTpPOWKe,  WUCMbITAHUAM,
nyckoHanagoyHblMm pabotam (B TOM uwucne



aAMUHUCTPUPOBAHUIO, OGCINYXMBaHMIO);

9) owmnbOoYHbIE AENCTBUSA B XO4€ CO34aHus
N 3KchfyaTtaumm CUCTEM W CETEW, B TOM u4ucne
npu YCTaHOBKE, HACTPOWKE MNPOrpaMMHbIX U
nporpaMmMHo-annapaTHbIX CPeaCTB.

YKasaHHble cnocobbl peanu3aumm
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
nHpopMauMnm MoryT ObiTb AOMOSIHEHbI WHbLIMK
cnocobamu c y4yeTom ocobeHHoCTEN

apXUTEKTYpbl M ycrnoBuh  OYHKUMOHMPOBAHMS
CUCTEM U CETEN.

Cnocobbl  peanu3aumm  (BO3HUKHOBEHWS)
yrpos ©e3onacHocTu MHopmaumm
onpeaenstoTcs  NPUMEHUTENIBHO K  ObbekTam
BO34ENCTBUS, onpeaeneHHbiM B COOTBETCTBUM C
HacTosiwen MeTtoaukon. Crocobbl ABNATCSA
aKTyanbHbIMK, KOrga BO3MOXHOCTM HapyLuTens
Nno3BOSAT MX MCMNONb30OBaTb AN peanusaunm
yrpo3 6e30MacHOCTM M MMEKTCA WM CcOo3aaHbl
YCNoBMS, NpPU KOTOPbIX Takas BO3MOXHOCTb
MOXeT OblTb peanu3oBaHa B  OTHOLUEHWUN
obbekToB BO30ENCTBUS. OpHa yrposa
©esonacHOCTU  WMHopmauMm  MOXeT  ObITb
peanu3oBaHa HECKOSbKMMU criocobamum.

5.2.4. Ycnosuem, NO3BONAOLNM
HapyLwmnTenam 1cnonb3oBaTb cnocooOsbl
peanu3aumm yrpo3 6esonacHoctn mHdopmauuu,



SIBMAETCS HannumMe y HUX BO3MOXHOCTM A0CTyna K
cnegylwwmm  TMnaMm  MHTepdencoB 0OBLEKTOB
BO3OENCTBUS:

BHeLUHWe ceTeBble NMHTepeNnchl,
obecneunBallwne B3aUMOOENCTBME C CETbIO
"MIHTEpHET", CMEXHbIMU (B3aUMOAENCTBYHOLLMMN)
cuctemamu nnu ceTamm (npoBoAHbIE,
becnpoBoaHble, BebG-nHTEpPdENCHI, UHTEPdENCHI
yaaneHHoro goctyna v ap.);

BHYTPEHHUE ceTeBble NMHTEpPdENCHI,
obecneynBatoLLme B3anmoaenctene (B TOM v1cre
yepes NMPOMEXYTOYHbIE KOMMOHEHTHI) c
KOMMOHEHTaMW CcUCTEM W CeTel, WUMeLUMn
BHELUHNE ceTeBble WHTepdenchl (NPOBOAHbIE,
becnpoBoaHbIe);

nHTEepenceol ans nonb3oBartenemn
(npoBoaHble, ©ecnpoBoaHble, BeO-UHTEPdENCHI,
MHTepdEenchl yaaneHHoro goctyna u ap.);

UHTepdEencobl ANg UCMNoSib30BaHUSA CbeMHbIX
MaLUNHHbIX HocuTenewn NHopMaLmu n
nepudepuinHoro obopyaoBaHus;

MHTepdencobl Ons YCTaHOBKW, HaCTPOMKMU,
UCNbITAHUIN, MNYCKOHaNado4HbIX paboTr (B ToMm
yucne aAMWHUCTPUPOBAHUS, ynpaBneHus,
obcnyxueaHns) obecneyeHus
PYHKLUMOHMPOBAHUSA  KOMMOHEHTOB CUCTEM U



ceTen;

BO3MOXHOCTb [JOCTyna K MOCTaBigeMbIM
UM HaxoasWwmMMes Ha o6Cny>XMBaHUN, PEMOHTE B
CTOPOHHMX OpraHu3auusix KOMMOHEHTaM CUCTEM
n ceTen.

Hanunuune yKasaHHbIX UHTepdencos
onpegensieTcd  apxXUTEKTypoW, COCTaBOM M
ycrnoBusiMn (OyHKLUUOHUPOBAHNS CUCTEM U ceTen,
rpynnamy nonb3oBaTenen, ux Tunamu goctyna u
YPOBHAMU NONHOMouYMn. B xoge aHanusa OOmKHbI
OblTb oOnpefeneHbl Kak rnornyeckue, Tak W
domsnyeckune nHTEepenchol obbekToB
BO3OENCTBUA, B TOM uucne Tpebytowime
hunsnyeckoro 4oCTyna K HAM.

WHTepdelicol onpenenatTca Ha
annapaTHOM, CUCTEMHOM U MPUKNAgHOM YPOBHSAX
cucTem n ceten, a Takxke ans
TeneKkoMMYHUKaLNOHHOIo obopyaoBaHus.
B0O3MOXHOCTb MX MCMOMb30BaHUA Ha YKa3aHHbIX
YPOBHSAX onpegensetcs BO3MOXHOCTSIMU
aKkTyanbHbIX HapyLMTenen.

5.2.5. Ha atane co3gaHua cuctem mn cetemn
onpeaenexHune MHTepdencos ob6bekToB
BO3JENCTBUS, KOTOPble MOryT MCMOJb30BaTbCSA
ans peanusaumm yrpos ©esonacHocTy,
npoBOANTCA Ha  OCHOBE  npepnonaraemom
apXUTEKTYpbl M ycrnoBuh  OYHKUMOHNPOBAHMUS



cucTem n ceTten, onpegeneHHblIX Ha OCHOBEe
N3y4eHnAa N aHanmia NCXoaHbIX AaHHbIX O HUX.

Ha atane akcnnyatauum cucTeM U ceTen
ANs  onpedeneHnss  UHTepdencoB  OGBHEKTOB
BO3AEWCTBUSI, KOTOpPble MOTYT MCMOSb30BaTbCS
ans peanusauum yrpo3  GesonacHocTH,
[AOMOSNHUTENbHO K [JOKYMEHTaUuMW Ha ceTn MU
cUCTEMBI MCnonb3ylTcs pe3ynbTaThbl
MHBEHTapU3aumMm CUCTEM U ceTel, NpoBeAeHHOM
c MCnonb3oBaHNEM aBTOMaTM3MPOBaHHbIX
CpencTB.

5.2.6. Mo pesynbTaTtam OLEHKM BO3MOXHbIX
cnocoboB peanusauumM  yrpo3 BGesonacHocTu
MHpopMaLMKN LOIKHbI ObITb ONpeaeneHbl:

a) BuObl W KaTeropuuM HapywmTenewn,
KOTOpble WMEKT BO3MOXHOCTb WCMONb30BaHUS
aKTyanbHbIX CNOCOGOB;

©) akTyanbHble cnocobbl peanusauun yrpos
BGesonacHocTn NHpopmaLmm n UMb
MHTepdencoB OOBLEKTOB BO3OEWCTBUS, 3a CYeT
KOTOPbLIX OHWU MOTYT BbITb peanM3oBaHbl.

Mpumepbl  onpeaeneHus aKTyanbHbIX
cnocoboB peanusauum yrpo3 BGesonacHocTu
MHpopMaUMM U COOTBETCTBYOLLME UM  BuUAbI
HapywmTenen U Mx BO3MOXHOCTU MPUBELEHbI B
npunoxeHun 10 k HacTosiLen MeToguke.



5.3 OueHkKa aKTyanbHOCTU Yrpo3
6e3onacHoCTM MHopMauumn

5.3.1. B xoge oueHkn yrpo3 6e3onacHoCTu
WHpopMaLUMM  OOMKHbl  ObITb  onpedeneHsl
BO3MOXHble Yrpo3bl 6e3onacHoCTK MHGOopMaLun
N OLEHEHA WX aKTyasrlbHOCTb ANsl CUCTEM U CeTen
- aKTyanbHble yrpo3bl ©e3onacHocTH
MHGopMaLumn.

5.3.2. WcxogHblMM [aHHBIMK ONSt OLEHKM
aKTyanbHOCTW yrpo3 6esonacHocTn MHdopmaLlum
ABNSOTCA:

a) obwun nepedeHb yrpo3 6He3onacHocTu
WHpopmaumm, cogepxawmnca B GaHKe AaHHbIX
yrpo3  ©6esonacHoctn  uHdopmauum  PCTIK
Poccun (bdu.fstec.ru), mMoaenm yrpos
B6esonacHoCcTn uHopmauumm, paspabaTbiBaemble
®CTIK Poccumn B cooTBETCTBUM C NOAMNYHKTOM 4
nyHkTa 8 MNMonoxeHus o PenepanbHon crnyxbe no
TEXHUYECKOMY U OKCMOPTHOMY  KOHTPOMHO,
yTBepxaeHHoro Ykasom [NpesngeHta Poccuinckon
depepaunn ot 16 aerycta 2004 r. N 1085, a
Takxe oTpacrnesble (BeOOMCTBEHHbIE,
KopnopaTtuBHble) Modenu yrpo3 6e3onacHocTu
WHG opMaLmu;

6) OonncaHnA BEKTOPOB KOMMbIOTEPHBLIX aTak,
cogepxawmxca B 0asax [daHHbIX W WUHbIX



MHOPMALIMOHHBIX UCTOYHUKAX, ONyOnmMKoBaHHbLIX
B cetn "MHTepHeT" (CAPEC, ATT&CK, OWASP,
STIX, WASC u agp.);

B) HeraTuBHblE nocneacTeus oT
peanusaumm (BO3HMKHOBEHNS) yrpos
©e30nacHOCTN WHOpMaLMK, OnpedeneHHble B
COOTBETCTBMU C HacTosdAlwen MeToankown;

r) 00beKThI BO34EeNCTBUSA yrpos
©esonacHocTH nHdopmMaumm 7 BMAbI
BO3AENCTBUMN HA  HUX, OMNpederneHHble B
COOTBETCTBMU C HacTosdAwen MeToankowu;

O) BuAbl M KaTeropmm  akTyanbHbIX
HapyLuTenemn, KoTopble MOryT peanu3oBbiBaTb
yrpo3sbl 6e3onacHocT nHpopmaumm, B TOM Yucne
HenpegHaMepeHHbIe Yrpo3bl, U NX BO3MOXHOCTH,
onpedeneHHble B COOTBETCTBUM C HaCToOALLEN
MeTtoaukon;

€) akTyanbHble cnocobbl peanusauum
(BO3HMKHOBEHNS) yrpos BGesonacHocTH
MHG opMaLumn.

5.3.3. Ha ocHoBe aHanm3a MWCXOOHbIX
AaHHbIX OMNPeaensitoTCs BO3MOXHbIE AN CUCTEM
n ceTen yrposbl GesonacHoCTM MHdopMauun, K
KOTOpPbIM OoTHOCATCA OCYLLECTBIISIEMbIE
HapyLumMTenem BO30EeNCTBUSA Ha
WH(POPMALIMOHHbIE  PEecypcbl M KOMMOHEHTHI



cuctem un ceten (0O6BLEKTbI BO3OENCTBMSA), B
pesynbTate KOTOPbIX BO3MOXHO HapyLlueHue
©e3onacHoOCTN MHdopmaumm n (MnNn) HapyleHme
nUnn npekpaiLeHne yHKLMOHMPOBaAHUS CUCTEM U
ceTen.

Yrposa ©esonacHocTH MHdopmaumn
BO3MOXHa, €CN UMEITCSA HapyLUUTENb UMM NHON
WUCTOYHMK  Yrpo3bl, OOBEKT, Ha  KOTOpPbIN
OCYLLLeCTBASATCA BO34ENCTBUSA, cnocobbl
peanunsaumu yrposbl 6e3onacHoCT1 MHopmaLmu,
a peanusauusa yrposbl MOXET nNpuBECTU K
HeraTMBHbIM MNOCNEACTBUAM:

YBWi = [HapywmTenb (MCTOYHUK Yrpo3bl); 00BHEKTbI
BO3OENCTBUS;
cnocobbl peannsaumm yrpos; HeraTUBHbIE
nocneacTeusy].

5.3.4. AKTyanbHOCTb BO3MOXHbIX Yrpo3
GesonacHocT  MHdopMaumn  onpegenseTcs
HanuumMeMm cLeHapueB X peanusauun.

CueHapum peanusaumm yrpos
6e3onacHOCTM  MHMOPMauUM  OOMKHbI  ObITb
onpedeneHbl ANA COOTBETCTBYIOLIMX CNoco6oB
peanusaumm yrpo3 6e3onacHoCTU MHopmaLuu,
onpedeneHHbIX B COOTBETCTBUM C HacTosLLen
MeToaMKON, W MPUMEHUTENbHO K ObObekTam
BO3OENCTBMA W BUOAM BO3OEWCTBUSA HA HUX.
Onpenenenve cueHapveB npegycmaTpuBaeT



yCTaHOBIEHWe NocrnefoBaTenbHOCTU BO3MOXHbIX
TakTMK U COOTBETCTBYIOLUMX UM  TEXHUK,
NPYMEHEHNE KOTOPbIX BO3MOXHO aKTyanbHbIM
HapywmTeneMm C COOTBETCTBYHOLWNM YPOBHEM
BO3MOXHOCTEMN, a Takke OOCTYMHOCTU
UHTepdencos ans MCMNOSIb30BaHuUs
COOTBETCTBYIOLLMX CMOCOBOB peanuaauum yrpos
6e3onacHOCTU MHOPMaLUN.

[MepeyeHb OCHOBHbIX TaKTUK (TaKTUYECKUX
3agay) U COOTBETCTBYIOLLMX UM TUMOBbLIX TEXHUK,
ncnonb3yemblx AOns  MNOCTPOEHUs1  CueHapues
peanu3aumm yrpo3 6esonacHoctn mHdopmauuu,
npuBedeH B npunoxeHun 11 K HacTosiLewn
MeTtoguke.

5.3.5. Ha aTtane co3gaHua cuctem mn ceten
OOMmKeH OblTb onpegeneH xotsa Obl  oauH
CueHapui  Kaxgoro  cnocoba  peanusauuu
BO3MOXHOM Yyrpo3bl 6e3onacHOCTN MHdopMauuu.
CueHapun onpegensieTcs ans Kaxkgoro
aKTyanbHOrO  HapywuTens ©u WUX YpPOBHEN
BO3MOXXHOCTEWN.

Mpn Hanuuum xoTs Gbl OQHOrO cueHapus
yrpo3bl 6€30nacHOCTM MHpopMaLuun Takas yrposa
NpU3HaeTCca akTyanbHOW ANS CUCTEMbl U CETU U
BKNOYaeTcs B Mogenb Yyrpo3 6esonacHocTu
cuctem M cetem ans obocHoBaHWsi Bblbopa
OpPraHM3auUMOHHBbIX N TEXHUYECKMX Mep NO 3aLmuTe
MHopmaumm (obecneyeHnto 6GesonacHocTh), a



Takke BblOOpa cpeacTB 3alWnTbl UHGOPMALMK
(pycyHoK 7).

Yrpo3a HecaHKLUMOHNMPOBaHHOIO AOCTyna K 6ase
OaHHbIX,
coaepxallen 3awmwaemMyro nHgpopmaumio
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PucyHok 7. NMpumep cueHapus peanusaumnm
yrposbl
B6esonacHoCTH nHopmauum

Ha arane akcnnyatauum cuctem u ceTen
ANsl KaXXOOoW BO3MOXHOW yrpo3bl 6e3onacHocTu
NHdopMaLmm onpegenseTcs MHOXXEeCTBO
BO3MOXHbIX CLUEHapueB ee peanu3aumm B
NHTEepecax OUEHKN 3PGEKTUBHOCTU MPUHSTBIX
TEXHUYECKMX Mep Mo 3awmte UHdopmaumm
(obecneveHnto 6GesonacHocTM), B TOM 4uchne
cpeacts  3awmtbl  MHopMauun. [Mpu  3TOM
MHOXECTBO CLeHapveB onpegensetcs  ans
Ka)XQoro akTyanbHOro HapyluTens u ypoBHeWn
€ero  BO3MOXHOCTEM B  COOTBETCTBMM  C
NONMyYeHHbIMW pe3ynbTaTaMyM  UHBEHTapusauun
CUCTEM WU CeTen, aHanusa ysi3BMMocTen u (1nw)
TECTUPOBAHUSA Ha NPOHUKHOBEHWE, NPOBEAEHHbIX
c ncnonb3oBaHMeMm aBTOMATU3MPOBAHHbIX
cpeacTs (pUcyHok 8).

5.3.6. Ha aTane aKcnnyataumm
onpegeneHne cueHapueB peanusauum yrposbl
BKIIOYaeT:

a) aHanu3 WUCXOAHbIX OAHHbIX Ha cucTemy
Unu ceTb, NpedycMaTpuBalolMi B TOM uucre
aHanus [AOKyMeHTaLuu, Mogenm yrpos
6esonacHoCTM  MHGOPMALUMUK,  MPUMEHSAEMbIX
CPEeACTB 3aluMTbl MHOpPMaUuK, U onpeaeneHue



nnaHnpyembix K NPUMEHEHUIO
aBTOMaTNU3NPOBaHHbIX CPEeACTB,;

o) npoBedeHne WHBEHTapu3aumnm
WH(POPMALIMOHHBIX ~ CUCTEM U ceTen U
onpegeneHne o6GbLEKTOB BO3OEWCTBUA U UX
UHTEepPKENCOB;

B) onpeneneHue BHELHUX WHTepdencos,
KoTopble MOryT ObiTb 3a4eicTBOBaHbl MNpw
peanu3auum yrpo3 6e3onacHoCcT! MHopMaLum;

r) onpeaeneHne BHYTPEHHUX MHTEPENCcoB,
KoTopble MOryT ObiTb 3a4eicTBOBaHbl  Npw
peanu3auum yrpo3 6e3onacHoCcT! MHopMaLum;

0) BbISBMEHNE YS3BMMOCTEN OOBLEKTOB
BO3JENCTBMA, a TakKe KOMMOHEHTOB CUCTEM W
ceTen, WMEKLWNX BHELWHNe WHTepdencol, C
KOTopbIMU nocpeacTBOM BHYTPEHHUX
UHTepdencos B3auMOOENCTBYIOT 00beKThI
BO3OEeNCTBUS;

€) npoBedeHWe  TeCTUPOBAHUS Ha
NPOHUKHOBEHME, noATBepXKAatoLLero
BO3MOXHOCTb  UCMOSIb30BaHUSI  BbISIBIEHHbIX
YSI3BMMOCTEW WU BbISIBNIEHUSI HOBbLIX CLEHapueB
peanusaumm yrpo3sbl 6e3onacHoCTN MHGOpMaLK;

)K) NONUCK nocrnenoBaTtesibHOCTU TakKTuUK W”
TEXHUK, NPUMEHEHNE KOTOPbIX MOXET NMPUBECTU K



peanu3aummn yrpo3bl 6e3onacHoOCTV MHOpMaLuK,
ncxoask U3 YPOBHS BO3MOXHOCTEW aKTyarbHbIX
HapyLumTenen, a Takke pe3ynbLTaToB
VHBEHTapusauuu, adHanusa ysi3BUMOCTEN U
TECTUPOBAHUSI HAa MPOHUKHOBEHUE;

3) cocTaBneHve CLeHapueB peanusauum
yrposbl GesonacHocTu nHcpopMaLmm
NpUMeHUTEeNbHO Kk  obGbekTaM ¥ Buaam
BO3AEWCTBUS,, a Takke crnocobam peanvsauum
yrpo3 6e3onacHocTV MHopMaLmu.
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PucyHok 8. Mpumep cueHapveB peanusaumm

yrpos
6esonacHoCTU MHopMaLU

MpunoxeHue 1
kK MeToguke oueHKN yrpos
6e3onacHOCTM MHopMaLmm

TEPMWHbI N ONPEOENEHUA,
NMPUMEHAEMBbIE ANA LENEU HACTOALLENO
METOOUYECKOIO AOKYMEHTA

Apxntektypa cuctem " ceTeun:
COBOKYMHOCTb OCHOBHbIX
CTPYKTYPHO-QDYHKUNOHAMbBHBIX  XapakKTepUCTUK,
CBOWCTB, KOMMOHEHTOB CUCTEM U  CeTew,
BOMMOLEHHbIX B MHOPMALMOHHBLIX pecypcax M
KOMMOHEHTax, npaBunax Wux B3auMOOENCTBUS,
pexxmmax o6paboTku nHdopMaunn.

BsanmogencTBytowias (CMexHasi) cucrema:
cuctemMa unuM ceTb, KOTopad B paMkax
YCTaHOBJIEHHbIX OyHKUMN nmeeT
B3aMMoaencTeue nocpeacTeom ceTeBbIX
MHTEP(ENCOB C CUCTEMON U CETbIO onepaTopa n
He BKMOYEHa UM B rpaHuuy npouecca OUEHKM



yrpo3 6e3onacHoCTV MHopMaLmu.

BO3MOXHOCTM HapyluMTensi: Mepa YyCunui
HapyLmTens Ans peanusauum yrposbl
GesonacHocT  MHOpMaLUK, BblpakeHHas B
nokasaTensix KOMMETEHTHOCTM, OCHALLEHHOCTM
pecypcamun 1 MOTUBaLMUW HapyLUUTESS.

lpaHMua oueHkn yrpo3 6GesonacHoCcTU
NH(OPMaLMN: COBOKYNMHOCTb MH(OPMALMOHHbIX
pecypcoB M KOMMOHEHTOB CWUCTEM U CeTeNn, B
npegenax KoTopon obecneynBaeTcs 3awuTa
MHdopmaumm (6e3onacHOCTb) B COOTBETCTBUM C
eQuHbIMK NpaBunaMyM 1 npouegypamm, a Takke
KOHTPOmNb 3a peanu3oBaHHbIMW Mepamu 3aLUUThbI
MHdopmaumm (obecneyeHus 6es3onacHoOCT).

MHdopmaumnoHHble pecypcbl: nHpopmauus,
OaHHble, npeacTaBneHHble B dopwme,
npegHasHa4YeHHoON Ons XpaHeHus u obpaboTku B
CUCTEMAX U CeTsX.

KOMMNOHEHT (cucTeMbl, CeTu): NporpamMmmMHoE,
nporpaMmMHo-annapaTtHoe WU  TeXHUYeckoe
CPeAcTBO, BXOASILLEE B COCTaB CUCTEM U CETEN.

Ob6ecneunBatolme CUCTEMbI: MHXEHEpPHbIE
CUCTEMBI, BKOYatoLwmne CUCTEMBI
3MEKTPOCHAOXKEHNS, BEHTUNALUUKN, OXNaKAEHUS,
KOHAULMOHMPOBaHUA, OXpaHbl 7] apyrue
WHXXEHEPHble CUCTeMbl, a Takke cpeacrTea,



KaHanbl M CUCTEMbI, MpeAHa3Ha4YeHHble Ans
OKa3aHua ycnyr cBda3un, ApYyrnx ycrnyr n cepBucos,
npegocTaBnsiEMblX CTOPOHHMMW OpraHM3aunsamu,
OT KOTOPbIX 3aBUCUT DYHKLMOHMPOBAHNE CUCTEM
n ceTen.

ObnapaTtenb MHdopMaunm; nyo,
CaMOCTOSATENbHO co3aaBllee MHdopmauno nnbo
nony4MBLLEE HA OCHOBAHMM 3aKOHa UInu 4OroBopa
npaBo paspellaTb MMM OorpaHu4MBaTh AOCTYN K
MHopMaummn, onpeadensieMor Mo  KakMM-nmbo
npusHakam.

Oneparop: nvuo, ocyllecTBrsioLLee
OeaTenbHOCTb MO JKCnnyaTalmMm cuctTem un ceten,
B TOM yucrie no obpaboTke cogepxallencsa B HUX
MHGopMaLumn.

OcHoBHbIE (KpuTHYeckmne) npoueccsl
(6unsHec-npouecchl): yrnpaBrieH4Yeckme,
OpraHM3aunoHHble, TEXHOSorn4eckue,
NpPOu3BOACTBEHHbIE, (PMHAHCOBO-3KOHOMMUYECKUNE
N UHble OCHOBHbIE npoLecchl (busHec-npouecchl),
BbiNONMHsAeMble  obnagatenem  MHdopMauuu,
onepaTopoM B paMKax peanusaumnm yHKUMIA
(NONHOMOYMIA) MMM OCYLLLECTBIIEHUSA OCHOBHbIX
BMOOB [OEATENbHOCTW, HapylweHve u  (4nu)
npekpalleHne KOTOpbIX MOXeT NpuMBECTU K
BO3HUKHOBEHUIO PUCKOB (yLLepby).

Monb3oBaTenb: NUUO, KOTOpOMY pa3peLueHo



BbINOMHSATL HEKOTOpble AEWCTBUSI (onepauun) no
06paboTke MHGOPMaLMM B CUCTEME UMK CeTU U

ncnonbayloliee pesynbTaThbl ee
PYHKLIMOHMPOBAHUS.
MocTasLumk ycnyr: nvuo,

npegocTaBrsiiollee  onepatopy U (nnn)
obnanaTtento Ha OCHOBaHWWU [OroBopa UM UHOM
3aKOHHOM OCHOBaHWM YCIyry No MCMosib30BaHMIo
CBOUX BbIYMCIIUTENBbHbIX pecypcos,
nporpaMmMHOro obecneyeHnsl, CpeacTB XpaHeHUs
UM Nnepegayn nHopmaLmu.

MporpammHo-annapaTHoe CPeACTBO:
YCTPOMCTBO,  COCTOsIllee M3 annapaTHoro
obecneyeHnss U (OYHKLUMOHUPYIOLLErO Ha HEM
nporpaMmHoro obecneyeHusi, yyacTBylolee B
cdopmupoBaHuKn, 06paboTke, nepenade unu
npveme UHgopMaumm.

Yrposa 6esonacHocTu MHbopMaLMW:
COBOKYMHOCTb YCMOBUIA U (DaKTOPOB, CO3AatoLLMX
NOTEHUMAmNbHYI0O WX peasibHO CYLLECTBYIOLLYIO

OnacHoOCTb HapyLleHus BGesonacHocTn
MHG opMaLumn.

YA3BUMOCTb: HegoCTaToK (cnabocTb)
nporpaMmMHoOro (MporpamMHO-TEXHUYECKOrO)

cpeactBa MM CUCTEMbI M CETU B LIENOM,
KoTopbii(as) MoxeT ObITb Mcrnonb3oBaH(a) Ans
peanu3aumm yrpo3 6e3onacHoCT MHOpMaLmK.



MpunoxeHune 2
kK MeToguke oueHKn yrpos
6e3onacHOCTM MHdopMaLmm

PEKOMEHOALUWU
No ®OPMUPOBAHMUIO 3KCMNEPTHOWU
reynnbl U NPOBEAEHUIO
3KCMEPTHOW OLIEHKU NMPU OLIEHKE YIPO3
BE3OMNACHOCTU UHO®OPMALIUA

KayecTtBeHHOE (hopMMpoBaHUE 3KCMEPTHON
rpynnbl CNOCOBCTBYET CHMKEHUIO CYOBEKTUBHbIX
hakTopoB nNpu oueHKe Yrpo3 Ge3onacHoOCTU
MHopMaLmK. 3aHmxkeHne (ocnabneHwne)
aKcnepTamMu MNPOrHO30B M NPeanonoXeHun npu
OLEHKe Yrpo3 MOXEeT MOoBMeyb HacTynneHue
HenporHo3npyemoro (HeoXxungaHHoro) yuwepba B
pesynbtate WX peanu3auuun.  3aBbllleHUEe
aKcnepTamMu MNPOrHO30B M NPeanonoXeHun npu
Mo4enMpoBaHMu yrpos BGesonacHocTu
WHpopMaumMm  MOXeT noBnevyb 3a cobon
HeornpaBdaHHble pacxodbl Ha HenTpanusauumio
(6nokunposaHne) yrpos, SABMAIOLWMXCA
HeaKkTyarnbHbIMU.

Hesasucnmo oT pe3ynbTaTta



dhopMMpoBaHNs IKCMEPTHOM rpynnbl NPU OLEHKE
yrpo3 6e3onacHoCTM MHOpMauun CyLecTBYHOT
CyObEKTUBHbIE dakTopbl, CBSi3aHHblEe c
NCUXONOTMEN MNPUHATUSA peLleHun. OTO Takke
MOXET  NpMBOAUTb  KaKk K  3aHWKEHUIO
(ocnabneHnto), Tak U K 3aBbILLEHNIO (YCUIIEHMIO)
aKcnepTaMu MNPOrHO30B W MPeanorioXeHUn npu
oueHke yrpo3 6e3onacHoCT MHdopMaumm, 4YTo B
CBOKO oO4vepeab MOXET MNPUBECTU K MNPOMNycKy
oTAenNbHbIX yrpo3 6e3onacHoOCT WHGOPMaLMK
N K HeonmpaBAdaHHbIM  3aTpataM  Ha
HenTpanM3auno HeakTyasnbHbIX Yrpo3.

Jlro6oe pelleHune, NpUHMMaemoe
aKcneptamum npu OUeHKe yrpo3 6Ges3onacHocTu
NHGOPMaLMKN, OOMKHO UCXOAUTb M3 NpaBwn, npu
KOTOpbIX HapyWWUTENb HAaxOAMTCA B HaUmy4llmx
yCNnoBuSAX ANns peanusaummn yrpo3bl 6e3onacHocTm
(MprHUMNa "rapaHTMpoBaHHOCTK").

a) hopMupoBaHue IKCNepTHOW rpynnbl

B cocTtaB akcnepTHOW rpynnbl ANt OLEHKM
yrpos 6esonacHocTu nHcpopMaLmm
pekomeHayeTcs BKIOYaTb 3KCMepToB
(He3aBMCMMO OT TOro, peanuayrTcs N PYHKLUM
obnagatens  MHoOpmauuM,  3akasyvMka  u
onepaTopa B pamkax OHOW WM HECKOSbKUX
opraHusauui) oT:

nogpasgeneHns no 3awmute UHdopMaLmm



(o6ecneveHns nHdpopmaunoHHon 6e3onacHoOCTH);

nogpasaenexus, OTBETCTBEHHOIO 3a
umdposyto TpaHchopmauuto (UT-cneumanncTtos);

nogpasgernieHns, OTBETCTBEHHOIO 3a
aKcnnyatauuto ceTen cBsA3N;

noapasaeneHus, OTBETCTBEHHOIO 3a
3KCMnyaTaumio  aBTOMATU3MPOBAHHLIX  CUCTEM
ynpaBneHus;

nogpasgenexHun obnagartensa nHpopmMauun
nnn onepaTopa, OTBETCTBEHHOIO 3a BbINOSIHEHNE
OCHOBHbIX (KpUTHYECKUNX) npoueccos
(6unsHec-npoueccos).

CocrtaB aKcnepToB no peLLeHunio
obnapgartens nHgopmauum nnmn onepaTopa MoxeT
OblTb  OOMOMHEH MMM  YTOYHEH C Yy4eToM
ocobeHHocTen  obnactm  OeAaTenbHOCTUM, B
KOTOPOM (PYHKLUMOHUPYIOT cucTeMbl M cetun. B
YacTHOCTW, Ans oueHKn yrpo3 6HesonacHocTu
WHpopMaumK, peanu3auusa  KOTOpbIX — MOXeT
nprBecTu K hb1HaHCOBbLIM puckam,
pekoMeHayeTca  npuBrekatb  AOMOMHUTENbHO
crneunanucTtoB  9KOHOMMYECKUX  (ChMHAHCOBbLIX)
nogpasgeneHun obnagartens MHoOpMauum unu
oneparopa.

Ona opraHusaumm paboTbl  IKCNEepTHOM



rpynnbi pekoMeHayeTcs onpegensitb
cneyvanucTa no 3awmTte nMHopmMaLmm
(o6ecneyveHunto MHOPMaLIMOHHOM
©e30nacHOCTH), UMEeKoLLEro ctax paboT He MeHee
TpeX neT W MNPaKkTUYECKUN ONbIT  OLEHKK
MHOPMAaLIMOHHBIX PUCKOB. B akcnepTHyto rpynny
ONs oueHkn yrpo3 6esonacHocTU MHGOPMaLUn
pekoMeHayeTcs BKNtOYaTb cneumanucTos,
MMeLLNX onbiT paboTbl HE MeHee OAHOro roga
no COOTBETCTBYHOLLEMY HanpaBneHnto
OEeATenbHOCTN, B KOTOPOM MpPOBOAUTCS OLEHKa
yrpo3 6e3onacHoCT MHGOPMaLUN.

3kcnepTsl JOJTKHbI obnagaTtb
HE3aBUCMMOCTbIO, OCHOBaHHOW Ha OTCYTCTBUM
KOMMepPYEeckoro n (UHAHCOBOTO WHTeEpeca Wnu
OPpYroro [OaBrfieHusl, KOTOpOe MOXEeT oKasaTb
BNUSiHUE Ha nNpPUHUMaeMmble pelweHns. He
pekoMeHayeTcs dopMUpoBaTbL  SKCMEPTHYIO
rpynny u3 y4acTHMKOB, HaxoAsLMXCS B NPSIMOM
NnogYMHEHUN, Tak Kak 3TO MOXEeT HeraTMBHbIM
0o0pa3om MOBMUATL Ha pe3ynbTaT onpeaeneHus
yrpo3 6e3onacHoCT MHGOPMaLUN.

B coctaB akcnepTHOM rpynnbl  AOSKHbI
BXOAUTb HE MEHee TpeXx 3KCNepToB.

0) npoBeaeHMe IKCNEePTHOMN OLLEHKM

Mpv NpPOBEAEHUN  IKCMEPTHOM  OLEHKM
NPUHUMAIOTCA  Mepbl,  HanpaBneHHble  Ha



CHWKEHNE YPOBHS CYObEKTUBHOCTU 7
HeonpeaeneHHOCTU NpY onpeaeneHnn Kaxaon us
yrpo3 6e3onacHoCTV MHopMaLmu.

OKCMEpPTHYID  OLUEHKY  peKkoMeHayeTcst
NpPOBOAUTL B OTHOLLEHUM cneayoLwmx
napameTpoB:

a) HeraTMBHOrO nocneacTeus oT
peanu3auum yrpo3 6e3onacHoCcT! MHopMaLum;

6) uenei HapywwuTenen no peanusayuu
yrpo3 6e3onacHoCTV MHopMaLmnu;

B) cueHapusi OEeWCTBUA HapyLumTenem npu
peanunsaumm yrpo3 6e3onacHoOCT UHpopMaLmu.

OueHky napameTpoB pekomeHayeTcs
NpoBOANTbL OMPOCHBIM METOAOM C COCTaBJIEHUEM
aHKeTbl, B KOTOPOW YyKa3blBalOTCS BOMPOCHI U
BO3MOXHble BapuvaHTbl OTBETa B €AWHOWN
NPUHATON LWKane n3MepeHumn ("HM3KMIN",
"cpegHuin”, "Bblcoknn" nnu "ga", "Het" NN UHbIE
wkanol). lMpn 3TOM BONPOCLI OOMKHbI ObITb
YeTKUMH " OHO3HAa4HO TpakTyeMbiMu,

npeannofiaratb OAHO3HA4YHbIE OTBETHI.

OI'IpOC OKCMEepPTOB BKIKYaeT crneaytowne
aTanbl:

Kaxkablin KCnepT npoBoanT OLEHKY



oLleHMBaeMoro napameTpa (pekoMeHOyeTcs He
MeHee [BYX payHOOB OLEHKM), pesynbTaThl
KOTOPOW 3aHOCATCS B Tabnumuy;

nocne OueHKM KaXabiM U3 3KCNepToB
OT6paCbIBaI'OTCF| MUHUMarbHblE N MakKCUMalibHble
3Ha4YeHus;

onpegendaeTca cpengHee 3Ha4vYeHne
oueHnBaeMoro napamMmeTpa B KaXXaoM payHae;

onpegenaeTca UToroeoe cpegHee 3Ha4veHne
oueHmBaemMoro napameTpa.

Mpumep Tabnuubl pe3ynbTaToOB OLEHKU
napameTpoB



oKcnepThl 3HauyeHne 3HayeHne
OLEHMBAEMOTO OLEHMBAEMOTO
napameTpa (payHg | napameTpa (payHa 2)

1)

QkcnepT 1

okenept 2

aKenepT n

NTorosoe 3Ha4yeHue

MpunoxeHue 3



k MeToauke oLeHKu yrpo3
Ge3onacHoCTn MHopMaLUm

PEKOMEHAOYEMASA CTPYKTYPA
MOQAENN YIPO3 BE3OMNACHOCTU UH®OPMALINA

YTBEP>XOAIO

PykoBoauTenb opraHa
rocygapcTBeHHOMN
BNacTu
(opranunsauumn) unm
NHOEe
YyNONIHOMOYEHHOE
nmuo







Mogenb yrpo3 6e3onacHoCT MHGopMaLmm

HanMEHOBaHWEe CUCTEMbI U (MNK) ceTn
1. O6LwWwme nonoxeHus
Pasgen "Ob6Lwwune nonoxeHna" Coaepxur:

Ha3HayeHve " obnactb JencTeumg
[IOKYMEHTA;

HOpMaTWBHbIEe npaBoBble aKThbl,
MEeTOAMYECKME  [OKYMEHTbl,  HauuoHaslbHble
CTaH4apTbl, MCMNonb3yemble AN OLEHKU Yrpo3
6esonacHoCcTM  MHGOpMauuM 1 paspaboTku
MOAENW Yrpos;

HaumeHoBaHVWe obnagartens MHdopMauuu,
3aKasyuka, onepartopa CUCTEM U ceTel;

nogpasgeneHns,  OOIDKHOCTHble  nvua,
OTBETCTBEHHble 3a  obecneyeHve  3awuThl
MHopmaumm (6e30nacHOCTN) CUCTEM U CeTEN;

HavMeHoBaHue opraHusauuu,
npuenekaemon Ans paspaboTkM mogenu yrpos
©e30nacHOCTN MHopMaLMK (NPU HaNMYnn).

2. OnucaHune cucteMm M ceTem U UX



XapaKTepuUCcTuka Kak 061BLEKTOB 3aWUThbI

Paspen "OnucaHne cuctem un cetem U uUx
XapaKkTepucTuka Kak obbekToB 3awuTbl”
COOEPXKUT:

HauMeHOBaHVWE cUCTEM W ceTel, [Aans
KOTOPbIX pa3paboTaHa moaenb yrpos
6e3onacHOCTN MHOpMaLUK;

Knacc 3alnNLLEHHOCTH, Kateropus
3HA4YNMOCTU cucTemMm n ceTeun, YPOBEHb
3alNLWLEHHOCTN NepCOoHalribHbIX AAaHHbIX;

HOpMaTMBHbIE NMpPaBoOBble akTbl Poccumnckon
depgepaunn, B COOTBETCTBMM C  KOTOPbIMU
cosgatoTca U (Mnn) PYHKUNOHUPYOT CUCTEMbI U
ceTu;

HasHayeHve, 3agjaun (PyHKUUN) CUCTEM W
ceTen, coctaB obpabaTbiBaeMon UHoOpMaUMn U
ee NpaBoOBOW PEXUM;

OCHOBHblE npouecchl  (6usHec-npouecchl)
obnapatensa wuHdopmauuu, onepaTtopa, ANS
obecneyeHus KOTOpPbIX co3fatoTcs
(PYHKLMOHMPYIOT) CUCTEMbI U CETY;

COCTaB M apXUTEKTYpy CUCTEM WU ceTel, B
TOM uucne WHTepdencbl U B3aMMOCBSI3N
KOMMOHEHTOB CUCTEM U CETel;



OnucaHwe rpynn BHELWHUX W BHYTPEHHUX
nonb3oBaTtenen CUCTeM U ceTeu, YPOBHEN UX
NMOMHOMOYUN M TUMNOB AocTyna (B cOCTaB rpynn
nonb3oBaTenen BKIHOYATCHA BCe NONb3oBaTenwu,
ONna  KoTopbix TpebyeTcsa aBTopu3aums npwu
goctyne K MHOPMAUMOHHLIM pecypcam, W
nonb3oBaTtenu, AN KOTopbiX He TpebyeTcs
aBTopu3auusa (Hanpumep, NpegocTaBreH AOCTyn
K canty 6e3 npoxoxaeHusa asTopmusaumm);

onncaHMe  BHELWHUX  UHTepdencoB wn
B3aMMOOENCTBUMN cuctem 7] ceten c
nonb3oBartensmMn (B TOM 4ucne nocpencTBoMm
MaLUWHHbIX HOcUTenen wHdopmauumn, cpeacTs
BBOJa-BbIBOAA, BeOG-NpMNoXeHnn), NHbIMU
cuctemMamMm KU ceTaMu, obecnevynBatoLLUMU
cuctemamm, B TOM vucre ¢ ceTbto "UIHTepHeT";

MHdopmaLmto o] OYHKLUMOHMPOBAHUK
cucTem n ceTten Ha base
WMH(OPMAaLIMOHHO-TENEKOMMYHMKALMOHHON
WHPpacTpyKTypbl LeHTpa 06paboTkn AaHHbIX UMK
obnayHom NHPPaCTPYKTYpbI, o} mMogenu
NpeaoCTaBneHns  BblYUCNUTENbHBLIX  YCNYyr, O
pacnpegeneHuM OTBETCTBEHHOCTM 3a 3aluTy

MHcpopMaLmm mexay obnapartenem
MHcpopMaumKn, onepaTopoM UM MOCTaBLUUKOM
BbIYUCIUTENbHbIX ycnyr, 06 yCroBusx
1CNOMb30BaHNA

MHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHOM



NHGPACTPYKTYpbI LieHTpa 06paboTkun AaHHBIX Unn
obnavyHon WMHMPACTPYKTYpbl MOCTaBLUMKaA YyCnyr
(npn Hanu4umw).

K moaenm yrpos 6esonacHocTu
MHbopMaUMM  MOTyT npunaratbCs CXeMbl U
PUCYHKM, UNMICTPUpYtoLLME cocTaB 7z

apxXuTeKTypy CuUCTeM W ceTen, WHTepdenchl
B3aMMOAENCTBUSA KOMMOHEHTOB CUCTEMbI U CETH,
rpynnel  nonb3oBaTtesien, a Takke gpyrue
NOsICHAIOLLME MaTepumansl.

3. Bo3amoxHble HeraTuBHbIE
nocneacTeus ot peanusauum
(BO3HMKHOBEHMSA) yrpos 6e3onacHocTHn
nHchpopmauum

Paspen "Bo3MOXHble HeraTBHblE

nocneactensa OT peanu3auuun (BO3HUKHOBEHUSA)
yrpo3 6e3onacHocTy nHdopmauun" CoaepknT:

onucaHne BMAOB  puUCKOB  (yLiepbos),
aKkTyanbHblX Ans obnagatens uHdopmaumu,
onepaTopa, KOTOpble MOFyT HacTynuTb OT
HapyweHuss WM  NpekpaweHnss  OCHOBHbIX
NpOoLEeCCOB;

onucaHue HeraTMBHbIX NoCneacTBUN,
HacTynneHne KOTOpbIX B pe3yrnbTate peannsauum
(BO3HMKHOBEHUS) yrpos BGesonacHocTH
NHGOPMALMN MOXET NPMBECTU K BO3HUKHOBEHUIO



puckos (ywepba).

4. Bo3MOXHble 00BLEKTbl BO3AeucTBUA
yrpo3 6e3onacHocTy uHcpopmaumm

Paspen "BO3MOXHble 00 BEKTbI
BO34encTBus yrpo3 6esonacHoctn nHdopmauyun”
COAEPXKMT:

HanuMeHOBaHMS U Ha3Ha4YeHne KOMMOHEHTOB
CUCTEM W CEeTel, KOTOopble HeNnocpeacTBEHHO
yyacTByloT B o6paboTke U XpaHeHuu
3awiaemon nHdopmauum, unm obecneynsaroT
peanu3aumio OCHOBHbIX NPOLIECCOB obGnagartens
MHcbopMaumn, onepaTopa;

onncaHune BMAOoB BO34ENCTBUS Ha
KOMMOHEHTbI CUCTEM WU CeTen, peanun3auusa
KOTOPbIX Hapywutenem MOXeT npuBectn K
HeraTuBHbIM NnocneacTBnAM.

K moaenm yrpos 6esonacHocTu
MHbopMaUMM  MOXKEeT npunaratbCsl Cxema C
oToOpakeHNemM OGbLEKTOB BO3AEWCTBUSI M UX
Ha3Ha4YeHUs B COCTABE apXUTEKTYpbl CUCTEM U
ceTeil.

5. MWcTtouyHuMkm yrpos 6Ge3zonacHoCTH
nHchopmauum

Pasgen "WMcTtouHukm yrpos GesonacHOCTH



MHGOpMaLnN" COOEpPXKNT:

XapaKTepUCTUKY HapyluTenemn, KoTopble
MoryT ABNATbCA MCTOYHMKaMIN yrpos
©e30nacHOCTN MHOPMaLMK, U BO3MOXHbIE LieNu
peanusaumm UMK yrpos ©e3onacHocTn
WHG opMaLmu;

KaTeropuum  akTyamnbHblX  HapywwuTenewn,
KOTOpble MOryT SIBNSITbCA MCTOYHMKAMMU yrpo3
6e3onacHOCTN MHOpMaLUK;

onucaHne BO3MOXHOCTEN HapyluuTenen no
peanusauum MK yrpos 6esonacHocTu
NPUMEHUTENbHO K Ha3HaAYeHWo, COoCcTaBy U
apXMTEKType CUCTEM U CEeTEN.

K moaenm yrpos 6esonacHocTu
MHpopMaUMM  MOTyT  npunaraTbCs  PUCYHKM,
UNMIOCTPUPYIOLLME BO3MOXHOCTM HapyLuMTenen,
1 opyrue nosicHsilLmMe matepuanbl.

6. CnocoObl peanusauumn
(BO3HMKHOBEHMSA) yrpos 6e3onacHocTHn
nHchopmauum

Paspnen "Cnocobbl peanusaumm
(BO3HMKHOBEHNS) yrpos BGesonacHocTH

WHGopmaumn” BKNtOYaeT:

onncaHune cnoco6os peann3aunn



(BO3HMKHOBEHUS) yrpos BGesonacHocTH
NHpopmMaLmu, KoTopble MoryT ObITb
MCNONb30BaHbl HapywMTENnsaMn pasHbiX BUOAOB U
KaTeropwn;

onvcaHue NHTepdencos obbekToB
BO3OENCTBUA, AOCTYMHbIX ANs WCNONb30BaHUS
HapywuTensamMmm cnocoboB peanu3auum yrpos
6e3onacHOCTU MHOPMaLUN.

K Moaenu yrpos ©e3onacHocTn
WHOpMaUMM MOXKET npunaratbCsd CXema C
oToOpaxkeHnem TUMOB NOrMYecknx, U3nNYecKnx
MHTepdencoB OOBLEKTOB BO3AEWCTBUS, B TOM
yncne Tpedyowmnx puandeckoro JocTtyna K HUM,
a TakkKe COOTBETCTBYyWLME MM  CNOCOObI
peanusauuu yrpo3 6esonacHocTy nHdopmauunu.

7. AKTyanbHble yrposbl 6e3onacHocTu
nHchpopmauum

Pasgen "AkTyanbHble yrpo3bl 6€30nacHoOCTH
WHGopmaumn” BKNtOYaeT:

nepeyeHb BO3MOXHbIX (BEPOATHbLIX) Yrpo3
BGesonacHocTn WHpopmMaLmm ans
COOTBETCTBYIOLLMX CMNOCOBOB WX peanu3auun u
YPOBHEN BO3MOXHOCTEN HapyLUUTENEWN;

onucaHune BO3MOXHbIX cueHapues
peanu3auum yrpo3 6e3onacHoCcT! MHopMaLum;



BbIBOAbI 06 aKTyanbHOCTH yrpos
6e3onacHOCTN MHOPMaLUK.

K moaenm yrpos 6esonacHocTu
MHbopMaUMM  MOXKEeT npunaratbCsl Cxema C
oTOOpaXkeHMeM CcLeHapueB peanusaumu yrpos
6e3onacHOCTN MHOPMaLUK.

Mpunoxenuve 4
k MeToguke oLeHKn yrpo3
BesonacHoCcT nHopmauun

BUObI
PUCKOB (YLUEPBA) U TUMNOBbIE
HEFATUBHBIE NOCIEACTBUA
OT PEANTU3ALIUN YTPO3 BE3OMNACHOCTHU
MHO®OPMALIUN

Tabnuuya 4.1



Buabl pucka (ywepba)

Bo3MOXHble TUNOBbLIE HEraTUBHbIE
nocneacTeuA

Yuwepb
domsnveckomy nuuy

Yrposa Xn3Hu nnu 340poBbIo.
YHWKeHne JOCTONHCTBA NIMYHOCTMU.

HapyweHue csoboapbl, nN4HOM
HEMPUKOCHOBEHHOCTH.
HapyweHune HEMNPUKOCHOBEHHOCTU

YaCTHOW XU3HW.
HapylueHne nuyHon, ceMenHon TaunHbl,
yTpaTta 4yecTu u JOBpPOro UMeHu.

HapyweHve TauHbI nepenuncku,
TenedOHHbIX neperoBopos., NHbIX
COOOLLIEHUN.

HapyweHvne wHbIX npaB wu cBoboj
rpaxgaHuHa, 3aKpenneHHbIX B

KoHcTuTyummn Poccuinckon depepauum um




denepanbHbIX 3aKOHaXx.
®drHaAHCOBbIN, WHOW  MaTepuanbHbIn
ywiepb uamyeckomy nuuy.

HapyLwweHne KOHOMAEHUMANbHOCTH
(yTeudka) nepcoHasnbHbIX OaHHbIX.

"Tpasnga" rpakgaHuvHa B cetn
"MHTepHeT".

PasrnawieHMe nepcoHanbHbIX OaHHbIX
rpaxaaH

Puckn
opuanyeckomy nuuy,
nHaOuBMOYyanbHOMY
npegnpuHMMaTento,
CBA3aHHblE c
X03ANCTBEHHON
JesATenbHOCTbIO

HapyLwweHne 3aKoHoJaTenbLCcTBa
Poccuinckon ®epepaumn.
MoTeps (XxuLieHne) OeHEXHbIX CPEeACTB.

Heponony4veHne oXxngaemom
(mporHo3mnpyemomn) NpubbInK.

HeobxoanmocTb AOMNOSTHUTENbHbIX
(He3annaHMpPOBaHHbIX) 3aTtpar Ha

BbiMnaTtbl  wTpadgoB  (HEycToek) wunu




KOMMeHcauun.

HeobxoaumocTtb AONONHUTENBHbIX
(He3annaHMpOBaHHbIX) 3aTpaT Ha 3aKynKy
TOBapoB, paboTt wnn ycnyr (B TOM 4ucne
3aKkynka nporpammHoro obecneveHus,
TEXHUYECKUX CpPEeACTB, Bblewnx u3
CTPOsi, 3aMeHa, HacTpoWka, pPEMOHT
yKa3aHHbIX CpeacTB).

HapywweHne LuTaTHOro pexnma
PYHKLUMOHNPOBAHNA
aBTOMaTU3NPOBAHHOWN cucTeMbl

ynpaBneHns wun ynpasnsemoro obbekta
n/vnun npouecca.

CpblB  3annaHMpOBaHHOM COENKN C
napTHEPOM.

HeobxoanmocTb JONONMHUTENbHbIX
(He3annaHMpPOBaHHbIX) 3artpaTt Ha




| BOCCTaAHOBJ1IEHNE OEATEIIbHOCTHW.

MpogomkerHne Tabnuubl 4.1

Buabl pucka (ywepba)

Bo3MOHble TUNOBbIE HEraTUBHbIE
nocneacTeus

[MoTepsa KNMMeHTOoB, NOCTaBLUUKOB.

[MoTeps KOHKYPEHTHOIO NPenuMyLLecTBa.

HeBO3MOXHOCTb 3akrnoyeHus
[0roBOpPOB, COrnaLleHnn.

HapyweHue genoson penytauuu.

CHwxeHue npecTuxa.

Aunckpeantaums paboTHUKOB.

YTpaTta gosepus.

MpuynHeHne NMYLLLECTBEHHOTO
ywiep6ba.




HecnocobHocTb BbIMOSIHEHUS
AOroBOPHbIX 06513aTENbLCTB.

HeBO3MOXXHOCTb peLleHns 3agad
(peanuzaumm  YHKUNA) WU CHWXKEHWE

3 PEKTUBHOCTHU peLueHus 3apay
(peanusaumu yHKLMI).
HeobxoanmocTb N3MeEHEeHNS

(nepecTpoeHunsi) BHYTPEHHUX npoueayp
ANs OOCTUMXKEHUA LEenen, pelleHnsa 3agad
(peanuzaumm yHKLMI).
MprHATUE HENPABUITbHBIX PELLEHUN.
MpocTon WHGOPMALMOHHON CUCTEMBI
unu ceTu.

My6nukauns HeJOCTOBEPHOM
MHdopMaLmn Ha Beb-pecypcax
opraHusauuu.

Ncnonb3oBaHne BeG-pecypcoB  Ans




pacnpocTpaHeHust " yrnpasneHuns

BPEAOHOCHbBIM NporpaMmHbIM
obecneyeHnem.

Pacceblinka NHPOPMaLIMOHHbIX
coobLeHnn C NCNonb30BaHMEM

BbIYUCIIUTENBHLIX MOLLHOCTEN onepatopa
N (Un) OT ero NMeHu.

YTeyka KOHpMAEeHUManLHom
MHopMauun  (KOMMEPYECKON  TaWHBbI,
CeKpeToB NPOU3BOACTBA (HOy-Xxay) v Ap.)

Yuwepb
rocygapcrsy B
obnactn obecne4yeHus
00OOpOHLI CTpaHbil,
©e3onacHocTu
rocyaapcrsea "

npasornopsaaka,

a

MpnunHeHne  ywepba  XU3HKU U
340pOBbLI0 NIOAEN.

MpekpawieHne nnm HapyLleHue
PYHKLUMOHNPOBAHNSA 00bekToB
obecneyeHns XN3HeOeaTenbHOCTH
HacerneHus.

MpekpaLyeHne nnm HapyLleHue




Takke B coUMarbHON,
3KOHOMMYECKOWN,
MOJINTUYECKOWN,
3KONOrn4YecKon
chepax eaTenbHOCTH

PYHKUMOHNPOBAHMSA 006BbeKToB
TPaHCMOPTHOM NHPPACTPYKTYPbI.

MpekpaLyeHne nnm HapyLleHue
PYHKUMOHNPOBAHMA  rOCYOapPCTBEHHOro
opraHa B yacTu HEeBbINOSTHEHUSA
BO3MOXEHHOM Ha Hero dyHKUUK
(nonHomMouus).

MpekpaLyeHne nnm HapyLleHue
DYHKUMOHNPOBAHUSA CETU CBA3WN.
OTtcyTcTBHE aocTyna K

rocygapCTBeHHOW ycnyre.

HapylwieHne ycnoBumn mexayHapoaHOro
porosopa Poccuinckon depepauuun, cpbiB
neperoBopoB nnu noanucaHuns
nnaHnpyemMmoro K 3aKNYEHNIO
MeXayHapogHoro paorosopa Poccumnckon
depepauyum.




MpogormkeHne Tabnuubl 4.1

Buabl pucka (ywepba)

Bo3MOXHble TUNOBbLIE HEraTUBHbIE
nocneacTBuA

CHuxeHune YPOBHS joxopa
rocygapcTBeHHOMN Kopnopauuu,
rocygapCTBeHHOM opraHusauuu nnm
opraHusaumm c rocygapCTBeHHbIM
y4yacTtuem.

BosHukHOBeHMe yuwepba OGrogxetam
Poccuinckon ®epepaunn.

MpekpaLwieHne nnm HapyLleHue
npoBedeHUs KNuMeHTaMu onepauui no
BGaHKoBCKMM cyeTam u (Mnn) 6e3 oTKpbITUA
OaHKOBCKOro cyeta wunuM onepauun B




CUCTEMHO 3Ha4YMmon KpeauTHON
opraHusauum, onepaTtopom ycnyr
NnraTeXXHOM UHAPPACTPYKTYPbl CUCTEMHO U
(Mnn) coumanbHO 3HAYUMBLIX MNNATEXHbIX

cucTem, CUCTEMHO 3Ha4YMMom
NHPaCTPYKTYPHOM opraHusaumen
dMHAHCOBOIO PblIHKA.

BpeaHble BO3OenNcTBUsA Ha
OKpY>KatoLLyto cpeay.

MpekpaLieHne nnm HapyLleHue

(pYHKUMOHMPOBAHMS MYyHKTa YnpaBneHus
(CUTyaUMOHHOrO LiEHTPA).

CHwxeHune nokasareneu
rocyaapCTBeHHOro 060poHHOro 3akasa.
MpekpaLyeHne nnm HapyLleHue

PYHKLUMOHNPOBAHNA MHOPMaLIMOHHON
cuctembl B obnactm  obecnedyeHus




00OOpPOHLI CTpaHbil, ©e3onacHocTn
rocyaapcTsa 1 npaBonopsiaka.

HapywweHne 3aKoHOoOaTenbLCTBa
Poccunckon denepauun.
My6nukauns HeJOCTOBEPHOM

coumaribHO 3HayuMonm WHopMauun Ha
Beb-pecypcax, KoTopasi MOXeT NPUBECTU K
couManbHON  HanpsPKeHHOCTW,  NaHuKe
cpean Hacenenusa n ap.

HapyLwweHne LUTATHOro pexuma
PYHKLUMOHNPOBAHNA
aBTOMaTM3NPOBAHHOWN CUCTEMbI

yrnpaBrneHMst 1 ynpaBnsiemoro obbekta
nvinn npouecca, ecnM 3TO0 BegeT K
BblBOOY W3 CTPOS  TEXHOMOMMYECKMX
0OBEKTOB, UX KOMMOHEHTOB.

HapyweHune 06LWeCTBEHHOrO




npasonopsaka, BO3MOXHOCTb NOTEPU UMK
CHMXKEHMUA YPOBHS KOHTpONS 3a
00LLECTBEHHbBIM NPABONOPSLKOM.

HapyweHune BbiGopHOro npouecca.

OrtcyTtcTBHe BO3MOXXHOCTH
onepaTUBHOrO OMOBELLEHNSA HaCEeNeHns o
4Ype3Bbl4anHOW CUTyaLUUMN.

OpraHmsauma nukeToB, 3abacTOBOK,
MUTUHIOB U OPYrnX akuun.

MaccoBble yBOMbHEHUS.

YBennyeHne konuyectsa xanob B
opraHbl rocygapCTBEHHOW Bfactu wunu
opraHbl MECTHOIO camMoyrnpaBneHus.

lMosiBneHne HeraTUBHbIX Ny6nukauuni B
00LeA0CTYMHbIX NCTOYHMKAX.

MpogormkeHne Tabnuubl 4.1




Buabl pucka (ywepba)

Bo3MOXHble TUNOBbLIE HEraTUBHbIE
nocneacTBuA

CospaHune npeanocbINOK K
BHYTPUNONNTUYECKOMY KPU3UCY.

OkoH4YaHue Tabnuubl 4.1

Buabl pucka (ywepba)

Bo3MOXHble TUNOBbLIE HEraTUBHbIE
nocneacTeBuA

[ocTyn K nepcoHanbHbIM  AaHHbIM
COTPYAHWKOB OpraHoB rOCyaapCTBEHHOM
BMacTu, YMNOJMIHOMOYEHHLIX B obnacTtu
obecneyeHna obGoOpoHbI, 6e3onacHOCTU K
npasonopsiaka, BbICIUUX  OOMKHOCTHbIX




MWL, TOCyQapCTBEHHbIX OPraHoB W OpPYrux
NNL, roCcyAapCTBEHHbIX OPraHoB.
[locTyn K cuctemam U CeTsM C LEenbio

HEe3aKOHHOro NCMNONb30BaHUSA
BbIYMCITUTENbHbIX MOLLHOCTEN.

Vicnonb3oBaHue Beb-pecypcoB
rocygapcTBEHHbIX opraHoB ans
pacnpocTpaHeHus n yrnpaBneHus
BP€OOHOCHbLIM nporpamMmmMHbIM
obecneyeHunem.

YTeyka uHdoOpMauMmM OrpaHUYeHHOro
AocTtyna.

Hel'lpeLI,OCTaBJ'IeH nme rocyaapCrtBeHHbIX
ycnyr




YkazaHHble TUNOBbIE HeraTUBHble
nocneacTeus oT peanusauum yrpos
6esonacHocTU nHpopMaLmm noanexar
KOHKpeTM3aumMm M MOryT AOMOSHATLCA OPYrUMu
HeraTUBHbIMU NOCNEACTBUSIMU B 3aBUCUMOCTM OT
ocobeHHocTell  obnactu  fesiTenbHOCTU, B
KOTOPOW (PYHKLIMOHUPYET CUCTEMA U CETb.

IMpunoxeHue 5
k MeToguke oLeHKn yrpo3
BesonacHoCcT nHopmauun

NMPUMEPbI .
ONPEAEJIEHWA OB BbEKTOB BO3OENCTBUA
n BUOOB BO3OENCTBUA HA HUX

Tabnuuya 5.1



HeratmBHble | OObeKkTbl BO3AENCTBUSA Buabl Bo3gencTeus

nocneacTeus

Pasrnawenne |basa JaHHbIX | YTe4uka

nepcoHanbHbIX | MHPOPMAaLIMOHHOM NAEHTUGMKALNOHHON

AaHHbIX cucTeMbl, cofepXallasa | MHopMmaumm rpaxaaH u3s

rpaxgaH (Y1) NOEHTUMUKALUMOHHYO | 6a3bl AaHHbIX
MHdOpMaLUIO rpaXKaaH
YpaneHHoe YTeuka
aBTOMAaTU3NPOBAHHOE | UOAEHTUUKALNOHHOM
paboyee mecto (APM)|uHdopmauum rpaxgaH c
nonb3oBarens APM nonb3oBartens
Jinhna ceasn wmexay |lNepexsaTt  uMHopmauuu,
CEPBEPOM  OCHOBHOrIO | coaepKallen
LueHTpa 00paboTKM | MOAEHTUDUKALNOHHYIO




AaHHbIX W CepBepPOM
pe3epBHOro LeHTpa
00paboTkM AaHHbIX

NHdOpMaLnIO rpaxgaH,
nepegaBaemMoun Mo NNHUAM
CBA3N

Beb6-npunoxeHne

HecaHKUMoHMpOBaHHbIN

MHGOPMaLMOHHON [ocTyn K
CUCTEMBbI, NAEHTUGMKALNOHHON
obpabaTbiBatoLLen NHdopMauun rpaxkgaH,
NOEHTUMUKAUNOHHYKO | cogepallencs B
nHdopMauuio rpaxgaH | Beb-npunoxeHmn
MHGOPMaLIMOHHON
CUCTEMBI
XueHne BaHk-knueHT HecaHkunoHnpoBaHHas
JEHEXHbIX nogmMeHa JAaHHbIX,
cpencTs co cogepxawmxca B
cyeTa pekBu3mTax nnaTexHoro
opraHusaumm nopyyeHus




(¥2)

APM donHaHcoBOro

avpekTopa

HecaHkunoHnpoBaHHasi
Moaundmkauus
MHdOpMaLUUKM B NNaTEeXHbIX
pacnopsiKeHnsax n

OoTnpaBka HEeOOCTOBEPHbIX
pPacnopsiKeHU OT MMEHU
OMHAHCOBOIro AMpeKkTopa

ONEKTPOHHbIN Moaudukaums

NOYTOBbIN AWMK | MHpopMaLnn B NiaTeXHbIX

PMHaAHCOBOIO pacrnopsiKeHnsax "

anpekTopa oTnpaBka HeOOCTOBEPHbIX
pacnops>keHnr OT WMEHNU
oMHAHCOBOIo AMpeKTopa

APM rnasHoro | NoameHa JaHHbIX,

Oyxrantepa

cogepXalluMx  PeKBU3UTbI




NAaTeXHbIX MOPYYEHUN W
apyron nraTexxHomn
nHopmauum  Ha  APM
rmaBHoro dyxrantepa

OkoHyaHune Tabnuubl 5.1

HeratmBHble | OObeKTbl BO3AENCTBUSA Buabl BO3gencTeus

nocrnencTeus

CpbiB APM pykosoautens | Moandgukaums

3annaHnpoBaH |opraHusauuu WHoOpMauun U1 oTnpaBka

HOW cOenkn c ANIEKTPOHHbLIX  MMceM  C

napTHepom (Y2) He4O0CTOBEPHOM
WHdopMauuen OT UMEHU
pykoBOOMTENS
opraHusaumm




OJIEKTPOHHbIN

Moaundukaumsa

NOYTOBbIN AWMK | MHpopMaumm 1 oTnpaska
pykoBoAUTENS ANIEKTPOHHbLIX  MUCEM  C
opraHusaumm HeJOCTOBEPHOM
nHdopMaumnen OT MUMEHU
pykoBoaUTENS
opraHusaumm
3arpsisHeHus KoMMyTaunOHHbIN HecaHkunoHnpoBaHHas
OKpYyXatoLen KOHTponnep Ans | moandukaumns
cpeapl n | ynpasneHus (n3meHeHune) NOTNKN
BOOOEMOB B | aBapUNHbIMU paboThbl nnu yCTaBOK
pesynbTate 3aBWKKaMM B | KOMMYTaLMOHHOIO
pasnuBa HedTU | HepTenpoBoae KOHTponnepa, KoTopasi

n3
HedTenpoBoaa
(Y3)

NPUBOANT K OTKPbITUIO (1NN
He 3aKkpbITUI0) aBapUNHON
3a4BVXKKN MpU HapyLleHuu




repMmeTn4HoOCTuU

HedTenpoBoga
Mporpammmnpyembiin HecaHkunoHnpoBaHHas
NOorn4yecknmn Moaudmkauus
koHTponnep (MJK) gns | (n3meHeHne) NOTUKN
ynpasrneHus pabotbl unu ycrtasok [MJIK,

HaCOCHbIMU CTaHUNAMU

KoTopas npueoauT K
BKIHOYEHNIO (nnu He
OTKITHOYEHMIO) HaCOCHOWN
CTaHUMM Npu  3aKpbITON
aBapuMHOM  3a4BUXKe B

HedTenpoBoe

APM onepatopa HecaHkunoHnpoBaHHast
oTnpaska KOMaHA,
npueoasLas K

HecpabaTblBaHUIO CpPeacTB




aBapUMHOW 3aLlLmTbl U (UNKn)
K n3ameHeHuto norvkm MNIK

Henpegocta
BMNeHune
rocyaapCcTBeH
HbIx ycnyr (Y3)

Beb-npunoxeHue

OTtkaz B 0bBcnyxvmBaHuUu

noptana BEO-NpUNoXeHns
rocyaapCTBEHHbIX

ycnyr

Cuctema ynpaeneHus |[logmeHa mHdoOpmaumm Ha
COAEPKNMbBIM CTpaHuuax noptana Ha
Be6-npunoxeHums HEeJOCTOBEPHYIO

(canTa) noptana

rocyaapCTBEHHbIX

ycnyr

CepBep 6anaHcuposkn |[OTkaz B 0b6CnyXMBaHUM

Harpyskm Ha

BebO-npunoxexHne

BEO-NpUNoXeHns




(canT) noptana

rocy4apCTBEHHbIX

ycnyr

Cepsep Otkaz B 0b6cnyxmBaHum
BEO-NpUNoxeHns BEO-NpuUnoxeHns

(canTa) noprtana

rocyaapCTBEHHbIX

ycnyr

CepBep ©0a3 pgaHHbIX
noprtana
rocygapcTBEeHHbIX

ycnyr

OTtkas B o0obcnyxvsBaHun
cepBepa yrnpaBneHus
©a3amun gaHHbIX

NMoameHa wHMopMauun B
©asax JaHHbIX Ha
HeJOCTOBEPHYIO




YTeuka nepcoHanbHbIX
AaHHbIX rpaxaaH




MpunoxeHune 6
kK MeToguke oueHKn yrpos
6e3onacHOCTM MHdopMaLmm

BO3MOXHbIE LIENTA
PEANMU3ALUN YITPO3 BE3OIMNACHOCTH
MHO®OPMALIUN HAPYLUUTENAMMU

Tabnuuya 6.1



N Buabi KaTero Bo3moxHble uenu peanusayum
BUA HapywmTens pun yrpos 6esonacHocTu
a HapyLu MHopmMaLnm
Tens

1 | CneuuarnbHble BHewHuin | HaHeceHne yuiepba rocygapcTBy

Cny>Obl B obnactu obecneyeHns

WHOCTPaHHbIX 0BOpPOHbI, BesonacHocTH n

rocyaapcTs npaesonopsgka, a Takke B WHbIX

OTAENbHbIX obnactax ero

nOeAaTefnibHOCTHU nnn CeKTopax
OKOHOMUKWN, B TOM yucne

avckpeauntaumsa nnm
pectabunusauma  OeaTenbHOCTU
OTAENbHbIX OpraHoB
rocygapcTBeHHOMN BNacTu,

opraHusaumn, nonyyeHue




KOHKYPEHTHbIX MPenuMyLLEeCTB Ha
YypOBHE  rocydapcTBa,  CpblB
3aKIYeHns MeXayHapoOHbIX
[L0r0OBOpPOB, co3gaHue
BHYTPUMONUTMYECKOTO Kpuanca

Teppopuctude
cKkue,
3KCTPEMUCTCKME
rpynnmMpoBKU

BHewHun

CoBepLueHne TeppopUCTUHECKNX
aKTOB, Yrp03a XXWU3HUW rpaXkaaH.
HaHeceHne yuwepba oTaenbHbIM
chepam  OeATenbLHoOCTU nnm
cekTopam 9KOHOMMKU
rocygapcTsa.

HecTtabunusaumsa obuiecTsa.
Hectabunusauma OearenbHoCTU
opraHos rocyaapCTBeHHOM
BflacTu, opraHusayum




MpecTynHble BHewHun |MonyvyeHne  duHaHCOBOW  UNK
rpynnbl WHOM MaTepuanbHOW BbIrOAbl.
(KpMMUHarbHbIE XKenaHnve camMmopeanunsaunu
CTPYKTYpbl) (noaTBepxaeHue ctatyca)
OtaenbHble BHewHun |NonyyeHve duHaHcOBOW  unu
dusnyeckme WHOW MaTepuasibHON BbIrobl.
nuua (xakepobl) JMobonbITCTBO MK XXenaHue

camopeanusauum

(noaTBEpKOeHME cTaTyca)
KoHkypupytowme | BHewHun | MNonyyenue KOHKYPEHTHbIX
opraHusauum npenmyLLecTs.

Mony4yeHne  doumHaHCOBOWM
WHOM MaTepuanbHOW BbIroabl

nnn




PaspaboTunkn
NporpamMmMHbIX,
nporpaMmmHo-a
nnapaTtHbIX
cpencTs

BHyTpeH
HUW

BHegpeHue AOMNONHUTENBHbIX
YHKUMOHASbHbIX BO3MOXHOCTEN
B nporpaMmMHble nnm
nporpaMmmHo-annapaTHble
cpeacTtea Ha aTane pa3paboTku.
Mony4yeHue KOHKYPEHTHbIX
npenmyLLecTs.

Mony4yeHne duHaHCOBOW UMK
WHOM MaTepuanbHOW BbIrOAbI.
HenpegHamepeHHsble,
HEOCTOPOXHbIE nnm
HekBanMuUMpoBaHHbIE
JencTBus

OkoH4aHue Tabnuubl 6.1




N Buabi KaTero Bo3moxHble uenu peanusayum
BUA HapywmTens pun yrpos 6esonacHocTu
a HapyLu MHopmMaLnm
Tens

7 |Nwnua, BHewHun |NonyyeHve duHaHcOBOW  unu
obecneunBato WHOW MaTepuasibHON BbIrobl.
wme nocTaBky HenpegHamepeHHsble,
NpOrpaMmHsbIX, HEOCTOPOXHbIE nnu
nporpaMmHo-a HekBanMuUMpoBaHHbIE
nnapaTtHbIX JencTBuS.
CpeAacTs, MonyyeHue KOHKYPEHTHbIX
obecneynBato NpeMMyLLecTB

LLNX CUCTEM




MocTaBLumKn BHyTpeH |[lonyyeHne uHaHCOBOM UK
BbIYNCINTENBHbIX HUW WHOM MaTepuanbHOW BbIrOAbl.
ycnyr, ycnyr HenpegHamepeHHsble,
CBA3N HEOCTOPOXHbIE nnm
HekBannuduuMpoBaHHbIe
JencTBuA.
Mony4yeHue KOHKYPEHTHbIX
npenmyLLecTB
Jnya, BHyTpeH |[lonyyeHne uHaHCOBOM UK
npuBrekaemMble HUW WHOM MaTepuanbHOW BbIrOAbl.
Ans yCTaHOBKW, HenpegHamepeHHsble,
HaCTPOWKM, HEOCTOPOXHbIE nnm
UCMbITaHWN, HekBanuduuMpoBaHHbIe
nyckoHanago JencTBuA.
YHbIX WU WHbIX Mony4yeHue KOHKYPEHTHbIX
BMOoB paboT npenmMyLlecTs




10 |Jlvya, BHyTpeH |[lonyyeHne uHaHCOBOM UK
obecneynBato HUN WHOM MaTepuanbHOW BbIrOAbl.
wue HenpegHamepeHHble,
dYHKLMOHNPOBA HEOCTOPOXHbIE nnm
HMe cuctem U HekBannUUMpoBaHHbIE
ceTen nnm JencTBus
obecneymBato
wme CUCTEMDI
onepartopa
(agMuHMCTpaums,

OXpaHa,
ybopLmku u T.4.)

11 | ABTOpU3oBaHHble | BHyTpeH |[lonydyeHne duHaHCOBOWM  mNu
nonb3oBaTtenu HUK WHOW MaTepuaribHOW Bbirogbl.
CUCTEM U ceTen JlobonbITCTBO MU XenaHue

caMopeanunsauunu




(noaTBepxaeHue ctaTyca).

MecTb 3a paHee COBEpLLEHHbIE
JencTBuS.

HenpegHamepeHHble,
HEOCTOPOXHbIE unm
HekBanMuUUMpoBaHHbIe
OEeNncTBus

12

CuctemHble
aAMUHUCTPATOPBI
n
agMUHUCTPATOPbI
©e3onacHocTH

BHyTpeH
HUN

[MonyyeHne uHaHCOBOM UK
MHOW MaTepuaribHOW Bbirogbl.
JlobonbITCTBO  UNN  XenaHue
camopeanunsaumm
(noaTeepxaeHue ctatyca).

MecTb 3a paHee COBepLUEHHbIE
DEencTBuS.

HenpegHamepeHHble,
HEOCTOPOXHble nnu
HekBannduumMpoBaHHbIe




OEeNncTBus

13

bbiBLWNE
paboTHUKN
(nonb3oBartenu)

BHelwHun

[MonyyeHne uHaHCOBOM UK
MHOW MaTepuaribHOW Bbirogbl.

MecTb 3a paHee COBEpLUEHHbIE
JencTBus




YkazaHHble BO3MOXHbIe Lenv peanusaumm
yrpo3 6e3onacHOCTM WHdopMaumMn noanexat
KOHKpeTM3aumMm M MOryT AOMOSHATLCA OPYrUMu
uensMuM B 3aBUCUMOCTM OT OCOGEHHOCTEMN
obnactu AesTENbHOCTH, B KoTOpOM
(PYHKLUMOHMPYIOT CUCTEMBI U CETU.

Mpn oueHke BO3MOXHOCTEW HapyLiMTenen
HeobxoOuUMO MCXOOUTb M3  TOro, YTO Ans
MOBLILEHUA  YPOBHSA  CBOMX  BO3MOXHOCTEN
HapywwuTenu 1 Buga MoryT BCTynaTtb B CroBop C
HapywwuTenamm 5, 6, 7, 8, 9, 10, 11, 12 Bugos.
Hapywwutenn 2 Buga MoryT BCTynaTb B CrOBOp C
HapywwuTenamm 10, 11, 12 Bngos. Hapywutenu 3
BMAa MOryT BCTynaTb B CrOBOP C HapyLUMTENsMM
10, 11, 12 BugoB. B cnyyae npuHATMS Takux
NpeanonoXeHUn Lenn 1n ypoBHU BO3MOXHOCTEN
HapyLwwmTenen nognexar o6beguHEHNIO.

Mpunoxenuve 7
k MeToguke oLeHKn yrpo3
BesonacHocT nHdopmauun

NPUMEP
OLIEHKW LIENEV PEANIM3ALIUM
HAPYLUMTENSIMU YTPO3 BE3OMACHOCTY



MH®OPMALUM B SABUCUMOCTU OT
BO3MOXHbIX HEFTATUBHbIX
NOCNEQCTBUA U BUOOB YLLUEPBA OT UX
PEANMU3ALUU
(NS roCYOAPCTBEHHOM
MHOOPMALIMOHHON CUCTEMBbI)

Tabnuuya 7.1



Buabi

Hapy
wmnTenen

Bo3moxHble Lenu peanusaumm yrpos
6e3onacHocTM nHopmaumn

HaHece
Hue
yuwepba
dusmye
CKOMY

nmuy

Hanece
Hue
yuwepba
topuanye
CKOMY
nuuy,
nHan
BMayanb
HOMY
npeanpu
HMMAa
TEento

HaHeceHue
ywepba
rocygapcrey B
obnactu
obecneyvyeHuns
000pOHbI CTpaHbl,
©e3onacHocTu
rocygapcrsa u
npasonopsaka, a
Takke B
coumarnbHon,
3KOHOMMUYECKOMN,
MONMUTUYECKOWN,
3KONOrnM4eckKom

CooTtBeTcTBME
Lenewn Bugam
pucka (ywepba)
N BO3MOXHbIM
HeraTUBHbIM
nocneacTemsamM




cepax

AeATenbHOCTU
Cneumu + Y3 <**>
anbHble (auckpeanTaums (HapyweHune
Cnyx0bl nnu PYHKUNOHN
WMHOCTpaH Aectabunusaums poBaHus
HbIX AEATENbHOCTH rocyaapcTBeH
rocyga opraHa HOro opraHa,
pcTB rocyaapCTBEHHOW | AMcKpeauTaums
Bnactu <*>) JEeATEeNbHOCTU
opraHa
rocyaapcTBeH
HOW BNacTwn)
Teppopu + Y3
cTnye (nectabunusaums (oTcyTcTBUE
cKkue, AEATENbHOCTHN aocTyna K




aKCTpeMmn OpraHos coumanbHoO
CTCKune rocygapCTBEHHOM 3HAYNUMbIM
rpynnupo BacTu, rocyaapcTBeH
BKM opraHusauun) HbIM yCrnyram)
MpogormkeHne Tabnuubl 7.1
Buabi BoamoxHble Lenu peanusauum yrpos CooTBeTcTBUE
Hapy 6e3onacHoCTM MHGOopMaLmn uenen sngam
lmTene pucka (ywepba)

HaHece
HVe
yuwiepba
dusnye
CKOMY

nuy

HaHece
Hue
ywepba
topuanye
CKOMY
nmuy,
NHAN

HaHeceHue
ywepba
rocyaapcTey B
obnactu
obecneyvyeHus
0OOpOHbI CTpaHHbI,
©e3onacHocTu

M BO3MOXHbIM
HeraTMBHbIM
nocrneacTtBunam




BMayanb rocygapcrea u
HOMY npasonopsaka, a
npeanpu Takke B
HUMa couuanbHon,
Teno 9KOHOMMYECKOMN,
NONMMTUYECKOMN,
3KOII0rn4yeckom
chepax
AEeATeNnbHOCTU
Mpecty + + + Y1
MHble (nonyye | (nonyye (>xenaHwne (HapyweHune
rpynnbl HVe Hue camopeanu3oBaTb | KOH(uaeHuma
(kprmn domHaHCco | PUHaHCO cs) NbHOCTH
HanbHblEe BOW BOWM nepcoHarnbHbIX
CTPYKTY BbIrogbl | BbIroApl AaHHbIX
pbl) 3a cyeT | 3acyer rpaxkgaH)
KpaXv n | MUCnosb Y2




npoaaxwu
nepco
HanbHbIX
JaHHbIX
rpa
KAaH)

30BaHuA
BblYMCNU
TenbHbIX
MOLLHO
cTen
cepse
poB
rocyaa
pCTBEH
HOW
NHopma
LINOHHOMN
cucTemMsbl
ans
ManHU
Hra
KpunTo

(HapyweHwue
JenoBoun
penyTtaumm)
Y3
(opraHunsauus
MUWUTUHIOB,
3abacToBok
n3-3a
nyoénukauyunm
HeOCTOBEPHOM
MHdopMaLnn)




BantoTbl)

Otnenb + + Y1
Hble (kena | (nonyde (HapyweHune
doumsnye Hne Hne NMNYHOMN,
CKne camopea | oMHaHCOo ceMenHoun
nuua nmso BOW TaWHbI, yTpaTa
(xakepbl) | BaTbcA) | BbIroAbl 4ecTu U
3a cyet Ao6poro nmeHn)
Kpaxku n Y2
KOMMe (yTeuka
pyeckomn KOMMeEpPYECKOoW
TalHbl) TalHbl; NoTeps
KNMMEHTOB)
KoHkypu - - -
pyroLune

opraHusa




w |

MpogomkeHne Tabnuubl 7.1

Buabl Bo3moxHble Lienu peanusauumn yrpos CooTBeTCcTBUE
Hapy ©6e3onacHocTM nHpopmaumn uenen sngam
lmTenen pucka (ywepba)

HaHece | HaHece HaHecenue N BO3MOXHbIM
H1e Hne ywepba HeraTUBHbLIM
ywepba | ywepba rocynapctsy B | nocrnenctsusiM
dusnye | topugmye obnactu
CKOMY CKOMY obecneyeHns
niuy nuuy, 0OOpPOHbBI CTPaHHI,
NHAON ©e3onacHocTn
BMAyarnb rocygapcTea u
HOMY npasonopsaka, a
npeanpu Takxke B




HUMa coumarnbHon,
Tento 3KOHOMMUYECKOMN,
MONTMTUYECKOWN,
3KONOrM4yeckou
chepax
AeATeNbHOCTU
Paspabo + + Y2
TUYNKN (nepe (BHEeOpeHve (Hepononyye
nporpa Aava AOMNOSTHUTENbBHBIX | HUE OXnaaeMomn
MMHbIX, NHpopma | PYHKLUMOHAmNbHbIX npnbbinn)
nporpa Lummn o BO3MOXXHOCTEN B Y3
MMHO-a topngude | nporpaMmHble nnn | (HapyLleHue
nnapa CKOM nporpaMmmHo-a dPYHKLMOHN
THbIX nuiue nnapaTHble poBaHnA
cpencTts TpeTbUM | CpefCcTBa Ha dTane | rocyaapCTBeH
nuuam) pa3paboTku npu HOro opraHa,
BCTYNS€HUN B anckpegutauus




CroBop co
crneumanbHbIMU
cnyx6amm
NHOCTPaHHbIX
rocygapcrB)

AeATeNbHOCTH
opraHa
rocyaapcTBeH
HOW BnacTwn)

Jlvya,
obecneyun
BatoLLune
nocTaBKy
nporpa
MMHBIX,
nporpa
MMHO-a
nnapa
THbIX
CpeAacTs,
obecneun




BaloLLINX
cuctem

MNocTa
BLLIMKN
BblYUCIIN
TenbHbIX
ycnyr,
ycnyr
CBA3N

Jlnya,
npuene
Kaemble
ans
yCTaHo
BKM,
HacTpoun




KW,
nucnoita
HUN,
nycKoHa
nago
YHbIX U
MHBbIX
BMOOB
paboT
MpogormkeHne Tabnuubl 7.1
Buabi BoamoxHble Lenu peanusayum yrpos CooTBeTcTBUE
Hapy 6e3onacHocTM nHopmaumn uenen smagam
lwmTenen pucka (yuiepba)
HaHnece | Hanece HaHeceHue 1 BO3MOKHbBIM
H1e Hne yuiepba HEraTUBHbLIM




yuwiepba
domsnde
CKOMY

nuy

yuwepba
topngude
CKOMY
nmuy,
NHAN
BMAyarnb
HOMY
npeanpu
HMUMa
Ten

rocyaapcTey B
obnactu
obecneyeHuns
0OOpOHbI CTpaHHI,
©e3onacHocTH
rocygapcTea u
npaesonopsaka, a
Takke B
coumarnbHoOn,
3KOHOMMUYECKOWN,
NONMMTUYECKOMN,
3KOJTIOrM4yeckom
cepax
DEeATenbHOCTH

nocrneacTtBunam

Jlnua,
obecneuu
BaroLmne




DYHKLIN
OHUpoOBa
Hue
cucteM m
ceTen
nnu
obecneun
BawoLme
CUCTEMBI
onepa
TOpa
(agMuHM
cTpauus,
oxpaHa,
y6o
PLWNKN  1”
T.4.)




ABTOpPU30 + - - Y1
BaHHbIE (Henpe (dovHaHcoBbIN,
nonb3oBa | AgHame NHOW
Tenm PEHHbIE, MaTepuarnbHbIi
cucTem u Heo ywiep6
ceten CTOpO donanyeckmum
YKHble niuam)
nnu
HekBa
nngou
umpoBaH
Hble aen
CTBMS)
Cucre + + + Y1
MHblE (mectb | (nroBonbl (nonyyeHune (dovHaHcoBbIN,
agMVHW | 3a paHee | TCTBO domHaHCOBOW Unn NHOM




cTpaTopbl
n
aaAMUHN
cTpaTopbl
Oesona
CHOCTHU

coBe
pLUEH

Hble Oen
CTBUS)

nnn
XenaHue
camopea
nmnsaunn)

NHOM
MaTepuanbHOW
BbIrobl npwu
BCTYMMNEHUN B
Croeop c
NpecTynHown
rpynnomn)

MaTepuanbHbIn
yLiep6
dom3n4eckmm
nmuam)

Y2
(HEBO3MOXHO
CTb 3aKM4YeHUs
[0roBOpOB,
cornatleHunin)
Y3
(yTeuka
MHdopMauun
OrpaHN4YeHHoro
aoctyna)

OxkoH4aHue Tabnuubl 7.1




Buabi

Hapy
wmnTenen

Bo3moxHble Lenu peanusaumm yrpos
6e3onacHocTM nHopmaumn

HaHece
Hue
yuwepba
dusmye
CKOMY

nmuy

Hanece
Hue
yuwepba
topuanye
CKOMY
nuuy,
nHan
BMayanb
HOMY
npeanpu
HMMAa
TEento

HaHeceHue
ywepba
rocygapcrey B
obnactu
obecneyvyeHuns
000pOHbI CTpaHbl,
©e3onacHocTu
rocygapcrsa u
npasonopsaka, a
Takke B
coumarnbHon,
3KOHOMMUYECKOMN,
MONMUTUYECKOWN,
3KONOrnM4eckKom

CooTtBeTcTBME
Lenewn Bugam
pucka (ywepba)
N BO3MOXHbIM
HeraTUBHbIM
nocneacTemsamM




cepax
AeATeNbHOCTH

BbbiBLLIME
(yBoneH
Hble)
pabo
THUKN
(nonb3o
BaTenu)




<> Mpumepsbl BO3MOXHbIX uenen
peanunsaumu yrpo3 6e3onacHocTn uHdopmaumm c
yyeTom obnactm [OedtenbHOCTW, B KOTOpPOW
OYHKLNOHMPYIOT CUCTEMBI n cetu,
onpegeneHHble B COOTBETCTBUN C NPUNOXKEHNEM
6 K HacToswen MeTtoauke.

<**> [MpuMepbl conocTaBneHnss BO3MOXHbIX
uenenm  peanusaumm  yrpo3  6esonacHocTu
WHpopmaumm c Bugamm yuwepba (pucka) w
BO3MOXHbIMWU HeraTuBHbIMKU MOCNEACTBUAMU O
peanunsaumm yrpos, onpeaeneHHble B
COOTBETCTBMU C NpPUNoxeHnem 5 k HacTosiwen
MeTtoguke.

MpunoxeHune 8
kK MeToguke oueHKN yrpos
6e3onacHOCTM UHdopMaLmm

YPOBHU
BO3MOXHOCTEN HAPYLUUTENEWN NO
PEAINMU3ALUAN YITPO3
BE3OMNACHOCTU UHO®OPMALIUA



Tabnuuya 8.1



YpoBeHb | Bo3moxHOCTM HapywmnTenen no | Buagbl HapywmnTenen
BO3MO | peanusauuun yrpo3 6e3onacHocTu
XHoCTen NHopmMaLnn
Hapy
lwmTe
newn
Hapy NmeeT BO3MOXHOCTb npu| ®usmyeckoe nnuUo
lMTENDb, | peanusauun yrpo3 ©6esonacHocTn (xakep)
obna NHpopmauun ncnonb30BaThb
OAOWNIA | TONbKO  U3BECTHblE  YA3BUMOCTM, Nuua,
6a3o CKPUNTbI U MUHCTPYMEHTbI. obecneymnBatoLye
BbIMU NmeeT BO3MOXHOCTb nocrasky
BO3MO ncnonb3oBaTb cpeacrea NPOrpaMMHbIX,
XXHO peanu3aummn yrpos (MHCTPYMEHTHI), nporpaMMHo-a
cTaMmn | cBOoBGOOHO pacnpocTpaHsemble B nnapaTHbIX
cetn "InTepHeT" n paspaboTaHHble CpPeAcTs,




apyrumm niuamm, nveet
MWUHUManbHbIE 3HaHUA
MEeXaHM3MOB nx
OYHKLUMOHNPOBAHNA, [OOCTaBkM W
BbIMOSTHEHUS BPe4OHOCHOro
NpPOrpamMMHoro obecneyenus,
3KCMJIOUTOB.

Obnapaet ©a3oBbIMMK
KOMMNbIOTEPHLIMW  3HAHUAMMU n
HaBbIKaMu Ha ypoBHe
nonb3oBaTens.

NmveeTt BO3MOXHOCTb
peanu3aumm  yrpo3  3a  cueT
dom3n4eckmx BO3OENCTBUN Ha

TEXHUYeckne cpencresa obpaboTku
N XpaHeHUs WHopmMaunn, nNUHUK
CBSA3U " obecneumnsaroue

obecnevmBaroLLNX
cuctem

Jlvya,
obecneumBarwLne
PYHKLUMOHUPOBaHWE
CUCTEM U ceTeun
nnm
obecneuvnBaoLLnNX
cuctem
(agMuHUCTpaums,
oxpaHa, ybopLunkm
nT.4a.)

ABTOpPM30BaHHbIE
nonb3oBaTtenu
CUCTEM U ceTen




CUCTEMbI CUCTEM U CceTen npwu
Hannuum puanyeckoro JocTtyna K
HUM.

Takum o6pasom, HapywmTenu c
6a30BbIMY BO3MOXHOCTAMMU UMEIOT
BO3MOXHOCTb peann3oBbiBaTb
TOMbKO N3BECTHbIE yrposbl,
HanpaBfeHHble Ha  U3BECTHble
(BOKYMEHTMPOBAHHbIE)
YA3BMMOCTW, C MCNOSfb30BaHNEM
06LWwenoCTYNHbIX UHCTPYMEHTOB

BbiBLLME pabOTHUKM
(nonb3oBartenn)

Hapy
LINTEND,
obna
JaroLumn
0aso
BbIMM

O6napaet BCEMM
BO3MOXHOCTAMMW HapyLmntTenem c
6a30BbIMY BO3MOXXHOCTSMMN.

Nwveet BO3MOXHOCTb
Mcnonb3oBaThb cpencTtea
peanu3aumm yrpo3 (MHCTPYMEHTDI),

MpecTynHble rpynnbl
(aBa nuua n 6onee,
AencTeyoLmne no
eIMHOMY NnnaHy)




noBbl CcBOOOAHO pacnpocTpaHsieMmble B KoHKypupytoLme
LUeH cet "VIHTepHeT" 1 paspaboTaHHble opraHmaaumm
HbIMU ApyrMMn nvgamu, ofHako XOpOoLUo

BO3MO BnageeT aTuMun MNocTaBwmkm
YKHO BbIYNCITUTENBHbIX
cTAMMU yCnyr,

MpogormkeHne Tabnuubl 8.1

YpoBeHb | BoamoxHOCTM HapywmnTenen no | Buagbl HapywmnTenen
BO3MO | peanusauuun yrpo3 6e3onacHocTu
XHoCTeun NHpopMaLnn
Hapy
wuTe
nen




CpeAcTBaMn U MHCTPYMEHTamu,
NMOHMMAET, Kak OHW paboTalT u
MOXET BHOCUTb W3MEHEHUA B KX

PYHKUNOHUPOBaHME ans
NoBbILLIEHUSA a(hpeKTUBHOCTH
peanusaunm yrpos.

OcHalueH " Bnageet
dperimBopKamm n HaGopamu
cpencTs, NHCTPYMEHTOB ans

peann3aunm Yyrpoas GesonacHocTun

MHOPMaUMM M UCNOSNb30BaHUA
YA3BUMOCTEMN.
NmeeT HaBbIKN

CaMOCTOSAITENbHOrO MMaHNpPoOBaHUS

N peanusaumm CcueHapueB Yrpos

6esonacHoOCTK MHpopMaLUK.
Obnapaet npakTU4ecKknmMmm

ycnyr CBsi3u

Jlvya,
npuBnekaemble ons
YCTaHOBKM,
HaCTPOWKH,
NCMbITaHUN,
MyCKOHaNagouHbIX U
WHbIX BUOOB paboT

CucremHble
agMUHUCTPaTOPbI U
aAMUHUCTPATOPBI
©e3onacHocTu




3HAHUAMN O (PYHKLUMOHMPOBaHUN
CUCTEM W CeTeN, onepauuoHHbIX
cUCTeM, a TakKKe WMeeT 3HaHus
3alLUTHbIX MEeXaHM3MOB,
NMPUMEHSIEMbIX B MNPOrpaMMHOM
obecnevyeHun,
nporpaMmMHo-annapaTHbIX

cpencrteax.

Taknm obpasom, HapymTenu c
6a3oBbiMU NOBbILLUEHHbIMMU
BO3MOXXHOCTAMM NmerT
BO3MOXHOCTb peann3oBbiBaTb
yrposbl, B TOM yucne

HanpaBfeHHble Ha HEeu3BeCTHble
(HEAOKYMEHTUPOBAHHbIE)

YA3BMMOCTW, C MCMNOSfb30BaHNEM
crneumanbHO CO34aHHbIX ANA 3TOro




WHCTPYMEHTOB, cBobogHo
pacnpocTpaHaeMbIX B cetn
"MIHTepHeT". He nMetT
BO3MOXHOCTEN peanu3aumm yrpos
Ha U3NYECKM Un30NMPOBaHHbIE
CEerMeHTbl CUCTEM U CeTeNn

Hapy
wmnTensb,

obna
Jarowmnn
cpe
OHUMU
BO3MO
YKHO
cTAMMU

Obnapaet BCEMM
BO3MOXHOCTSIMU  HapyLumMTenem c
©a3oBbIMU NMOBbILLIEHHbIMU
BO3MOXXHOCTAMMW.

NwveeT BO3MO>HOCTb

npuobpetate  UHopmauuio 06
YSI3BUMOCTSIX, pasMellaemMylo Ha
cneunanmanpoBaHHbIX NnaTHbIX
pecypcax (bupkax ysa3BumMocTen).
Nmeet BO3MOXHOCTb
npuobpeTaTb Aoporocrosime

Teppopuctuyeckue,
9KCTPEMUCTCKUNE
rpPynNNMPOBKU

PaspaboTtumku

NporpaMmHbIX,

nporpaMmHo-a
nnapaTHbIX CPeacTB




cpeactBa UM MHCTPYMEHTbl  Anis
peanusauun yrpos, pasmellaemble
Ha crneunanuanpoBaHHbIX NMaTHbIX
pecypcax (bupxax ysa3BumocTen).

MpogormkeHne Tabnuubl 8.1

YpoBeHb | Bo3MoxHOCTM Hapywmntenen no | Buagbl HapywmnTenen
BO3MO | peanusauumun yrpo3 6e3onacHocTu

XHOCTen NHopMaLnn
Hapy
wmTe
newn
Nmeet BO3MOXHOCTb

caMoCToATENbHO  pa3pabaTtbiBaThb
cpencrtea (MHCTPYMEHTHI),




Heobxoammble Ons  peanusauuu
yrpo3  (aTak), peanu3oBbIBaTb
Yyrpo3bl C UCMOJIb30BaHNEM AaHHbIX

cpeacTs.
MmeeT BO3MOXHOCTb MOSyYEeHUS
aoctyna K BCTpanBaeMomy
nporpaMmMmHOMY obecneyeHno
annapaTHbIX nnartgopm,
CUCTEMHOMY U NpyKnagHoMmy
nporpaMmMmHOMY obecneyeHunto,
TeNeKOMMYHUKaLMOHHOMY
obopyaoBaHuio n Apyrum

nporpaMmHo-annapaTHbIM
cpeacTtBamM AN NpoBedeHus Ux
aHanusa.

O6bnapaet 3HaAHUAMM n
NpaKkTU4YECKNMMU HaBbIKaMWu




npoBeaeHnA aHanmaa

NporpaMMHOro kopa ans
nonyyeHus nHopMaLum 06
ySI3BMMOCTSIX.

Ob6napaeT BbICOKMMU 3HAHUAMMU
N MNPaKTU4YECKMMN HaBblkamMu O
PYHKUMOHUPOBAHUM  CUCTEM U
ceTen, OMepauMoOHHbIX CUCTEM, a
Takke UMeeT rrnybokoe noHMmaHue
3aWNTHbIX MeXaHNU3MOB,
NPUMEHSIEMbIX B  NPOrpamMMHOM
obecnevyeHun,
nporpamMmMHo-annapaTHbIX

cpencreax.
NmeeT BO3MOXHOCTb
peann3oBbiBaTb yrpo3bl

6esonacHocTM  mMHoOpMauum B




cocTaBe rpynnbl nuy,.

Taknm obpasom, HapyLUTENN CO
CpeaoHMMN BO3MOXHOCTAMU UMEKOT
BO3MOXHOCTb peann3oBbiBaTb
yrposbl, B TOM  4ucre Ha
BbISIBNEHHbIE UMW  HEW3BECTHbIE
YySI3BUMOCTWU, C MCMOSb30BaHNEM
CaMOCTOATENbHO  pa3paboTaHHbIX
Ansi 9TOro  MHCTpPyMeHToB. He
MMEIT BO3MOXHOCTEN peanusaumm
yrpo3s Ha domsnveckmn
N30NMPOBaHHbIE CErMEHTblI CUCTEM
n ceten

Hapy
wmTensb,

obna
Jarowmn

Obnapaet BCEMMU
BO3MOXXHOCTAAMM HapyLumTenem co
CpeAHNMUN BO3MOXXHOCTSIMM.

MmeeT BO3MOXHOCTb MONyYeHUs

CneunanbHble
CNyXx6bI
MHOCTPaHHbIX
rocygapcTs




BbICO Aoctyna K NcxogHomy Koay

KnMn BCTpanBaemoro NporpaMmHoOro
BO3MO |obGecneyeHns annapaTtHbIX
XHO nnaTgopm, CUCTEMHOrO n
CTAMU | NPUKIIA4HOIo NpOrpamMmMHoOro
obecneyenus,
TENEeKOMMYHUKaLNOHHOIO
obopynoBaHus n Apyrmux

nporpamMHo-annapaTHbIX CpeacTs
Ans  nonyveHna ceegeHun 06
YA3BMMOCTSAX "HyreBoro gHs".

MpogormkeHne Tabnuubl 8.1

N|YpoBeHb| Bo3mMoXHOCTU HapywuTenen no | Buabl HapywuTtenen
BO3MO | peanusauuun yrpo3 6e3onacHocTu
XHOCTEen NHpopMaLnn




Hapy
wmnTe
neun
MiMmeeT BO3MOXHOCTb BHEeApeHUs
NpPorpamMMHbIX
(nporpammMHoO-annapaTHbIX)
3aKnagok wunM  ya3BUMOCTEW Ha
pasfin4yHbIX aTtanax MOCTaBKM
nporpaMmmMHoro obecnedyeHnss unm
nporpamMmMHo-annapaTHbIX CPeacTB.
OkoHyaHne Tabnuubl 8.1
N|YpoBeHb| BO3MOXHOCTU HapyLiuTeneun rno Buabl HapywinTtenen
BO3MO peanusauumn yrpo3 6esonacHocTu
XHOCTEN MHdOpMaLnK




Hapy
wunTe

nen

MmveeT BO3MOXHOCTb CO30aHUS
METOAOB W CpeAacTB peanusauum
yrpos c npuBneyYeHnem
cneunanmanpoBaHHbIX Hay4HbIX
OopraHusauun n peanusauum yrpos
c NPUMeEHEHNEM cneymanbHO
pa3paboTaHHbIX CpeacTB, B TOM
yncne obecnevnBaroLLNX CKPbITHOE

NPOHNUKHOBEHNE.

NmeeT BO3MOHOCTb
peann3oBbiBaTb yrpo3bl C
npuBlrie4eHnem crneunanmncTos,

nmerowmx 6asoBble MNOBbILLEHHbIE,
cpenHue 1 BbICOKME BO3MOXHOCTH.




VimeeT BO3MOXHOCTb CO34aHNA U

NPUMEHEHWS cneumanbHbIX
TEXHUYECKMX cpeacTB ans
Ao0biBaHMS nHgopMaLmun

(Bo3gencTBua  Ha  MHGOpMaLMo
Wnu  TexXHW4eckne  cpeacTsa),
pacrnpocTpaHsilolenca B  Buge
Pm3NYECKMX NONEN UNKN ABIEHUN.
Nwveet BO3MOXHOCTb
OOITTOBPEMEHHO N He3aMeTHO Afis
onepaTtopoB CUCTEM U  ceTen
peanu3oBbiBaTb yrpo3bl
6e3onacHoOCTM MHopmaumn.
ObGnapaetT  UCKNOYUTENBHLIMU
3HaHNAMMU n NPaKTUYECKNMU
HaBblkaMn O (YHKLMOHUPOBAHUMU
cucTeMm n ceteun, onepaumoHHbIX




CUCTEM, annapaTtHoMm

obecnevyeHun, a Takxke
ocBeloMNneH o KOHKPETHbIX
3alLUTHbIX MeXaHu3max,

NMPUMEHSIEMbIX B MNPOrpaMMHOM
obecnevyeHun,
nporpaMmMHo-annapaTHbIX
cpencrtBax atakyeMblX CUCTEM W
ceTeun.

Takum o6pas3om, HapywmTenu c
BbICOKMMU BO3MOXHOCTSIMU MMEIOT
NpaKTU4ecKn HeorpaHUYeHHble
BO3MO>KHOCTW peanu3oBbiBaTb
yrpossbl, B TOM ymucne Cc
NCNONb30BaHNEM
HeOeKnapnpoBaHHbIX
BO3MOXXHOCTEWN,




OkoH4YaHue Tabnuubl 8.1

YpoBeHb | Bo3moxHOCTM HapywmnTenen no | Buagbl HapywmnTenen
BO3MO | peanusauuun yrpo3 6e3onacHocTu
XHoCTen NHopmMaLnn
Hapy
wmTe
newn
NporpaMMHBbIX,
nporpaMmHo-annapaTHbIX
3aknagok, BCTPOEHHbIX B
KOMMOHEHTbI CUCTEM U CEeTEN




MpunoxeHue 9
kK MeToguke oueHKn yrpos
6e3onacHOCTM MHdopMaLmm

NMPUMEPbI

PE3YJIbTATA ONPEAENEHNA AKTYAJbHbIX

HAPYLUUTENEW
NPU PEANU3ALIUN YTPO3 BE3OMNACHOCTHU

MHO®OPMALIUUN

N COOTBETCTBYIOLWIUE UM
BO3MOXHOCTHU (ANA rOCYOAPCTBEHHOWU
MH®OPMALIMOHHON CUCTEMBbI)

Tabnuuya 9.1



N Buabl pucka Buabl KaTteropus YpoBeHb
n/ (ywepba) un aKTyanbHOro HapyLumn BO3MOXHO
n BO3MOXHblE HapywmTens Tens cTen
HeraTuBHblE <> HapyLuu
nocneacTema <*> Tens
1 Y1: MpecTynHble BHelwwHui H3
HapyLueHne rpynnbi 3
KOH(pmnaeHumansHo | (KpuMmUHanbHble BHYTpeHHW
CTW MEPCOHarbHbIX |  CTPYKTYpbI) <>
[AaHHbIX rPaXaaH;
HapyLIeH1e NMUYHON, OTanenbHble BrelwwHun H2
CEMEVHON TalHbl, cusnyeckme
yTpaTa 4ecTu u nvua (xakepbl)
Ao06poro MMeHu; y
UHAHCOBbIN, UHOM PaspaboTtunkn | BHyTpeHHUN H3
mMaTepuarbHbIi NporpamMmmHbIX,




ywiepb gmamyeckmx
nmy,

nporpammMHo-a
nnapaTHbIX
cpeacTs

CucrtemHble
agMuUHUCTpa
TOpbI U
agMUHUCTpa
TOpbI
©e3onacHocTu

BHyTpeHHMI

H2

ABTOpPM30BaH
Hble
nonb3oBaTenu
CUCTEM U ceTen

BHyTpeHHWI

H2




Y2.
HEBO3MOXHOCTb
3aKMoYeHns
[OroBOpPOB,
cornalueHum;
yTeuyka
KOMMepPYECKOn
TaWHbI;
noTeps KNUEHTOB;
HapyLleHue
nenosown
penytauuu;
HeZonorny4yeHue
oXnagaemom
npnbbinu

MpecTtynHble
rpynnel
(KpMUHanbHbIE

CTPYKTYpbl)

BHewHun

H3

OTpenbHble
dusunyeckume
nnua (xakepbl)

BHyTpeHHWI

H2

PaspaboTunkn
NPOrpaMMHbIX,
nporpammMHo-a
nnapaTHbIX
cpencTs

BHyTpeHHWI

H3

CucrtemMHble
agMuUHUCTpa

BHyTpeHHMI

H2




TOpbI U
agMUHUCTpa
TOpbI
6e3onacHocTn
Y3: CneumanbHble BHewHun H4
HapyLleHue cnyx0bl .
PYHKUMOHUPOBAHUSA |  MHOCTPAHHbIX BHyTEﬁHHMM
rocygapCTBEHHOrO rocygapcrs <>
opraHa,
avckpeamTaums Teppopuctude BHewHun H4
DesTenbHOCTH CKkue,
opraHa 3KCTPEMUCTCKNE
opraHusaumm

OxkoH4aHue Tabnuubl 9.1




N Buabl pucka Buabl KaTteropus YpoBeHb
n/ (ywepba) un aKTyanbHOro HapyLumn BO3MOXHO
n BO3MOXHblE HapywmTens Tens cTen
HeraTuBHblE <> HapyLuu
nocneacTema <*> Tens
rocygapCTBeHHOM MpecTynHble BHewHun H3
BNacTu; rpynnbi 3
[OCTYN K cuctemam | (KprMuHanbHble | BHYTPEHHMIA
W CETSIM C LiESbIo CTPYKTYpbI) <>
HEe3aKOHHOro
NCMONb30BaHUS Paspabotunkn | BHyTpeHHUn H4
BbIYMCNUTENBHbIX NporpaMmMHsbiIX,
MOLLIHOCTEWN; nporpaMmmMmHo-a
yTeuyka nnapaTtHbIX
NHd opMaLnK cpencts

orpaHmn4eHHoro




AocTyna;
opraHusaums
MUTWUHIOB,
3ab6acToOBOK M3-3a
nyGnvkauun
He4OCTOBEPHOMN
NHdopmMaLunu;
OTCYyTCTBME JOCTyna
K coumnanbHO
3HaYMMbIM
rocygapCTBEHHbIM
ycnyram

CucrteMHble
agMuUHUCTpa
TOpbI U
agMUHUCTpa
TOpbI
©e3onacHocTu

BHyTpeHHMI

H3

ABTOpPM30BaH
Hble
nonb3oBaTenu
CUCTEM U ceTen

BHyTpeHHWI

H1

BoiBLIne
(yBONEHHbIE)
paboOTHMKK
(nonb3oBartenu)

BHyTpeHHMI

H1




<> Mpumepsbl BO3MOXHbIX uenen
peanunsaumu yrpo3 6e3onacHocTn uHdopmaumm c
yyeTom obnactm [OedtenbHOCTW, B KOTOpPOW
OYHKLNOHMPYIOT CUCTEMBI n cetu,
onpefeneHHble ¢ y4eToM MNpurioXkeHun 4 mn 5 K
HacToawen MeTtoguke.

<> Mpumepsl BWOOB  aKTyalbHbIX
HapyLnTenen, onpefeneHHble C  y4eToMm
npunoxeHun 6 n 7 k Hactosiwen Metoauke.

<FEES Mpwn croBsope NpecTynHon
rPYNNUPOBKM  (KPUMUHANBHOW  CTPYKTYpbl) C
CUCTEMHbIMM agMUHMUCTpaTopamu n
agMUHMCTpaTopamu Ge3onacHocTH,

onpeaeneHHoM B NPUNOXeHUN 7 K HacToswlen
MeTtoguke.

Mpunoxenune 10
kK MeToguke oueHKN yrpos
6e3onacHOCTM UHdopMaLmm

NMPUMEPbI
OMPEAENEHUA AKTYAJIbHbIX CITOCOB0OB



PEAINMU3ALUN YTPO3
BE3ONACHOCTU NHO®OPMALIUMN U
COOTBETCTBYIHOLHUE UM BUObI
HAPYLUUTENEW U UX BO3MOXXHOCTHU (ONA
rOCYOAPCTBEHHOW
MH®OPMALIMOHHON CUCTEMBbI)

Tabnuya 10.1



N Bug Ka ObObekT [ocTynHble Cnoco0bl
n/| Hapywwn | Tero BO3JEeNCTBUS WHTepencol | peanusaumnm
n| Tensa pus
Ha
pywm
Tens
1| Cneun BHe |basa OaHHbIX Beb-uHte |Wcnonb3oBa
anbHble | WHUI | MHOPMAaLMOH pdenc Hue
CNyx6bl HOW CUCTEMBI, | yOaneHHOro | Heaeknapumpo
NHO cogepxawiasi aAMUHUCTPU | BaHHbIX
CTpaH NOEHTUMUKALNOH | poBaHNSA BO3MOXHOCTEN
HbIX HY0 6a3sbl NpoOrpamMMHoOro
rocyaa nHdopmMauuto AaHHbIX obecneyeHus
pcTB rpakgaH: NMHdopMa Tenekommy
(H4) HECaHKUMOHNPO | LLMOHHOM HUKaLIMOHHOIo
BaHHbIAN OOCTYN K|CUCTEMBbI obopyaoBaHus




KOMMOHEHTaMm
cuctem
ceTten,
3awmaemon
MHdopMauuu,
CUCTEMHbBIM,
KOHQoMrypaLumnoH
HbIM, NHBIM
CNyXebHbIM
AaHHbIM;

yTeuka
(HapyweHue
KoHbunaeHumna
NBHOCTH)
3aluLLaeMomn
MHdopMauuu,
CUCTEMHBIX,

nnn

lNonb3oBa
TenbCKNin
BEO-NHTE
pdenc
aoctyna K
0a3e gaHHbIX
nHdpopma
LIMOHHOMN
CUCTEMDI

Mcnonb3osa
Hue
YA3BUMOCTEM
KOHJoUrypaumm
CUCTEMBI
ynpasneHus
6azamun
AaHHbIX




KOHQoMrypaLumnoH

HbIX, NHbIX
CnyXebHbIX

AaHHbIX

JInHus cBa3n | KaHan YcTaHoBKa
MeXay cepBepoM |nepegayn NPOrpaMMHbIX
OCHOBHOTO AaHHbIX 3aknagok B
LeHTpa Mexay TenekoMmy
obpaboTkun cepBepom HUKaALMOHHOE
AaHHbIX N | OCHOBHOIO obopynoBaHue
cepBepoMm LueHTpa

pe3epBHOro 0bpaboTkn

LeHTpa AaHHbIX n

obpaboTkn cepBepom

AAHHbIX: pe3epBHOro

nepexear LueHTpa

(HapyweHue 0bpaboTkn




KOH(pmnaeHuma AaHHbIX
NBHOCTH)
3aluLLaeMomn
MHdopMauuu,
MpogormkeHne Tabnuubl 10.1
N Bug Ka O0ObekT [ocTtynHble Cnoco0bl
n/| Hapywwn | Tero BO34eNCTBUS MHTepdencsbl | peanusaumm
n| Tensa pus
Ha
pyLum
Tens
CUCTEMHBIX,
KOHQoMrypaLumoH

HbIX,

MHbIX




CNyXebHbIX

JaHHbIX

KommyTaumoH YpnaneH Mcnonb3oBa
HbIl KOHTPOSSIEP |HbIX  KaHas |Hue

AN ynpaeneHus | ynpasrieHnsa | ys3BMMOCTEN
aBapUNHbLIMK KoMMmyTa Koda
3aaBWXKKamMm B | LMOHHbIM KOMMYTaLMOH
HedTenpoBoae: |KOHTponne HOro
HapyLleHne pom KOHTponnepa
JYHKUMOHNPOBa

HUS CbemHble |MN3Bne4veHne
(paboTOCMNOCOBHO | MaLLUUHHBIE | ayTEHTUMKA
CTHn) cpefcTs | HocuTenu LIMOHHOM
06paboTku n | MHpopma MHbopMaLun
XpaHeHua LN, M3 NOCTOAHHOU
Mchopmau,mm; cogepKalume | namMAaTn
Moandmkaums HOCcUTEenA




(noameHa) ayTeHTuduKa | (MHBa3UBHbIN

3awm,aemMomn LMOHHYO mMeToa)

nHdopmMauuu, nHdopma

CUCTEMHBIX, uuio

KOH(pUrypaumoH

HbIX, NHbIX

CNyXebHbIX

AaHHbIX
OTpenb BHe |YpaneHHoe Hoctyn BHenpeHune
Hble LWHWI | aBTOMAaTU3NPO Yyepes BPEeAOHOCHOro
dusnye BaHHOe paboyee |nokanbHyl | NPOrpaMMHOro
ckue MecTo (APM) | Bbluucnun obecneyeHns
niuya nons3osaTens: TernbHYy0
(xakepsbl) HECaHKLUMOHUPO |CeTb
(H2) BaHHbIW [OCTYN K |opraHusauuu

onepawmOHHON

cucreme APM




nofb3osartens, CbeMHble |Mcnonb3oBa
HapyLleHne MalUNHHbIE | HUe
KOH(UAEHLNA HocuTenm yA13BMMOCTEIA
JIBHOCTM MHdopmMa KOHpurypaumm
”Hq)OpMa”'mf" uuu, cUcTeMbl
COAepXalleNcs | nonknioyae | ynpaBneHus
Ha APM|\ibie k APM|pmoctymom K
nonb3oBaTtend Nonb30Ba APM

Tens nonb3oBaTens
Beb-cant Beb6-uHte |Wcnonb3osa
noprtana pdenc Hue
rocyaapCTBEHHbIX | NONb30Ba YyA3BMMOCTEW
ycnyr Tens koaa
(cepsucos): BebO-canTa NpPoOrpamMmmMHoOro
oTKa3s B |rocyaa obecneyvyeHus
obcnyxusaHum PCTBEHHLIX |BeEbG-cepBepa




Beb-canta ycnyr
noptana
rocygapCTBEHHbIX
ycnyr
OkoHyaHue Tabnuubl 10.1
N Bug Ka O0ObekT [ocTtynHble Cnoco0bl
n/| Hapywwn | Tero BO34eNCTBUS MHTepdencsl | peanusaumm
n| Tensa pus
Ha
pywu
Tens
BHegpeHune
BPEOOHOCHOI0O

koaa

B




Be6-npunoxe
Hue

CeteBble |Mcnonb3osa
WHTepgencs! | H1ue
YA3BUMOCTEN
KOMMyTaTopa | KoHdurypauum
ceTn, roe | cuctembl
pacnonoXxeH |ynpaBneHns
Beb-cepBep |QocTynom K
APM
nonb3oBaTens
ABTO By |APM rmasHoro| Jlokanb OwmnboyHble
pu3oBaH |TpeH |bByxranTtepa Hasa BblYMCNU | AENCTBUA B
Hble HUN opraHusauuu: TenbHas xoge
nonb mMoandukaumus ceTb HaCTPOWMKM
30Ba nnaTeXHbIX opraHusaunmn | APM rnaBHoOro




Tenm
cuctem
n ceten
(H1)

nopy4eHunu,
XpaHALWNXCA  Ha
APM rMaBHOro
Oyxrantepa

Byxrantepa

Cepsep 6a3sbl
AaHHbIX
Beb-canta
noprtana
rocyaapCTBEHHbIX
ycnyr
(cepBucos):
oTKas B
oGcnyxmBaHnn
OTAENbHbIX
KOMMOHEHTOB M
CUCTEM U CeTen
B LIENOM

Beb-nHTe
pdenc
CUCTEMDI
aAMUHUCTPU
poBaHUs
Beb-canTa
noprtana
rocyna
PCTBEHHbIX

ycnyr

HapyLweHune
LenoYkn ycryr
no
aAMUHUCTPH
POBaHMIO
noprtana
rocyaapcTBeH
HbIX yCIyr







MpunoxeHune 11
kK MeToguke oueHKn yrpos
6e3onacHOCTM MHdopMaLmm

NEPEYEHb
OCHOBHbIX TAKTUK U
COOTBETCTBYHOLWNX UM TUNOBbIX
TEXHUK,
MCNOJIb3YEMbIX ANA NOCTPOEHUA
CUEHAPUEB PEAITU3ALIUN YTPO3
BE3OMNACHOCTU UHO®OPMALIUA

Tabnuuya 11.1



TakTunka OCHOBHbIE TEXHUKM
Cobop T1.1. C6op wuHopmaumm K13  NyGANYHbIX
WHOPMAUMKN | UICTOYHUKOB:  odomumanbHbii  canT  (canThbl)
O CcuUCTeMax W |opraHusauuu, CMWU, coumarnbHble ceTum,

ceTdx

TakTn4yeckas
3apava:
HapyLmTenb
cTpeMuTcs
nosny4nTb
nobyto
TEXHUYECKYHO
MHdOpMaLunIo,
KoTopasi

doTobaHKM, CcanTbl NOCTaBLIMKOB W BEHOOPOB,
MaTtepuanbl KOHepeHLUmn

T1.2. C6op wuHpOPMaLMM O NOOKMIOYEHHbIX K
nNyGrMYHBIM CUCTEMaM U CETSIM YCTPOMCTBAX U NX
cnyxbax npuv NOMOLUM MOUCKOBBIX CUCTEM,
BKMtovasa cbop KoHGUrypaumoHHOM WHdOopMauun
KOMMOHEHTOB CUCTEM W CeTen, MNpPOrpaMMHOro
obecrneyeHnss CEpBMUCOB U NPUITOXKEHUN.

Mpymep: wucnonb3oBaHWe MOUCKOBOW CUCTEMDI
Shodan pgns nonyveHua  uHgopmauum 06
onpeaeneHHbIX Moaensax IP-kamep




MOXeT
oKkasaTbCs
Mone3Homn
xoae
peanusauunu
yrpos
©e3onacHocTu
nHpopmauum

B

BMOEOHAONIOAEHUS C  BO3MOXHO  YS3BMMbIMU
BEPCUSIMM NPOLLUMBOK

T1.3. [laccuBHbin  cbop  (NpocnywmBaHue)
WHpopMauMM O  MOAKMYEHHbIX K ceTu
YCTPOUCTBAX C Uenblo NaeHTUdUKaunmm cetesblX
cnyx6, tmnoB n Bepcun O aTMx cnyxb u B
HEeKOTOpbIX  criydasix -  UAEHTUPUKALNOHHON
MHopMaLnKn nosib3oBaTenemn

T1.4. HanpaBneHHOe cKaHMpoBaHWEe Npu NOMOLLN
crneumnanmsampoBaHHOro NpOrpaMmmMHOro
obecnevyeHnsa NOOKIOYEHHbIX K CETU YCTPOUCTB C
uenb  naeHTUdUKauMm  ceTeBblX CEPBUCOB,
TMNOB W BEPCU MNpPOrpamMmMHoOro obecneyeHns
3TUX CEepBMCOB, a TaKkKe C LUenbk MNonyyYeHus
KOH(pUrypaumoHHon wuHdopMauun KOMMOHEHTOB
cUcTeM U ceTen, nporpamMmHoro obecnevyeHus




CEPBUCOB N NPUNOXEHU.
[Mpumep: ckaHnpoBaHWe Mnpwu MNOMOLLM CKaHepa
nmap

T1.5. C6op wWHGopmMauum o nofnb3oBaTensx,
yCTPOMCTBAxX, MNPUIIOXEHMAX, a Takke cbop
KOH(pUrypaumoHHon wuHdopMauun KOMMOHEHTOB
CUCTEM M ceTeln, nporpammHoro obecneveHus
CEPBMCOB W MPUNOXEHUA MyTeM noucka u
aKcnnyaTaumMm  ysa3BUMOCTEN MOAOKITOYEHHbIX K
CceTn YCTPOWUCTB.

Mpumep:  akcnnyataums  ya3BMMOCTM  Tuna
directory  traversal nyGrnMyHO  AOCTYMHOrO
Beb-cepBepa
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TakTtuka

OCHOBHbIE TEXHUKMU

T1.6. C6op wvHpopmaumm o nonb3oBaTensx,
YCTPOMCTBAX,  MPUIIOXEHUSIX,  ABTOPU3YEMbIX
cepBMCaMn  BbIMMCIUTENbHOMW  CETU, MNyTEM
nepebopa.

Mpumep: cbop nHopmaumm o NOYTOBLIX agpecax
npu nomowwm directoryharvestattack Ha no4ytoBble
cepsepa

T1.7. C6op wuHdoOpmaumn, npenocTaBnsieMomn
DNS cepsucamu, Bkntovas DNS Hijacking

T1.8. C6op uHdoOpmMauum o nonb3oBaTene npu
noceweHnn wum Beb-canta, B TOM u4ucne C
MCNOMb30BaHMEM  YA3BMMOCTEN  MpOrpaMmbl
Opay3sepa 1 HagcTpamBaeMblx Moaynen 6paysepa




T1.9. C6op wHGopmMauum O nonb3oBaTensx,
YyCTPONCTBAX, MPUMOXEHUSAX MNyTemM  MoucKa
WHopMauum B namaTtn, dannax, kKaTtanorax,
6asax OaHHbIX, npoLUnBKax YCTPOWUCTB,
penosnTopuax ucxogHblx kogos [10, Bkroyas
NMOUCK MNapofnien B WUCXOOHOM M X3LUMPOBAHHOM
BUAe, Kpuntorpauyeckmx Krnoden.

Mpumep: nonyyeHuve  xawen naponem U3
letc/passwd wnu  nonyyeHue naponen  no
YMOSYaHMo Nytem 0BpaTHOrO  UHXWHUPUHIa
NPOLUNBKM YCTPOMUCTBA

T1.10. Kpaxa  unpoBbix  cepTUdUKaTos,
BKMtOYaA Kpaxy pusnyecknx TOKeHOB, nnbo
HeaBTOPM30BaHHOE BbINUCbIBAHWE HOBbIX
cepTMduUKaToB (BO3MOXHO MOcCe KomnpomMeTaumm
NMHPPaCTPYKTypbl OOMEHHOIO perucrparopa unm




akkayHTa agMuMHUCTpaTopa 30Hbl Ha CTOpPOHEe
XepTBbl)

T1.11. C6op wHGopmauum O nosnb3oBaTensx,
yCTPONCTBAX, NPUNOXEHNSAX, BHYTPEHHEN
MHOPMaLUM O KOMMOHEHTax CUCTEM W ceTen
nyTeMm MNpUMEHEHUS CoUManbHOW WHXeHepuu, B
TOM 4ucre puwmHra

T1.12. C6op nMYHOM  MOEHTUDUKALMOHHOM
MHopMauun (ngeHTUdUKaTopbl Nonb3oBaTenen,
YCTPOWCTB, WHGopMauus o6 wngeHTudmkaumm
nosib3oBatenien  cepBucamu,  NPUNTOXKEHNAMM,
cpeAcTBaMu yaaneHHoro Joctyna), B TOM 4ucrne
cbop yKpaaeHHbIX NINYHbIX AAaHHbIX COTPYAHUKOB U
noapsa4vMKoB Ha cny4yan, ecnu
COTPYAHVKU/MOAPAOYNKN UCMONB3YIOT O4HU U Te
Xe naponu Ha paboTe 1 3a ee npegenamm




T1.13. C6op wHopmauun 4yepes nonyveHme
AocTyna K cuctemam duamyeckon 6esonacHocTn
1 BUOeoHabnoaeHus

T1.14. C6op wHdopmauum 4epesd nosiyvyeHue
KOHTpOns Hag NNYHBIMU yCTponcTBamm
COTPYAHWKOB  (CMapTdoHamu,  nnaHweTamu,
HOyTOykKamn) Ans  CKPbITOW  MPOCAYLIKA U
Buageodukcauymm

T1.15. Tlomck wn nokynka 6a3  [aHHbIX
NOEHTUGMKALNOHHON MHd opMaLnu,
CKOMMPOMETUPOBAHbLIX Mapofien Wn Kryen Ha
cneumanu3npoBaHHbIX HeneranbHbIX NoLankax
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TakTtuka

OCHOBHbIE TEXHUKMU

T1.16. C6op wHGopmauum 4epesd nosiyvyeHue
pgoctyna K ©asam  OdaHHbIX  pe3ynbTaToB
npoBeaeHHbIX WHBEHTapu3auun, peecTpam
ycTaHoBneHHoro obopygosaHua u MO, gaHHbIM
npoBedeHHbIX ayauTtoB 6e3onacHOCTU, B TOM
yncrne 4Yepes MonyyvyeHMe [JOCTyna K Takum
AaHHbIM Yepe3 KoMNpoMeTauuio noapsayvkoB U
napTHeEPOB

T1.17. TlaccuBHbIn CcOOp W aHann3 OaHHbIX
TenemeTpum Ang  nNonydeHuss uHgopmaumMm o
TEXHOMOrMYeCckoM npouecce, TeXHONOrmyecknx
ycTaHoBKax, cuctemax un 1O Ha npeanpuaTnax B
aBTOMATU3NPOBAHHbLIX CUCTEMAx YynpaBfeHus
NPON3BOLACTBEHHbLIMU n TEXHOOrM4YeCcKkuMm




npoueccaMmn, B TOM YUCTE HA KPUTUYECKN BaXKHbIX
obbeKkTax

T1.18. C6op ”n aHanuM3 [faHHbIX O MpOLUMBKaX
YCTPOWCTB, KOSIMYECTBE W MOAKMHOYEHUN ITUX
YCTPOWCTB, NCNonb3yeMbix NPOMbILLITEHHbIX
npoToKoNnax Anga nosiydeHust uHgopmaumm o
TEXHOSMOMMYECKOM npouecce, TEeXHOMOrM4Yecknx
ycTaHoBKax, cuctemax un O Ha npeanpuaTnax B
aBTOMaTU3NPOBAHHbLIX  CUCTEMax ynpaBrieHust
Npon3BOACTBEHHbLIMMN " TEXHONOrMYECKUMU
npoueccamMmn, B TOM YUCIE HA KPUTUYECKN BaXKHbIX
obbekTax

T1.19. C6op wn aHanuM3 cneunduyecknx ang
oTpacnu unu Tvna npeanpuaTnsa XapakTepucTuk
TEXHOMOrMYeckoro npouecca Ans  nonyyYeHus
WHpopMaLMN O TEXHONOrMYecKux YycTaHOBKaXx,




cuctemax 1 NO Ha npeaonpusaTusx B
aBTOMaTU3NPOBAHHLIX  CUCTEMax  YyrnpaBreHus
NPOU3BOACTBEHHbLIMM n TEXHOMNOrMYeckuMmn
npoueccamn, B TOM YUCHE HA KPUTUHECKN BaXKHbIX
obbekTax

T1.20. TexHUKM KOHKYPEHTHOW pasBedkm wu
NPOMBbILLSIEHHOrO WwnuoHaxa  Ans cbopa
WHOPMaLMKM O TEXHOSIOrMYeckoM npoLecce,
TEXHOJSIOrMYecKnx yctaHoBkax, cuctemax u MO Ha
npeanpusaTMaX B aBTOMaTU3MPOBaAHHbBIX CUCTEMAX
ynpasrneHus NPOM3BOLCTBEHHbLIMU n
TEXHOJSIOrMYeCcKMMK npoleccamu, B TOM 4Yucne Ha
KPUTUYECKN BaXKHbIX 06 bekTax

MpumeyanHne 1: C6op uvHGPOpMauMM MOXeT
BbINOSHATBCA C  MCMNOMb30BaHWMEM OOHOW WNN
bonee M3 nNepeyvnCrieHHbIX Bbile TEXHUK, MoKa




HapyLmTenb He nonyyuT A0CTaTO4YHO
WHdOpMaUUM Ona peanusaumn Opyron TakTUKU B
NPOAOSPKEHUN aTaKu

Mony4veHune
nepBoHa4vanb
HOro goctyna K
KOMMOHEeHTaMm
cuctem n
ceTen

TakTnyeckas
3apava:
HapyLUMTEND,
Haxogsacb BHe

NMHpacTpy

T2.1. Wcnonb3oBaHMe  BHELIHWX  CEPBUCOB
opraHmsaumm B ceTax nybrnvyHoro goctyna
(MHTepHeT)

Mprmepsl: 1) Aoctyn K Beb-cepsepy,

pacronoXXeHHOMY B CETU opraHu3auumn; 2) ocTyn
K NHTEepency 3J1IEKTPOHHOM noYyThbl
OutlookWebAccess (OWA) noyTtoBOro cepsepa
opraHusaumm

T2.2. Wcnonb3oBaHMe YCTPOWUCTB, [OaTYMKOB,
CUCTEM, PACMONOXEHHbIX HA NEPUMETPE UNN BHE
nepumeTpa usnyeckon 3sawmtbl obbekTa, Ans
nosly4eHus NepBUYHOro AOCTyrna K cuctemam wu
KOMMOHEHTaM BHYTpU 3TOro nepumMeTpa.




KTYpbl cetn
NN CUCTEMBDI,
cTpemMutcsa
Nnony4unTb
AoCTyn K
MpogomkeHne Tabnuubl 11.1
TakTuka OCHOBHbIE TEXHUKM

nobomy ysny B
NHdpacTpy
KType "
ncnonb3oBaTb
ero Kak
nnaugapm Aans
JanbHeunLmnx

Mpumepbl 1) gocTtyn K gatynMkam aBTOHOMHOWN
CUCTEMbI OUCTAHLMOHHOIO KOHTPOMNsS AaBreHus
rasa yyacTka rasornposoja; 2) JOCTyn K yMHOMY
CYETUMKY, PacrnofnoXXeHHOMY Ha YacTHOM obbekTe,
Kak K 4YacTu WHQPaCTPyKTypbl MNocTaBLiMKa
ANeKTpoaHeprun; 3) goctyn K uHTepdency
yrnpaBneHns Kamepbl BuaeoHabrnogeHus depes




OENCTBUN

ceTn bnuxHero oencTems

T2.3. O3kcnnyataumss ysA3BMMOCTEN CETEBOro
obopyaoBaHus n cpeacTs 3awmnTbl
BblY4MCNUTENBHbLIX CeTen AN nosiydeHns gocTyna
K KOMMOHEHTaM CUCTEM U cCeTen Npu yaaneHHom
aTake.

MNpumep: ob6xoa MexXceTeBOro aKpaHa mnyTemM
aKcnnyaTaummn yasBuMocTen peanusauuun npasurn
dunbTpaumm

T2.4. Wcnonb3oBaHue oOLWMBOK KOHUrypaumm
ceTeBoro obopyaoBaHuUs M CpeacTB 3awuThbl, B
TOM u4ucre cnabblx naponem wu napofsied no
ymMonyaHuo, AN NofnydeHus  goctyna K
KOMMOHEHTaM CUCTEM U ceTel Npu yaaneHHoOW
aTake




T2.5. OkcnnyaTtaums ysa3BUMOCTEN KOMMOHEHTOB
CUCTEM M CeTen Npu yaaneHHoM U NoKanbHON
aTake.

Mpumepbl: 1)  askcnnyaTauua  yA3BMMOCTEWN
Beb-cepBepa c Lernbto BbIMOSHEHNS
NPOM3BOJSIbLHOIO KOAa B KOHTEKCTE 3TOro cepsepa;
2) oaKkcnnyaTtauusi ysi3BMMOCTEW OnepaLyOHHOMN
CUCTEMbI  YCTPOWCTBA  Ye€NOBEKO-MALUMHHOIO
WHTepdenca aBTOMaTU3MPOBAHHOW  CUCTEMDI
yrpaBreHns C Uenbio BHeApPeHus CcpenctB
nonyyYyeHNss BBOAWMBLIX Ha 3TOM YCTPOUCTBE
naponen gocrtyna; 3) akcnnyartauus ysa3BumMoCcTen
Opaysepa BpPedOHOCHbIMW  CKpUNTamn  npu
nocelleHnn nonb3oBaTtenemM BPEAOHOCHOrO Wnn
CKOMMNpOMeTMpoBaHHOro Beb-canTa

T2.6. Wcnonb3oBaHne HeOOKYMEHTUPOBAHHbLIX




BO3MOXHOCTEN  NporpamMmMHoro  obecneyeHus
CepBUCOB, NPUIOXEHNIA, 06OPYAOBaHNSA, BKOYast
MCcrnonb3oBaHne OTNnago4HbIX NHTEepgencos,
NPOrpamMMHbIX, nporpamMmHo-annapaTHbIX
3aKknagok

T2.7. Wcnonb3oBaHMe B CUCTEME BHELUHUX
HOCUTENen  MHgopmMauuMn,  KOTOpble  MOrnn
nogknyaTtbCcss K Apyrum cuctemam u  6bITb
3apakeHbl BPEe4OHOCHbIM nporpamMmHbIM
obecneyeHnem. B Tom uncne gapenHue, nogmeHa
UM noasnor Hocutenen nHoOpMaunum U BHELLHUX

YCTPOWCTB, copepXKaLmnx BpPeOOHOCHOEe
nporpaMMHoe obecrneyeHne nnu
npeaHasHa4YeHHbIX ans peanusauum

BPEeL4OHOCHbLIX (PYHKLMN.
Mpumepbl: 1) nepepada drnew-HocuTensa B
KOMMNIiekTe mMaTepuanos Bbl€3HOro




mMeponpusaTus; 2) nogMeHa USB-apgantepa
6ecnpoBoaHON KrnaBMaTypbl CXOXWUM BHELUHE, HO
peanu3ylwmnM  yHKUMM cbopa ©n nepenayun
AaHHbIX YCTPOMUCTBOM
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TakTtuka

OCHOBHbIE TEXHUKMU

T2.8. Wcnonb3oBaHne MeTOOOB CcouManbHOMN
WHXEeHepun, B TOM uucne uwuHra, Aans
norydyeHnMss npaB OOCTyna K  KOMIMOHEHTaM
CUCTEMBI

T2.9. HecaHkunoHMpoBaHHOE  MOOKIMYeHWe
BHELLIHUX YCTPOWUCTB.
Mpymep: HecaHKUMOHWPOBAHHOE MOAKNOYEHNE




Toukm goctyna Wi-Fi

T2.10. HecaHKUMOHMPOBAHHLIN JOCTYN MNyTeEM
nogdbopa Yy4yeTHbIX [AdaHHbIX COTpyAHUKa WK
nernTMMHOro none3oBartensd (Metogamu npsiMoro
nepebopa, CnoBapHbIX aTak, naponem
nponssoguTenen No yMoryaHuo, NCNonb30BaHUSA
OOMHAKOBbLIX Mapofien Ans  pasHblX  YYeTHbIX
3anucen, npumeHeHus "pagyxHoix" Tabnuy mnm

Apyrumn)

T2.11. HecaHKUMOHUPOBAHHLIN JOCTYN MNyTeEM
KOMNpoOMeTauun Yy4YeTHbIX [aHHbIX COTpyAHMKa
opraHusaumm, B TOM yucne yepes
KOMMpoMeTauuio MHOIOKPaTHO WUCMOb3yeMoro B
pasnU4YHbIX cMCTeMax Mnapons (4ns NAUYHbIX UNn
cnyXebHbIX HYXA)




T2.12. Wcnonb3oBaHuMe [JocTyna K cuctemam W

ceTam, npeaocTaBneHHOro CTOPOHHMM
opraHusaumsiM, B TOM 4uCle 4epe3 B3NOM
NHGPACTPYKTYpPbI aTUX opraHusauun,
KoMnpomeTaumo NUYHOro obopyaoBaHus
COTPYOHWUKOB CTOPOHHMX opraHusauun,

ncnonb3yemMoro Ang goctyna.
Mpumep: uncnonb3oBaHWe JocTyna TpeTbeun
AOBEPEHHON CTOPOHbI (nocTaBwmkn WT-ycnyr,
nocTaBLLmKK ycnyr 6es3onacHocTn)

T2.13. Peanusauua aTtakm Tumna "4enoBek
nocepeanHe" OnNa  OCyWeCTBAEHUA [OCTyna,
Hanpumep, NTLM/SMB Relaying ataku

T2.14. octyn nyTemMm aKcnnyataumm HegOCTaTKOB
cucteM bBuomeTpuyecKkon ayTeHTumKkaumnmn.




Mpumep: gemoHcTpauua  dotorpadum  Ans
ayTeHTuUukaumm Yepes PyHKLMIO pacno3HaBaHUs
nmy,

MpumeyvaHue 2: [lonyyeHne p[Jocrtyna MOXeT
BbINOSTHATLCH B HECKONbKO Lwaros c
ncnonb3oBaHMeM  ogHou  wunm  Gonee  u3
NnepeYnCreHHbIX Bblle TEXHUK, NOoKa HapyLumMTenb
He [OCTUrHeT LeneBoW cucTemMbl Unn He Oypet
BblHYXAEH npuberHyTb K Opyron TakTuke Ans
NPOAOIIKEHUS aTaku

BHegpeHve n
NCrOmnHeHne
BPEeOOHOCHOIO
nporpaMmmMHoOro
obecneyeHns
B cuctemax wu

T3.1. ABTOMatMyeckMnm 3anyck CKpUNToB U
NCMNOJSTHAEMbIX drannos B cucteme C

ncnonb3oBaHNeEM Nnonb30BaTeJIbCKNX nnn
CUCTEMHbIX YYE€THbIX OaHHbIX, B TOM 4uUcrne C
UCMoJib3o0BaHNEM mMeToaoB coumanbHomn

NHXXeHepnmn




ceTax

TakTuyeckas
3agava:
noslyumBs
AocTyn K ysny
ceTtun nnu
CUCTEMBI,
HapyLmTenb
cTpeMunTcs
BHEOpUTb B
ero

T3.2. AKTMBaums ” BbINOSIHEHWE BPELOHOCHOrO
Koga, BHeOPEHHOro B BuAe 3aknagok B
nernTuMHoe nporpamMmmMmHoe n
nporpaMmmHoe-annapaTtHoe obecneyeHne CuUcTem
n ceten

T3.3. ABTOMaTMyeckas 3arpyska BpeLoOHOCHOro
Koga C YydaneHHoro camta wnm pecypca C
nocrnegyoLwmm 3arnyckomM Ha BbIMOSHEHNE
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TakTunka OCHOBHbIE TEXHUKM
nporpammuyto | T3.4. KonupoBaHue U 3anyck CKpUNTOB W
cpeny NCNOJSTHAEMbIX drannos yepes cpencrsa
NHCTpyME yOaneHHoro ynpaBneHus onepaumoHHON
HTanbHblE CUCTEMOW N cepBUcamm
cpencTea,
Heobxogumble | T3.5. Okcnnyatauus YA3BUMOCTEN TMna
emy [Ans | yoaneHHoe WcnonHeHWe nporpaMMHOro Kopga
panbHenwmnx | (RCE, Remotecodeexecution)
JencTBumn

T3.6. ABTOMaTMyeckoe co3faHue BPedOHOCHbIX
CKpUMTOB npwu nomMoLLm AOCTYMNHOro
WHCTPYMEHTapua OT WMEHW nonb3oBatens B
CUCTEME C MUCMOMb30BaHNEM €ro y4eTHbIX AaHHbIX

T3.7. NMNogmeHa hannosB NerMTUMHbIX NporpaMmm m
Omnbnmnotek  HenocpeacTBeHHO B cUCTeMe.




MpymeyaHue 3: B ToM 4ncne MOXeT coyeTaThbes C
TEXHUKOM KoMnpomeTtaumm cepTtudukara,
ncnonb3yemMoro gns uudgposon nognucu obpasa
no

T3.8. TllogmeHa nerMTUMHbIX nporpaMm Wu
6nbnmnoTtek, a Takke nerMTUMHbIX OOHOBREHUN
nporpaMmHoro  obecneyeHnsa, nocTaBNAEMbIX
nponssoguTeneM yganeHHo 4Yepes ceTu CBA3N, B
penosnTopusax nocTaBLMKka WNU MNpu nepepade
Yyepes ceTu CBA3MN.

MpumeyvaHue 4: B TOM 4ncne MoXeT codeTaTbCA C
TEXHUKOWN KoMnpomMeTtauumm cepTudukara,
ncnonb3yemMoro Ansa undposor noanucu obpasa
nporpaMmMHoro obecnevyeHuns

T3.9. MoomeHa CCbIJTOK Ha JIErNTUMHbIE
nporpamMmmubl n onbnmnoTeku, a TaKxe Ha




nerMTUMHbIe oBHOBNEHUSA nporpamMmmMHoro
obecneyeHns, nocTaBnAemble NPOU3BOAUTENEM
yOaneHHo 4yepe3 ceTM  CBA3W, NogMeHa
MHpopmauum o Takux OBGHOBMEHMSX, BKIOYas
aTaku Ha NHAPACTPYKTYPHbIE cepBUCHI
noctasLwmka (Takme kak DNS hijacking), ataku Ha
TPETbECTOPOHHME pecypcsl, aTakm Ha
9NEKTPOHHYI MOYTY U Apyrve cpeacrsa obmeHa
COOOLLLEeHNAMMN.

MpymeyaHue 5: B ToM 4ncne MoxeT coyeTaTbCs C
TEXHWKON KoMnpomeTauum cepTudumkara,
ncnonb3yemMoro gns uudgposon noanucu obpasa
nporpammMHoro obecnevyeHus

T3.10. MNogmeHa AMcTpnbYTUBOB (YCTAaHOBOYHbIX
KOMMIEKTOB) nporpamm Ha HOCUTEnNAX
NHopMaLnn NN obLLNX ceTeBbIX pecypcax

MpumeyvaHue 6: B TOM Yncne MoxXeT codeTaTbCA C




TEXHMKON KomnpomeTaumm cepTudukara,
ncnonb3yemMoro gns uudpoBon noanucu obpasa
nporpaMmmHoro obecneveHuns

T3.11. KomnpomeTauums cepTtudukara,
ncnonb3yemMoro gns uudposon nognucu obpasa
MO, Bknto4asa Kpaxy aToro ceptudukara y
npounssogutena 1O wnn NOKYNKy KpageHoro
cepTuukata Ha HeneranbHbIX nNfowagkax B
cetax cBa3uM (T.H. "gapkee6") wn nogaenky
ceptudukata C  MOMOLLbID  3KChyaTauuu
yassumocten O, peanuayowero  qyHKUUN
reHepupoBaHUa  KpuntTorpauyecknx  Krioyeu,
XpaHeHuns n ynpasneHus UM pOoBbLIMU
cepTudukatamm
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TakTtuka

OCHOBHbIE TEXHUKMU

T3.12. KomnpomeTtauma Ccpeacts  co3gaHud
NporpaMmmMHoOro Koaa NPUITOXEHNI B
NHPaCTPyKType paspaboTunka 3TUX
NPUIIOXEHNUN  (KOMMNUIATOPOB,  JIMHKOBLLIMKOB,
cpencrTs ynpasneHus paspaboTtkon)  ans
nocrnegyowero asBToMaTM3aMpoBaHHOMO BHECEHUS
W3MEHeHUN B 3TOT KoAd, YyCTaHaBnMBaeMbln
aBTOPU3OBaHHbLIM MONb30BaTENEM Ha LeneBble
ANS HApYLINTENS CUCTEMDI

T3.13. KomnpomeTaums cpenctB  cbopku,
KOHGOUIyprpOoBaHUS " pa3BopaYnBaHus
nporpaMMHOro Koga, a Takke CpPeacTB COo34aHus
y3KOoCneumanmampoBaHHOro koga (K npumepy,




Koaa NPOMbILUSTEHHbIX KOHTPOSNepoB) B
NHJPaACTPYKType ueneson  cuctembl  Ons
aBTOMATU3NPOBAHHOINO BHECEHUS W3MEHEHUN B
39TOT KOA, YCTaHaBfMBaeMbll aBTOPU3OBaHHbLIM
nosfib3oBaTeNieM Ha ueneBble ANs HapywuTens
CcUCTEMBI

T3.14. TllnaHupoBaHWe 3anycka BpegoOHOCHbIX
nporpaMm npu crtapTe onepaumoHHOW CUCTEMBbI
nyTemM akcnnyaTauuMm cTaHO4apTHbIX MeXaHU3MOB,
B TOM 4ucre nyTeM [MpaBKM KIOYen peecTpa,
oTBeYalWmUx 3a  aBTOMATUYECKUA  3anycK
nporpamm, 3anycka Bpe[dOHOCHbIX MporpamMm Kak
CEpPBUCOB U T.MM.

T3.15. [llnaHnpoBaHve 3anycka BpPedOHOCHbIX
nporpaMMm 4epe3 MMaHUPOBLUMKOB 3adady B
onepaumoHHOM cucrteme, a TakKxe ¢




NCMOMb30BaHMEM MEXaHM3MOB  MflaHMPOBaHUS
BbINOSIHEHUA B yAaneHHOW CcucTemMe uYepes
yOaneHHbln BbI30B npoueayp. BeinonHeHne B
KOHTEKCTe MnaHupoBLUMKaA B psge Ccrnyyvaes
nossonsieT aBTOpM30BaTb BPeAOHOCHOEe
nporpaMmmHoe  obecneyeHne M MOBLICUTb
AOCTYMNHbIE eMY NpUBUNENNU

T3.16. 3anyck BpegoHOCHbIX nporpamMm npwu
MOMOLLM NErmTUMHbBIX, NOAMUCaHHbLIX LMEPOBOWA
noaNUCbID  YTUIUT  YCTAHOBKM  MPUMOXEHUA W
CpeacTB  3anycka ckpuntoB  (T.H.  TexXHuKa
NMPOKCUPOBAHUA  3anycka), a Takke u4epes
cpeacTeBa 3anycka Kofa 9rneMeHTOB ynpaBrieHUst
ActiveX, KOMMOHEHTOB UNbLTPOB (KOOEKOB) U
KomnoHeHToB bubnuotek DLL.

Mprmepsbl: 1) 3anyck MSI-cpannos B
onepaunoHHon cucteme Windows npu nomoLum




yTUNUTBI mMsiexec; 2) ucnonb3oBaHue YTUNIUT
Regsvr32.exe (Microsoft Windows Register
Server) n odbcconf.exe pgns npokcMpoBaHus
ncnonHenunsa koga 6ubnuotek dil B onepaunoHHoOn
cucteme Windows nocpeacTBOM — BHeCeHUs
N3MEHEHNN B PeecTp OnepaunoHHbIX CUCTEM

MNpuMevaHve 7: BHeapeHue U UCNOMHEHUWE
BPEAOHOCHOrO MporpamMmHoro obecneyeHuss B
cucTeMax W CeTsX MOXKeT BbIMONHATbCS B
HECKOJbKO LLAroB C UCMONb30BaHMEM OLHOW WUnn
bonee u3 nepeyvnCrieHHbIX Bbile TEXHMK, MNoka
HapyLIUTEnNb He AOCTUrHET LiENEBON CUCTEMbI UK
He OyaeT BblHYXOeH npuberHyTb K Apyrow
TaKTUKe ONs NPOAOIHKEHNs aTaku
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TakTtuka

OCHOBHbIE TEXHUKMU

3akpenneHue
(coxpaHeHwne
aoctyna) B
cucteme  unu
cetu

TakTnyeckas
3apava:
noslyumB
AocTyn K ysny
ceTtun c
NOMOLLbIO
HEKOTOPOWN
nocnegosaTte

T4.1. HecaHKUMOHNPOBaAHHOE CO3[aHue Y4YeTHbIX
3anMcenm Wnn Kpaxa CyLLEeCTBYHOLMX YYETHbIX
JaHHbIX

T4.2. Mcnonb3oBaHue WITATHbIX
yOaneHHoro aoctyna "
onepaunoHHON CUCTEMbI

cpeacTs
yrpasneHus

T4.3. CkpblTasg ycTaHOBKa W 3arnyck cpencrs
yOaneHHoro aoctyna n ynpaBneHus
ornepaunoHHON CUCTEMBI.

BHeceHne nameHeHUn B KOHUrypaumo n cocras
nporpaMmMHbIX n nporpaMMHo-annapaTHbIX




NbHOCTKN
JencTBun,
HapyLmTenb
cTpemuTcsa
ynpoCTUTb
cebe
NoBTOPHOE
nosiyyeHue
aoctyna K
aToMy  y3ny,
ecnnm OH ewmy
BNOCNeaCcTBMA
noHagoburtcsa
(Hanpumep,
yCTaHaBnu
BaeT cpeacTtea
yOaneHHoro

cpeacTB  aTakyemo  CUCTeMbl WM CeTw,
BCMNEACTBME  Yero  CTAHOBUTCS  BO3MOXEH
MHOroKpaTHbI 3amnyck BPe4OHOCHOro koaa

T4.4. MacknpoBaHue NOLKMIOYEHHbIX YCTPOWCTB
nog  NermTuMHble  (Hanpumep,  HaHeceHue
KOpnopaTMBHOro noroTtuna, WHBEHTapHOro
HoMepa, TenedoHa cnyx6bl noaaepxKu)

T4.5. BHeceHMe COOTBETCTBYWOLUMX 3anucen B
peecTp, aBTO3arpysky, MMaHUPOBLUUKN 3aJaHuM,
obecne4vnBaroLLnX 3anyck BPeOOHOCHOrO
nporpaMMHoro obecneyeHust nNpu nepesarpyske
CUCTEMbI UNKN CETN

T4.6. KomnpomeTauusi NpOLUMBOK YCTPOWUCTB C
NCrnonb3oBaHMEM YA3BMMOCTEN nnu
nporpaMMHo-annapaTHbIX 3aknagok, K npumepy,




ynpasneHus BHedpeHne HoBblXx QyHkuun B BIOS (UEFI),
y3rnom, KOMMpomeTaunsa NpOLUNBOK XXECTKUX ANCKOB
n3meHseT
HaCTPOWKK T4.7. Pe3epBHOe KOMUPOBAHME BPELOHOCHOrO
cpeacTts koga B obnacTtax, pegko  nogsepraemblxX
3aluThl n|NpoBeEpKe, B TOM 4uUCIle 3apaxeHune pe3epBHbIX
apyrue KOMUA  OaHHbIX, COXpaHeHume obpa3oB B
[eicTBus) Hepa3Me4veHHbIX 00nacTaX >XEeCTKMX [OUCKOB W
CMEHHbIX HOCUTEnemn
MpumevaHne 8: 3akpenneHne (CoxpaHeHwe
Aoctyna B CUCTEME) MOXeT Npou3BOAUTbLCHA C
MUCcnonb3oBaHMEM  OgHoOW  unn  Gonee U3
nepeyYncrneHHbIX Bbllle TEXHUK
YnpasneHue T5.1. YpaneHHoe ynpasrneHue yepes
BPEOOHOCHbIM | CTaHA4apTHbIE NpoToKonbl (Hanpumep, RDP, SSH),
NPOrpaMMHbIM |@  TakkKe  MCMNOMb30BaHWE  MHAPACTPYKTYpbI




obecneyeHnem
n (vnn)
KOMMOHEHTa
MU, K KOTOpPbIM
paHee ObIn
nony4yeH
AOCTynN

TakTuyeckas
3apava:
BHEapUB
BpegoHOCHOEe
nporpaMmmHoe
obecneyeHne
nnu
obecneyus

npoBarigepos CpeacTs yAaneHHoro
agMuHUCTpUpoBaHus. [pumep: uUcnonb3oBaHWe
cpeacTs yAaneHHoro yrnpaBneHus

RMS/teamviewer ana co3gaHusa KaHana CBSI3U U
ynpaBreHns CKOMNPOMETUPOBAHHON CUCTEMOW CO
CTOPOHbI 3M0YMbILLIIEHHUKOB

T5.2. Mcnonb3oBaHne  wWTaTHbIX  CPeacTB
yOaneHHoro aoctyna n ynpaBneHus
onepaunoHHON CUCTEMBI

T5.3. KOMMyHMKauMsi C BHeELWHUMU cepBepamMmu
yrnpasrieHns Yepes3 XOpPOoLLO U3BECTHble NOpPThl Ha
3TUX cepBepax, paspelleHHble Ha MeXCeTeBOM
akpaHe (SMTP/25, HTTP/80, HTTPS/443 n gp.)
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Taktuka OCHOBHbIE TEXHUKN

NOCTOSIHHOE T5.4. KOoMMyHuKauus C BHELHUMU cepBepamu
nNpPUCYTCTBME |ynNpaBrieHNs 4epe3 HecTaHAapTHble MOpTbl Ha
Ha y3ne ceTu,|9TUX cepBepax, YTO B HEKOTOPbIX Cryyasix
HapyLumTenb nossonseT aKcnnyaTupoBaTb YA3BMMOCTU
cTpeMunTcs cpencTtB ceteBon omnbTpauum ons obxoga 3Tux
aBTOMaTM3NPO |CpeacTB

BaTb

yrnpasneHue T5.5. ¥YnpaBneHne 4yepe3 CbEMHble HOCUTENWU, B
BHEAPEHHbIMK | 4aCTHOCTU, Nepeaada KoMaHz ynpasneHus mexay
UHCTpyMme CKOMMNPOMETUPOBAHHbIMM N30NMPOBaHHOMN
HTaNbHbLIMMA CUCTEMOMN U NOAKMIOYEHHOM K IHTEepHET cucteMon
cpefncrtesamu, yepe3 HOoCcUTesn VIH('bOpMaLI,VIVI, ncnosb3yemMmbie

opraHv3oBas

Ha obeux cucrtemax




B3auMoaen
CTBUSA
cKoMrnpome
TUPOBaHHbLIM
y35iom n
cepBepom
ynpaBneHus,
KOTOPbIN
MOXeT  ObITb
pasmMelleH B
cetn NHTepHeT
nnu B
NHgpacTpy
KType
opraHusauum

T5.6. lNpokcmpoBaHue Tpaduka ynpasrneHus ans
MaCKMUPOBKM NnoLo3pUTENbHON ceTeBoOM
aKTMBHOCTM, obxoga npaBuil Ha MEXCETEBOM
3KpaHe W COKpbITUS agpecoB MHMPACTPYKTypbI
HapywuTenen, AyonupoBaHWe KaHaroB CBS3M,
obdyckaums n pasgeneHne Tpadguka ynpaBneHus
BO nsbexaHne obHapyxeHus.

Mprmepbl: 1) ncnonb3oBaHne
CKOMMNPOMETUPOBAHHbBIX CUCTEM B TOW Xe CeTH,
ANs KOTopbIX NpaBunamu M3 paspelueH goctyn B
WHTepHeT, B KayecTBe MpPOKCU CepBEpOB; 2)
ncnonb3oBaHne mHgpacTpykTypbl cetn TOR ans
NPOKCUPOBaHUSA 3anpocos K cepsepam
ynpaBrieHus; 3) ncnosnb3oBaHne O[HOro
KOMMYHUMKaLMOHHOrO NpoTOKONa Ans 3anpoca, u
Apyroro - Ansa oTBeTa Ha 3anpoc




T5.7. TyHHenupoBaHve TpadmMka YynpaBreHUs
yepe3 VPN

T5.8. TyHHenunpoBaHue Tpaduka ynpaBneHua B
nons  3anofiHEHMS U AdaHHbIX  CNYXeOHbIX
NPOTOKONOB, K  MpuUMepy, TYHHeNupoBaHue
Tpacdvka ynpaeBneHnda B MONA [AaHHbIX W
3anonHeHunsa npotokonos DNS, ICMP vnu gpyrue

T5.9. VYnpaBneHve 4Yepe3  MNOAKMHOYEHHbIE
YyCTPOWUCTBA, peanusyrowmne  OONOSTHUTESbHbLIN
KaHan CBA3W C BHELUHUMM CUCTEMAMMU U MEXAY
CKOMMPOMETUPOBAHHBLIMW CUCTEMAMU B CETU

T5.10. Wcnonb3oBaHne cpeactB obdyckaumm,
WwndpoBaHnsa, cTteraHorpadomm ans  COKPbITUA
Tpaduka ynpasreHus




T5.11. Tllepenavya KomaHZ YynpaBreHUs 4epes
HeCTaHOApPTHO  MHTepnpeTupyemble  TUMOBbIE
onepauun, K npumepy, nyTeM BbINOMHEHUSA
KonupoBsaHus danna no paspeLLleHHOMY
npotokony (FTP wnu nopgobHomy), nyTem
yrnpasrneHus pasgensemMbiMm ceTeBbIMU
pecypcamu no npoTtokony SMB u T.n.

T5.12. Tlepepadya komaHg ynpasfieHust 4epes
nyonukauuio Ha BHELUHEM NErmMTUMMHOM CepBuce,
TakoM Kak Beb-canT, obnadHblin pecypc, pecypc B
counarnbHOM ceTn U T.n.

T5.13. [OuHammyeckoe WU3MEHeHWe agpecoB
cepBepoB ynpasneHus, naeHTndnKaToponB
BHELLHMX CEPBUCOB, Ha KOTOPbIX MNybOnukytTcs
KOMaHabl ynpaBneHusi, n T.N. NO W3BECTHOMY




anroputmy Bo nsbexxaHme obHapyxeHuns
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TakTtuka

OCHOBHbIE TEXHUKMU

Mpumevanne 9: YnpasneHne BpPeOOHOCHLIM
nporpaMmHbIM obecrneyeHnem n (vnn)
KOMMOHEHTaMW, K KOTOpbIM paHee 6bin nonyyeH
AO0CTyn, MOXeT NPOM3BOAUTBCHA HapyLuMTenem cC
NUCrnonb3oBaHMEM  OgHoOW  unn  Gonee U3
nepevncrieHHbIX Bbllle TEeXHUK ANS ynpaBneHus
TPYOHOOOCTYMHBbIMW ~ KOMMOHEHTaMX  unn  angd
peanusaunn pe3epBHbIX KaHanoB ynpasneHus




lNoBbilleHne
npueunerum no
aoctyny K
KOMMOHEHTaM
CUCTEM "
ceTen

TakTn4yeckas
3apava:
nosy4mBe
nepBoHa4vanb
HbIM [OCTyn K
y3ny c
npueunerus
MW, HegocTaTo
YHbIMU ans
COBepLUEHNS

T6.1. NonyyeHne aaHHbIX ANs ayTeHTUdMKaUum un
aBTOpU3aUMM OT WUMEHW NPUBUNETMPOBAHHOMN
Y4YeTHOM 3anucu nyTemM Mnoucka 3TUX [AaHHbIX B
nankax w annax, noucka B NamMAaATM UM
nepexsata B ceTeBOM Tpadwmke. [daHHble Ang

aBTOpU3aLMM  BKMAKOYAKOT MNApoSiM, X3LW-CYyMMbl
naponewn, TOKEHbl, WAEHTUMUKATOPbI CEeccuu,
Kpuntorpaduyeckune KIo4u, HO He

orpaHn4mBaroTCA MU

T6.2. Mopbop napons unu gpyron MHdopmaumm

ans ayTeHTudunkaumm oT NMEHN
NpVBUIErMpoBaHHON y4eTHOMN 3anuncu
T6.3 OkcnnyaTtauua  yassumocten [10 K

NOBbILLIEHWNIO NPUBUMNETUIA.
Mpumep: aKkcnnyatauust ysi3BUMOCTU ApaiiBepa




HYXHbIX — eMy
JencTBun,
HapyLmTenb
cTpemuTcsa
NOBbLICUTb
nosly4yeHHble
npueBunerum u
nosy4nTb
KOHTPOSb Hapg,
y3riom

cnyx6bl nevyaTn, NO3BONAIOLEN BbIMNOMHUTL KOA C
NpPUBUNErMSMM CUCTEMHOM  YYeTHOM  3anucu,
Yyepes JOCTYN K 9TOMy OpanBepy M3 NPUIOXEHUS,
3anyLweHHOro OT MMEHU HenpuBuIIerMpoBaHHOIO
nosfib3oBaTtens

T6.4. JOkcnnyaTauusa ys3BUMOCTEM MeXaHU3Ma
nmnepcoHaumm (3anycka onepauun B cucteme ot
UMEHW OPYror y4eTHOWN 3anucu).

Mpumep: akcnnyatauus YsI3BUMOCTM LUTATHOrO
MexaHu3ma nMnepcoHauuu, peanusyemMmoro
onepaunoHHON CUCTEMON

T6.5. MaHunynaummn ¢ naeHTMmnkaTopom ceccuu,
TOKEHOM JOCTyna WU WHbIM NapamMeTpoM,
onpeaensawoLwnum npaea n NOSTHOMOYUS
nonb3oBaTens B CUCTEME TakMM 006pasom, 4TO
HOBbIW nnm N3MEHEHHbIN




naeHTudmkaTop/TokeH/napameTp naet
BO3MOXHOCTb BbIMOMHEHNA paHee HeOOCTYMHbIX
nonb30BaTesto onepauumn.

Mpumep: Kpaka n nogaenka cookie ceccun ans
nosily4yeHus aBTOPU30OBAHHOIO aocTtyna K

BebnHTepdency ynpasneHus CeTeBoro
yCcTponcTea
T6.6. Obxon NOSNMUTUKN orpaHnyeHust

nonb3oBaTENbCKNX YYETHbIX 3anucen B
BbIMOSIHEHUM  rpynn  onepauuni,  TpebyroLmnx
NPUBUIIETMPOBAHHOIO pexunuma.

Mpumep: obxon UserAccountControl B
onepauunoHHon cucteme Windows

T6.7. Mcnonb3oBaHue YA3BUMOCTEN
KOHMrypaumm cMcTemsbl, Cnyxo n NpunoxeHun, B
TOM yucne npeaBapuTenbHO




CKOH(pUTrypupOBaHHbIX npodgunen
NPUBUNErMPOBaHHbIX nonb3oBareneu,
aBTOMaTU4eCKu 3anyckaembix oT NMEHU
NPUBUIErMpoOBaHHbIX NONb30BaTeNen CKPUNTOB,
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TakTtuka

OCHOBHbIE TEXHUKMU

NPUNOXEHNA N 3K3EMNNAPOB  OKPYXEHUS,
nossonstowmnx BpeaoHocHomy MO BbINONHATLCS C
NOBbILEHHLIMW NPUBUNETNAMMN.

Mprmepsl: 1)  wucnonb3oBaHve  npodounen
PowerShell gna 3akpennenuss BpegoHocHoro N0
B cuctemMe wu BbinonHeHuss atoro O ¢
NOBbILWEHHbIMU NPUBUAErNSMU; 2) KOHUrypauus
KOMaHObl nepexoga B  NPUBUNETMPOBAHHbLIN




pexunm sudo, Npy KOTOPOW yCMNeLwHbIn pesynbTtart
BbIMOSIHEHUSA 3TOM KOMaHAbl HA HEKOTOPOE BpPEMS
KawmpyeTcs, yTO npum onpeaeneHHbIX
obcToATenbCTBAX MOXET ObiTb MCMNONb30BaHO
BPE4OHOCHbIM KoOM ansa BbINONHEHUS
NPUBUNErMPOBaHHbIX ONepauun B TEYEHMEe 3TOro
BpemeHu; 3) napameTpbl WUCMOMHEHUs dannos
(ImageFileExecutionOptions, IFEO),
nossonsatoume nepeknyaTb NCNonHeHne
dhannos B pexum OTNaaKw, BbIMNOMHASA
BPEe4OHOCHbIE NPUNoXeHna noa BUOOM
OTNag4yMkoB W CPeAcTB  MOHUTOPUHIA, 4TO
nos3sonseTt UM OTKNo4aTb CUCTEMHbIE
NPUIOXEHNSA N CpeacTBa 3aLmThl

T6.8. Jkcnnyataumsa ya3BMMOCTEN, CBA3AHHbIX C
OTOENMbHbIM, W BEPOSATHO MeHee  CTPOornm
KOHTpONeM [OCTyna K HEKOTOpbIM pecypcam




(Hanpumep, K  annoson cucteme) AN
HenpMBUIErMPOBaHHbIX Y4ETHbIX 3anucen.
Mpumep: nogMeHa Ha gucke OuHapHbIX hannos

nn CKpUNTOB, npegHa3Ha4YeHHbIX and
UCMOJIHEHUA B MNMpUBUNErMPpoBaHHOM KOHTEKCTE,
NPUNOXeHNeEM, MCMONMHAKLWNMCA B

HenpmeunerMpoBaHHOM KOHTEKCTE

T6.9. Okcnnyatauma  yA3BUMOCTEN  CPencTB
OorpaHn4eHust cpeabl MCMNOMNHeHUsT (BUpPTyarnbHble
MaLUWMHbI, NEeCOoYHMUbl W T.N.) AN WCNOSIHEHUSA
Kofa BHe 9Ton cpenpbl.

Mpumep: akcnnyataums ya3BMMOCTM 06paboTku
Oycdbepa [OaHHbIX B pamkax  MNeCoYHMLbl,
peanusyemon Opay3epoM [ONd  OrpaHuyeHus
paboTbl MobunbHoro koga (Javascript), c
nocreayLwmm BbINOSTHEHMEM KOOa B KOHTEKCTe
npouecca bpayaepa




Mpumevanne 10: [loBblweHWe npuBuNerMn no
AOCTYny K KOMMOHEHTaM CUCTEM U CeTENn MOXeT
Npon3BOAUTLCS C WUCMOMb30BaHMEM OOHOW WNK
bornee M3 nNepeyvnCrieHHbIX Bbllle TEeXHUK, MoKa
HapywmTenb He NONYyYnT 4OCTAaTOMHO NPUBUNETNIA
ANa peanusauuun Opyron TakTUKU B MPOAOIDKEHUN
aTaku

CokpbiTune
AencTeum n
NPUMEHAEMbIX
npwu 3TOM
cpencTs oT
obHapyxeHus

TakTndeckas
3agava:

T7.1. Wcnonb3oBaHue  Hapywutenem  unm
BpegOHOCHOW nnaTgopmMomn LWTaTHbIX
WHCTPYMEHTOB agMWHUCTPUPOBAHUSA, YTUAUT WU
CEPBMCOB OMEPAUNOHHOM CUCTEMbI, CTOPOHHUX
YyTUNAUT, B TOM Y1Cne ABOMHOIo HasHa4yeHus.

Mpumep: uMcnonb3oBaHWe MNONYNSPHON YTUMUTDI
PsExec ans oC Windows Kak




HapywuTenb agMuHUCTpaTopamMu, Tak N HapyLIMTensamm
CTpemMuTca
3aTpyaHUTb
npumMeHeHmne
MpogormkeHne Tabnuubl 11.1
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Mep  3aWuThbl
nHdopmMaLuu,
KoTopble
CNOCOOHbI
nomewiaTtb €ro
JEencTBmAM
nnm
0OHapyXunTb

T7.2. Ouuctka/zaTvpaHue UCTOPMM KOMaHg W
XypHanoB  perucrpauum, nepeHanpasneHune
3anucen B XypHarnbl perucrtpaumm, nepenonHeHme
UCTOPUN KOMaHL W KypHanoB perncrpauuu,
3aTpyAHeHMe O0CTyrna K XXypHanam permcrpaumm
ANt aBTOPU30BaHHbIX NOMb30oBaTenemn

T7.3. VYpanenue annos, nepenucbiBaHue




nx

dannos NPON3BOSIbHLIMU OaHHbIMU,
dopmaTMpoBaHMe CbEMHbIX HOCUTESEN

T7.4. OTKNOYEHNE CpPeacTB 3awuTbl OT Yrpos
MHopMaUnoHHon 6e3onacHoCTU, B TOM 4ucne
CpeaCTB aHTUBUPYCHOW 3alUnUTbl, MEeXaHU3MOB
ayaouTa, KOHcofnen onepatopa MOHUTOPUHra W
cpeacTB 3aWmThl APYrMx TUMNOB

T7.5. OTkntovyeHne CUCTEM n cpencTs
MOHUTOPUHra n 3aWwmThbl oT yrpos
NPOMBbILLSIEHHOMN, dunaunyeckon, Nno>KapHoM,
9KOSOrnMyeckon, paguauMoHHON 6Ge30nacHOCTH,
WHbIX BUOOB 6e30MacHOCTN aBTOMAaTU3NPOBAHHOW
CUCTEMBI ynpasneHus TEXHOMNOrMYeCcKuMm
npoweccamn 1 ynpaBnsemMoro (KOHTPONMpyemMoro)
ob6bekTa u (unun) npouecca




T7.6. Tllopoenka p[aHHbIX BblBO4A CpPeacTB
3awmnTol oT yrpos MHGOPMaLIMOHHON
©e3onacHocTn

T7.7. Tlopoenka OaHHbIX TenemeTpun, LaHHbIX

BblBOOA aBTOMATM3NPOBAHHbIX cuctem
ynpaBneHusi, [OaHHbIX CUCTEM W  CPeacTs
MOHUTOpPUHra n 3awmnThl oT yrpos
NPOMBbILLSIEHHOMN, domsnyeckon, noXxapHow,

9KONormyeckon, paguaumoHHon ©e3onacHocTu,
WHbIX BMAOB 6e30nacHOCTM aBTOMaTU3NPOBAHHON

CUCTEMbI ynpasneHus TEXHOMNOrM4YeCcKuMm
npoueccaMmn 1 ynpaBnsemMoro (KOHTPONMpyemoro)
obbekTa n (nnn) npouecca, AaHHbIX

BMaeoHabnwoaeHna u AOpyrux BusyanbHO wnu
aBTOMaTUYECKMN UHTEPNpPEeTUPyeMbIX AaHHbIX




T7.8. BoinonHeHne atakn oTkasa B 0b6cnyxmnsaHum
Ha OCHOBHble UM pe3epBHble KaHanbl CBSA3W,
KOTOpble MOryT WCMNOMb30BaTbCA ANSA OOCTaBKM
coobLleHnn o HepaboTocnocobHOCTM CUCTEM UNK
NX KOMMOHEHTOB UMW O APYrMX NpU3HaKax aTaku

T7.9. MNognucanne Koaa, BKMtoYas
ncnosb3oBaHme CKOMMPOMETUPOBAHHbIX
cepTndurKaTtoB aBTOPUTETHLIX MNPOM3BOAUTENEN
MO ana nognucaHust BPe4OHOCHbBIX NPOrpamMMHbIX
Moaynemn.

MpumevaHne 11: CodeTaeTcs C  TEXHUKOW
KomnpomMmeTauum ceptudukaTa, WCNosfib3yemMoro
ans undposon noanuncu obpasa MO

T7.10. BHegpeHve BpegooHOCHOIO Koga B
AOBEpPEHHbIEe MPOLIECChbl ONepauUMoOHHON CUCTEMbI




U gpyrne obGbeKTbl, KOTOpble He noaBeprarTcs
aHanu3y Ha HanuuMe Takoro koga, Ans
npeaoTBpalleHnss 0GHapyXeHus

T7.11. Mogundukaumna mogynen n KoHgurypaumm
BPEAOHOCHOro MnporpaMmHoro obecnedeHuss ans
3aTpyaHeHUs ero obHapy>XeHus B cucTeme.
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Mpumep: BHECeHMEe W3MEHEHUMW B MOAYNU U
KOHpurypaumo BpegoHocHoro NO gnsa yaaneHus
nHOukKaTopoB komnpomeTtauun atum BIMO nocne
oBHapyXeHus ero B Apyrmx cuctemax




T7.12. MaHnnynaumm nmeHamm v napameTpamu
3anycka nMpoueccoB W NPUNOXEHUNn  Ons
obecneyeHnss CKpbITHOCTM.

Mprmepbl: 1) COKPbITUE OKHA MPUNOXEHUS Yepes
napameTpbl 3anycka npouecca B OC Windows; 2)
BbIOOp ANS BPEOOHOCHOIO MPUMOXEHUS WUMEHWU
danna (npowecca), NOXOXero Ha UMt U3BECTHOIO
n/nnn CUCTEMHOrO NPUNOXeHNs nnu
COBMaJatoLLEro C HAM

T7.13. Co3gaHve CKpbITbIX annos, CKPbITbIX
YYEeTHbIX 3anucen

T7.14. YcTaHOBNeHWe JIOXHbIX [OOBEPEHHbIX
OTHOLWIEHUW, B TOM 4YUCrEe YCTaHOBKA KOPHEBbIX
cepTumkatoB  Ong  ycnewHow — Banugauuu
BPE4OHOCHbIX NpPorpamMMHbIX mMoaynem "




aBToOpm3aLnn BHELLHNX CEPBNCOB

T7.15. BHegpeHune BpPeOOoHOCHOro Koga
Bbl6OpOYHbIM/UENEBbIM oObpa3om Ha Haubonee
BaXHble CUCTEMBI nnu CUCTEMBI,
yOOBMNETBOPSAIOLNE OnpeaeneHHbIM  KpUTEepUsM,
BO nsbexxaHue npexaeBpeMeHHOM
KomnpomeTauun nHdopmaumm o6 ncnonb3yemblx
npu atake ys3BUMOCTAX M OBHapyxeHusa dakTa
aTaku

T7.16. WNckycCcTBEHHOE BpEMEHHOE OrpaHnyeHue
pacnpocTpaHeHNs Unn akTMBauunu BPEeOHOCHOrO
Koaa BHYTpU cetn, BO nsbexaHve
npexxaeBpemMeHHOro obHapyxeHusa akra aTtaku.

Mpumep: pacnpocTpaHeHne BpeaoHocHoro [10
€OVHOBPEMEHHO NO  BCEM  UHTEPECYIOLNM
3M10yMbILLAIEHHNKaM cuctemam n




eQNHOBPEMEHHbI 3amnyck ero Ha BbIMONHEHUE MO
KOMaHZe, BMMOTb [0 BbINOMHEHUS  KOTOPOW
KOMMNpPOMeTaLMo CUCTEMbl OBHaPYKUTb CIOXHO

T7.17. O6dyckaums, wmndpoBaHMe, ynakoBka C
3aluTon naposnem nnm COKpbITME
cTeraHorpauyeckumm Metogamm nporpamMmmMHOro
kKoga BpegoHocHoro [10, pgaHHbIX W KOMaHA4
ynpaensawwero Tpadpuka, B TOM u4ucrne npu
XpaHeHMM 3TOro Koda W [aHHbIX B aTakyemMoun
cucTemMe, Npu XpaHeHUM Ha CETEBOM pecypce unm
npu nepegaye no cetn

T7.18. Wcnonb3oBaHne cpencTB BUpTyanusaumm
ANA  COKPbITUS  BPEAOHOCHOr0  Koga  unu
BPEeOOHOCHOW aKTUBHOCTU oT cpeacTts
oBHapyXeHusi B onepaumoHHON cucteme




T7.19. TyHHenupoBaHne Tpadmka YynpaBreHUs
yepe3 VPN

T7.20. TyHHenupoBaHue Tpaduka ynpasreHus B
nons  3anofiHEHMS U AdaHHbIX  CNYXeOHbIX
NPOTOKONOB, K  MpuUMepy, TYHHeNupoBaHue
Tpacdvka ynpaeBneHnda B MONA [AaHHbIX W
3anonHeHunsa npotokonos DNS, ICMP vnu gpyrue
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OCHOBHbIE TEXHUKU

T7.21. N3ameHeHne KoHdUrypauumn cetun, BkNoyasa
N3MEHeHne KOHurypauum ceTeBbiX YCTPOWCTB,
OopraHM3aumio NPOKCU-COEOAUHEHUIA, W3MEHEeHne
Tabnuy, mapwpyTtmsauumn, cbpoc n Mmogudukawmo




naponen poctyna K uHTepdencam ynpasfieHnda
ceTeBbIMWN YCTPOMUCTBaAMMU

T7.22. NogMeHa n koMnpomMeTaumnsa npoLLMBOK, B
TOM 4uncrne npowwmsok BIOS, xecTkux anckos

T7.23. NMogmeHa hannos NerMTUMHbLIX NporpamMm
n 6MbnNnoTek HeNnOCpPeaCTBEHHO B CUCTEME.
MpumeyvaHue 12: B TOM 4Yncne MOXeT codeTaTbCs
C TExXHUKOW KoMMpomeTauum cepTudukaTta,
ncnonb3yemMoro Ansa undposor noanucun obpasa
Mo

T7.24. TllogmeHa nErMTUMHbLIX MporpamMm Wt
onbnuotek, a Takke nNEerMTUMHbIX OOHOBNEHWUN
nporpammHoro  obecneyvyeHusi, NOCTaBMSIEMbIX
npon3soauTenemM yaaneHHo 4Yepes ceTu CBA3N, B
penosnTopuax nocTaBLMKa WNU MNpyu nepepaye




Yyepes ceTn CBA3MN.
MpumeyvaHue 13: B TOM 4ncne MOXeT codeTaTbCs
C TEexXHUKOM KomnpomeTtauum cepTudumkara,
ncnonb3yemMoro Ansa undposor noanucu obpasa
rno

T7.25. [logmeHa CCbIIOK Ha  NermTUMHble
nporpamMmbl U GuMBGAMOTEKM, a Takke Ha
nernTUMHble obHoBNEHUSA NPOrpaMmMHOro
obecrneyeHns, nocTaBnAemble NPoOU3BOAUTENEM
yOaneHHo 4epe3 ceTu CBA3W, WHGopMauun o
Takmx OOHOBMNEHUAX, BKMAYas aTakM  Ha
NH(PPaCTPYKTYpHbIE CEPBUCHI NOCTaBLUMKA (Takue
kak DNS hijacking), atakm Ha TpeTbeCTOpPOHHuEe
pecypcbl, ataku Ha SMNEKTPOHHYIO MOYTY U Apyrue
cpeacTea obMeHa coobLeHnsIMN.

MpumeyvaHune 14: B TOM 4ymcrie MOXeET codeTaTbCs
C TEexXHUKOM KomnpomeTtauum cepTudukara,




“cnonb3yeMoro Ans uvMdgpoBoi noanucu obpasa
no

T7.26. NogmeHa AMCTpNBYTUBOB (YCTAaHOBOYHbIX
KOMMSEKTOB) nporpamm Ha HOCUTENAX
NMHopmauun nnu obLLNX ceTeBbIX pecypcax.
MpymeyaHue 15: B TOM 4Yncne MOXeT coyeTaTbCs
C TexXHWKOW KomnpomeTauum cepTudukara,
ncnonb3yemMoro gns uudgposon noanucu obpasa
rno

T7.27. KomnpomeTauuns cepTtudukara,
ncnonb3yemMoro Ana uudposor noanucu obpasa
MO, BkNtoYaa Kpaxy aToro ceptudukarta y
npoussogutens MO wnM NOKynKy KpageHoro
ceptTudukata Ha HeneranbHbIX Mnowagkax B
ceTax cBa3M (T.H. "papkee6") wn nopgenky
cepTudukata C  MOMOLWLbIO  3KCnnyaTauuu




yassumocten O, peanuayowero  qyHKUUN
reHepupoBaHUSA  KpUNTorpaduyeckux  KIyen,
XpaHeHus n ynpasneHus undpoBbIMU
cepTudukatamm

T7.28. KomnpomeTtauuss cpencts  Cco3gaHus
nporpamMmHoro Koaa NPUNOXEHNI B
MHpacTpyKType paspaboTumnka 3TUX
NPUIOXEHNA  (KOMMNUMATOPOB,  JIMHKOBLLMKOB,
CcpeacTB ynpaBneHus
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pa3paboTkon) ans nocneaytoLiero
aBTOMaTU3NPOBAHHOIO BHECEHUSI W3MEHEHUI B
3TOT KOA, YCTaHaBnMBaEeMblll aBTOPU3OBAHHbLIM
nonb3oBaTenemM Ha UeneBble ANS HapywuTens
CUCTEMbI

T7.29. KomnpomeTtaumsa  cpeactB  cbopku,
KOH(pUrypmpoBaHus " pasBopavyMBaHus
nNporpaMMHOro Koga, a Takke CpeacTB CO34aHus
y3KocneumanmanpoBaHHoro koga (K npumepy,
Koaa MPOMBILLIIEHHBLIX ~ KOHTPOMNEpPOB), B
WHPaCTPyKType  UeneBon  cUCTeMbl,  ANs
aBTOMATM3NPOBAHHOIO BHECEHUA W3MEHEHUN B
3TOT KOA, YCTaHaBfMBaeMbI aBTOPU3OBaHHbLIM
nosfib3oBaTefieM Ha UeneBble ANs HapywuTens
CUCTEMBI




MpumevaHne 16: CoKpblTMe  OENCTBUUA U
NPUMEHAEMbIX npwu 3TOM cpeacTs oT
oBHapyxeHus MOXeT Npon3BOaUTbLCS C
ncnonb3oBaHMeM  ogHon  wunm  Gonee  u3

nepevncrieHHblX Bblle TeXHWK [OMS COKPbITUS
pasHbIX CBUOETENbCTB KOMMNpOMeTauun CUCTEMBbI
unu ans 6onee aHOEKTMBHOIO COKPbITUS

Mony4veHne
aocTyna
(pacnpocTtpaHe
HWe JocTyna) K
Apyrim
KOMMOHeHTaMm
cuUcTeM n
ceTen nnu
CMEXHbIM

T8.1. QKcnnyaTaums YA3BMMOCTEN ans
NOBbILLEHWSI MPUBUNETNIA B CUCTEME WU CETU ANs
yOaneHHoro BbIMNOMIHEHWUST MPOrpaMMHOro  koga
ANSA pacnpocTpaHeHns gocTyna

T8.2. Ncnonb3oBaHne cpeacts U MHTeEPdENCOB
yOaneHHoro ynpasneHusa ans nonyyYyeHnsa gocrtyna
K CMEXHbIM cuctemMam 1 ceTsam




cncremMmam n
ceTam

TakTn4yeckas
3apava:
nosny4mBe
aocTyn K
HEKOTOpPbIM
y3nam
NHPaCTPYKTY
pbl,
HapyLmTenb
cTpemuTcsa
NnonyYnTb
aoctyn K
ApYyrMMm ysnam.
MNopobHoe
pacnpocTpaHe

T8.3. Ncnonb3oBaHue MexXaHU3MOB
JANCTaHLUMOHHOM YCTaHOBKM NporpamMmMHoro
obecnevyeHnsa n KOHpUrypmpoBaHusi.

Mpumep: pacnpocTpaHeHMe BPEenOHOCHOro koaa
rpynnobiMu nonutukamm ActiveDirectory, 06bl4HO
ncnonb3yemMbiMn ans aBTOMAaTM4eCKoro
ynpasneHus NEernTUMHbIM nporpaMmmHbIM
obecnevyeHnem

T8.4. YoaneHHoe konupoBaHue dhannos, BKOYas
MoAynm BPE4OHOCHOro NporpamMmMHoro
obecnevyeHna U NErNTUMHbIE  MPOrpamMMHbIe
CcpeacTBa, KOTopble MNO3BONSAT 3MO0YMbILLUNIEHHUKY
noslydatb JOCTYM K CMEXHbIM CUCTEMAM U CETAM




HMe pgocTyna
MOXeT  ObITb
HeueneHanpa
BINEHHbIM: Tak,
ewe He 3Has, K
KakKuM MMEHHO
KOMMOHEHTaMm
NHgpacTpy
KTypbl
TpebyeTca
nony4nTb
AoCTyn
TOrO,
Bbl3BaTb
HY)XXHble  eMy
HeraTUBHbIE
nocnencTeus,

ans
YTOObI

T8.5. N3meHeHne KoHdurypaumm ceTtn, BKOYas
N3MEHeHe KOHpUrypaumm ceTeBblX YCTPOWUCTB,
opraHuM3aumio  NPOKCU-COEQUHEHUN, W3MEHeHue
Tabnuy mapwpyTtusauumn, cpoc n moamndmkaumo
naposiel goctyna K uHTepdencam ynpaBneHus
ceTeBbIMW YCTPOMUCTBaAMMU

T8.6. KonupoBaHue
CbeMHble HOCUTEeNu

BpeaJoHOCHOro Koga Ha

T8.7. Pa3smelieHne BpPeOoOHOCHbIX MPOrpamMmHbIX
MoAynen Ha pasgensiemMblX ceTeBblX pecypcax B
cetu

T8.8. Ncnonb3oBaHne A0BEPEHHbLIX OTHOLLEHUN
CKOMMNPOMETUPOBAHHOWN cucTeMmsl "
nonb3oBatesien 3TOWN  CUCTEMbI C  ApYrumMmu




HapyLmTenb
MOXeT
CTPEMUTLCS
nony4nTb
KOHTpONb Hag
Kak MOXHO
oonbLuen
yacTblo
NHGpacTpy
KTypbl CUCTEM
n ceten

cuctemamm " nonb3oBaTensMmm ans
pacnpocTpaHeHns Bpe4oHOCHOIo
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nporpamMmmHoro obecneveHus unuv ang gocrtyna K
cuctemMam 1M MHopMaumm B Opyrux cuctemax u
ceTsax.

Mpumep: oOTCbINka CcOOOLEHMI KOpnopaTMBHOW
3MIEKTPOHHOM MOYTbl OT UMEHW KOSMer u npoymnx
AOBEPEHHbIX NnLY

MpnmeyaHue 17: MonyyeHune aocrtyna
(pacnpocTtpaHeHune aoctyna) K Apyrmm
KOMMOHEHTaM CUCTEM U CeTeEn WU CMEXHbIM
cMcTtemMaMm UM CETSM  MOXeT BbINOSHATLCA B
HECKOSNbKO LIaroB C UCMNONb30BaHNEM OOHOW MNn
bonee M3 nNepeyvnCrieHHbIX BbIe TEXHUK, MoKa
HapywmTenb He AOCTUTHET LeNeBon CUCTEMbI NN
He ©OygeT BblHY)XOEH npuberHyTb K Opyron
TakTUKe AN NPOAOIMKEHNS aTaku




C6op u BbIBOA,
n3 CUCTEMBI
nnm cetu
MHopMauuu,
Heobxoanmonm
ans
JanbHeunLmnx
AencTsum  npwu
peanusaunm
yrpos
©e3onacHocTH
nHpopmauum
nnm
peanusaunm
HOBbIX yrpo3

TakTnyeckas

T9.1. [loctyn k cucteme gna cbopa nHhpopmaumm
M BbIBOA WH(OpMauun 4Yepes cTaHOapTHblE
npoToKonbl ynpasnexHns (Hanpumep, RDP, SSH),

a TakKe WUCMoNb30oBaHWE  WUHAPACTPYKTYpPbI
npoBanaepos cpeacTs yAaneHHoro
aAMUHUCTPUPOBAHUSI.

Mpumep: uncnonb3oBaHWe CpeacTB yaaneHHoro

ynpasneHns RMS/teamviewer co3faHus
KaHana CBA3N n ynpasneHus
CKOMMPOMETMPOBAHHON CUCTEMOW CO CTOPOHDI
3M10YMbILLSIEHHMKOB

ans

T9.2. [loctyn k cucteme gna cbopa nHhpopmaumm




3agava: B xoae
peanusauunu
yrpos
©e3onacHocTH
nHdopmMaLuu,
HapyLwmnTento
MOXeT
notpebosa
TbCS MOMYYnTb
N BbIBECTM 3a
npenensbl
NUHpacTpy
KTypbl
donbline
obbeMbI
nHdopmMaLuu,
nsbexas npwm

M BbIBOA WHGOPMaUUW Yepe3 WCNOoNb3oBaHue
lWUTaTHbIX CPEACTB ydaneHHoro pgoctyna wu
ynpaeneHus onepaLmMoHHON CUCTEMBI

T9.3. BeIBO4 MHOpMaLMM Ha XOPOLLO U3BECTHbIE
NnopTbl HA BHELUHUX cepBepax, paspelleHHble Ha
MexceTeBoM  3kpaHe (SMTP/25, HTTP/80,
HTTPS/443 v gp.)

T9.4. BbiBOg WHOpMauun Ha HecTaHOapTHble
NnopTbl HA BHELUHUX cepBepax, YTO B HEKOTOPbIX
cnyyasx nossonseT aKcnnyaTupoBaTb
YA3BMMOCTU CPEACTB ceTeBou unbTpauuun ang
obxofa aTux cpencTs

T9.5. OrtnpaBka [AaHHbIX MO  M3BECTHbIM
NpOTOKOMaM yrnpaBneHust U nepegadv AaHHbIX




3TOM
oOHapyxeHus
nnu
npoTmBoaem
cTBUSA

T9.6. OtnpaBka AaHHbIX N0 COBCTBEHHbLIM
npoToKoiamM

T9.7. TllpokcupoBaHue Tpadumka nepegayu
AAHHBIX AN MacKMPOBKM  NOOO3PUTENBHOM
CeTeBOW aKkTMBHOCTW, obxoga npaBun  Ha
MEXCEeTEBOM 3KpaHe W COKpbITUS aapecoB
MHPACTPYKTYpbl Hapywwutenen, aybnupoBaHue
KaHanoB cBA3KW, obdyckauma wn pasgeneHue
Tpadhuka nepefaynm [OaHHbIX BO  uM3bexaHue
obOHapyxeHus.

Mprmepsl: 1) ncrnonb3oBaHue
CKOMMNPOMETUPOBAHHbBIX CUCTEM B TOW Xe CeTu
ANs KOTopbIX NpaBunamu M3 paspelueH goctyn B
MHTepHeT B KayecTBe MNPOKCUM CepBepoB; 2)
ncnonb3oBaHne mHgpacTpyktypbl cetn TOR ans
NPOKCUPOBaHUSA 3anpocos K cepsepam




ynpasneHus; 3) ncrnonb3oBaHue OAHOro
KOMMYHWKaLMOHHOro MpoToKkorna Ans 3anpoca, u
ApYroro - Ans oTBeTa Ha 3anpoc

MpogormkeHne Tabnuubl 11.1
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OCHOBHbIe TEXHUKMU

T9.8. TyHHenupoBaHuMe Tpaduka nepegaydn
AaHHbIX Yepe3 VPN

T9.9. TyHHenupoBaHue Tpaduka ynpasfieHus B
nonsd  3anofiHEHMS W OaHHbIX  CrYXeBHbIX
NPOTOKONOB, K MpuUMepy, TYHHENupoBaHue
Tpadvka ynpaerneHnd B MONA [daHHbIX W
3anonHeHunsa npotokonos DNS, ICMP vnu gpyrue




T9.10. BeiBOg uWH(pOpMauMn 4epe3 CbeMHble
HOCUTENW, B YAaCTHOCTU, Nepeaava AaHHbIX Mexay
CKOMMPOMETUPOBAHHbBIMU N30MPOBaAHHON
CUCTEMOWN M NOAKMOYEHHOM K MIHTEpHET cucTteMon
yepe3 HOCUTENU WHGOPMaUUK, UCNONb3yeMble
Ha obeunx cuctemax

T9.11. OTnpaska gaHHbIX Yepe3 anbTepHaTUBHYHO
cpeay nepefayvv AaHHbIX.

Mpumep: BbiBOA, KOHpMAEeHUManbHom
WHpopmauun  yvepes cybTUTpbl  Buaeopsaa,
AEMOHCTPUPYEMOro Ha Beb-canTe

T9.12. WundpoBaHne BbIBOANMOW WHGOPMaLNWK,
ncrnonb3oBaHWe cTeraHorpaun Ans COKPbITUSA
(hakTa BbIBOAA UHGOPMaLUK




T9.13. BbiBog MHJOpMaLnK yepes
npegocTaBneHne aocrtyna K drannosbIM
XpaHvnuwam n 6asam gaHHbIX B MHAPACTPYKType
CKOMMNPOMETUPOBAHHON CUCTEMbI WKW CETU, B
TOM 4uUcre nyTem COo34aHuUs HOBbIX YYeTHbIX
3anucen nnn nepegaym  OaHHbIX  Ons
ayTeHTUdunKaumm u aBTopmU3aLnn MMELLNXCS
YYETHbIX 3anucen

T9.14. BbiBOg MHOpMaUMM nyTeM pasMeLLeHuns
coobweHnn wnu  annoB  Ha  NyGrIMYHBIX
pecypcax, AOCTYMHbIX ans AHOHUMHOTO
HapywunTens (cdbopymbil, dannoobmMeHHble
cepBucbl, @oTtobaHkn, obnayHble CepBUCHI,
counarnbHble ceTun)

MpumeyaHue 18: C6op mn BbIBOA U3 CUCTEMBI UNK




cetun nHpopmauum, Heobxoanumon ans
AanbHENWNX OencTBUW Npu peanusaumm yrpos
6e3onacHOCTM WHGOPMaUUK WK peanusauum
HOBbIX yrpos MOXeT BbIMOMHATLCA C
ncnonb3oBaHMeM  ogHon  wunm  Gonee  u3
nepevncrieHHbIX Bblle TEXHUK ANA peanusauuu
pe3epBHbIX KaHanNoB BbiBoAa MHOpMaL MK

-

HecaHkuno
HUPOBAHHbLIN
aoctyn un (1Mnn)
BO3OencTBmne
Ha
MHOPMaLNOH
Hble pecypchbl
nnm
KOMMOHEHTbI
cuctem n

T10.1. HecaHKUMOHMpPOBaHHbIN K
WHOpMaUuM B NaMATU CUCTEMbI, (PansIoBOMn
cucteme, 6asax [OaHHbIX, pPEno3nTopusax, B
nporpaMMHbIX MOOYNAX U NPOLUMBKaX

aocTyn

T10.2. HecaHKuMOHMpPOBaHHOE BO34EUCTBUE Ha
CUCTEMHOE nNporpammHoe obecneyeHne, e€ro
KOHoMrypaumio u napameTpbl 4ocTyna




ceTen,
npueogsaLumne K
HeraTuBHbIM

T10.3. HecaHKuMOHMpPOBaAHHOE BO3OENUCTBME Ha
nporpaMmmHble Moaynm npuKNagHoro
nporpaMmmHoro obecneveHuns

nocneacTemam
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TakTnyeckas T10.4. HecaHKUMOHMpPOBaAHHOE BO34ENUCTBME Ha
3ajava: NporpamMMHbIN KoL, KOHUrypauuo 1 napameTpsbl
OOCTXKEHNE aocTtyna npuKnagHoro NporpamMmMHoro
HapywuTenem |obecneyeHns
KOHEeYyHou
Luenu, T10.5. HecaHKuMOHMpPOBaAHHOE BO3AENUCTBUE Ha

npusogsilee K
peanusaumu

nporpaMMHbIA Kof, KOHUrypauuio 1 napameTpbl
[0CTyna CUCTEMHOro NpPorpaMMHoro obecrneveHus




Moaenupye
MOW Yrposbl U
NPUYNHEHUIO
HeZonyCTUMbIX
HeraTuBHbIX
nocneacTemmn

T10.6. HecaHKuMOHMpPOBaAHHOE BO3OENUCTBME Ha
nporpamMMHbIN KoL, KOHUrypauuo 1 napameTpsbl
A0CTyna NpoLUNBKM YCTPOMCTBA

T10.7. TllogmeHa wHpopmMauun (Hanpumep,
nnaTeXHblX  PEKBM3UTOB) B  MNaMaATm  UNu
WHoOpMauuKn, xpaHumon B Buage annos,
MHopMauun B BGasax AaHHbIX U PEno3NTOPUSX,
WHpopMauunm Ha Hepas3MeyeHHbIX obnacTax
ANCKOB U CMEHHbIX HOCUTernen

T10.8. YHuuTOXEHME MHGpOPMaALMK, BKOYas
WHOPMaUNIO, XpaHuMMyto B Buge pannos,
MHdopMauuio B 6asax AaHHbIX U PENO3NTOPUSX,
WHpopMaunIo Ha HepasMedeHHbIXx obnacTax
ANCKOB U CMEHHbIX HOocuTenem




T10.9. [NobaBneHue wuHdopmauum (Hanpumep,
nedencuHr KopnopaTuBHOIo noprtana,
ny6nukaumsa noXxHon HOBOCTK)

T10.10. OpraHusaumsa oTkasa B ob6cCnyxmBaHun
OOHOM WNN HECKONMbKUX CUCTEM, KOMMOHEHTOB
CUCTEMbI UNKN CETU

T10.11. Heuenesoe ucnonbL3oBaHWe pPecypcoB
CUCTEMBI.

Mprmepsl: 1) opraHmsauusi  MaNHWUHIOBOW
nnatgopmbl; 2) opraHusaumsa nnatgopmbl Ans
OCYLLECTBIIEHNSA aTak OTKasa B 06Cny>XMBaHMM Ha
CMEXHbI€ CUCTEMbI N CETMW.

T10.12. HecaHKUunoHMpoBaHHOE BO3AEUCTBME Ha
aBTOMaTU3NPOBAHHbLIE CUCTEMbI YMNpPaBfeHUs ¢




Lernblo Bbi30Ba OTKa3a WUNv HapyLlleHUs yHKUUN
ynpaeneHusi, B ToMm 4ucne Ha ACY Kputudeckm
BaXHbIX OOBEKTOB, MNOTEHUMANbHO  OMNACHbIX
06beKTOoB, 06bEeKTOB, npeacTaBnALLMX
MOBbILLIEHHYI OMacHOCTb AN XWU3HU U 300POBbA
nogen n ana okpyxawouwen npupoaHon cpeabl, B
TOM  4yucne  OnacHbIX  NPOWU3BOACTBEHHbIX
OOBHEKTOB.

Mprmepsl: 1) BO34encTBme Ha
aBTOMATU3NPOBAHHbIE  CUCTEMbl  YMNpaBreHus
o6bekToB TpaHcnopTa; 2) yaarneHHoe
BO34ENCTBME Ha  UU(pPOBbIE  CUCTEMbI W
nepBuUYHOE obopynosaHue obbekToB

3NEKTPO3HEPreTUKN; 3) BO3LENCTBNE HA CUCTEMDI
ynpasneHus TEXHOMNOrMYeCKUM npoLieccom
HedpTexnmmyeckoro obbekTa




T10.13. HecaHKUunoHMpoBaHHOE BO34eUCTBUE Ha
aBTOMaTU3NPOBAHHbIE CUCTEMbI YMNpPaBrieHUs ¢
Lenbo Bbl30Ba OTKasa nunm NOMOMKM
obopygoBaHusi, B ToM uncne ACY KpuTudecku
BaXHbIX OOBLEKTOB, MOTEHUManbHO OMnacHbIX
0OBEKTOB, 06BbeKTOoB, npeacTaBnAoLWmxX
NMOBbILLEHHYO

MpogormkeHne Tabnuubl 11.1

TakTtuka

OCHOBHbIE TEXHUKMU

OMacHOCTb A4 XWU3HM U 340POBbS Noaen U ans
OKpy>XaroLen npupoaHou cpefbl, B TOM 4ucne
OnacHbIX NPOU3BOLACTBEHHbBIX OOBHEKTOB




OkoH4yaHune Tabnuubl 11.1

TakTtuka

OCHOBHbIe TEXHUKMU

T10.14. OTknOYeHne CcUCTEM U  CPeacTB
MOHUTOPUHra n 3alunTbl oT yrpos
NPOMBbILUSIEHHON, doM3n4ecKomn, NoXXapHoW,
3KONOrM4yeckon, paguaumoHHon ©e3onacHoCTy,
MHbIX BMOOB ©Oe3onacHOCTM, B TOM 4uUcrne
KPUTUYECKN BaXHbIX OOBLEKTOB, MNOTEHLUNaNbHO
onacHbIX 06BHEKTOB, 0OBLEKTOB, NPeaACTaBAALMX
NOBbILLEHHYIO OMACHOCTb ANS XWU3HWU U 340POBbS
nogen n ans okpyxarwen npupogHon cpensbl, B
TOM yucne onacHbIX NPON3BOACTBEHHbIX
obbeKkToB

T10.15. Bosgencteme Ha MHMPOPMaLMOHHbIE




pecypcbl  4epe3  CUCTEMBbI pacrno3HaBaHus
BU3yanbHbIX, 3BYKOBbIX 00pa3oB, CUCTEMbI
reono3nuMOHMPOBaAHNS M OPUEHTAUUKM, OaT4YMKK
BMbpaumMm, npouynme  OatyMku U CUCTEMBbI
npeobpa3oBaHMs CUrHANoOB pPU3NYECKOro mmpa B
uMcpoBoe npeacTtaBneHne ¢ Lenbio NosHOro unm
YAaCTUYHOrO BbIBOAA CUCTEMbI W3 CTPOS WK
HEeCaHKLUMOHNPOBAHHOIO YrpaBreHnsa CUCTEMOMN.
Mpumepsbl: 1) HaHECEHNE HENETMTUMHOM Pa3METKU
AOPOXHOro MonoTHa C Uuenbio Bbi3oBa cbos
CUCTEMBI aBTOMAaTU4ECKOro ynpaBneHus
aBTOMOGUNEM; 2) MCNONb30BaHWE cheunarnbHbIX
CMMBOJIOB B NOEHTUPMKALNOHHOM 3Hake
dunamnyeckoro obbekTa, pacrno3HaBaemMom
Kamepamun BungeoHabniogeHns

MpumeyvaHune 19: HecaHKUMOHMPOBaAHHbLIA OOCTYn
n (unn) BO3AENCTBME HA WHGPOPMALMNOHHLIE




pecypcbl UMW KOMMOHEHTbl CUCTEM U CeTewn,
npueoasllee K HeraTUBHbIM MOCMELCTBUAM Mpu
peanu3auun yrpo3 6Ge3onacHoOCTM WHdOpPMaUUn
unun peanusaumm HOBbIX  Yrpos, MOXeT
BbIMOJTHATBCA C  UCMNOJSIb30BAHMEM OOHOM WU
oonee 13 nNepeyvYnCneHHbIX Bblle TEXHUK Ans
NoBbIlWEHUS 3GPEKTUBHOCTN BO3AENCTBUA C
TOYKM 3PEHUNA HAPYLUMTENS Unn Ons peanusaumu
HECKOJSTIbKMX TWUMOB BO34EWUCTBUS Ha arakyemyto
cucrtemy
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